[okyMmeHT npepoctasneH KoHcynbTaHTIN0C

3apeructpuposaHo B MuHiocte Poccum 31 maa 2013 r. N 28608

OEAEPANNIbHAA CNYKBA MO TEXHUYECKOMY U SKCNOPTHOMY KOHTPOJIIO

NPUKA3
ot 11 ¢pespana 2013r. N 17

OB YTBEPXAEHWUM TPEGOBAHWUIA
O 3ALMUTE UHOGOPMALIUU, HE COCTABAAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COLEPXALLENCA B FTOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

CNMCOK M3MEHAILWMX LOKYMEHTOB
(8 pea. NMpukasos PCTIK Poccum ot 15.02.2017 N 27,
o1 28.05.2019 N 106)

B cooTtBeTcTBUM € YacTbio 5 cTaTbm 16 PepepanbHOro 3akoHa ot 27 utonsa 2006 r. N 149-93 "06
nHbopmauum, UHPOPMALMOHHbLIX  TexHoNorMaxX U o  3awuTe  unHPopmaumn"  (CobpaHue
3aKoHogaTenbeTBa Poccuiickoit ®epepaumm, 2006, N 31, cT. 3448; 2010, N 31, c1. 4196; 2011, N 15, cT.
2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 MonoxkeHnem o GeaepanbHOM CAyK6e NO TEXHUYECKOMY U
3KCMOPTHOMY KOHTPOJIO, YTBEPXKAEHHbIM YKa3om [pe3naeHTta Poccuiickon deapepaunm ot 16 asrycra
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTsa Poccuiickot Pepepaumm, 2004, N 34, ct. 3541; 2006, N
49, cT. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), np1KasbiBaio:

1. YtBepautb npunaraemble TpeboBaHWs o0 3awmTe WHGOPMALUKM, HE COCTaBAAIOLLEN
rocyapcTBEHHYIO TalHy, coAep alleica B rocy4apcTBeHHbIX MHOOPMALMOHHbIX CUCTEMAX.

2. YCTaHOBWUTb, YTO yKa3aHHble B MyHKTe 1 HacToswiero npukasa TpeboBaHWA NPUMEHAIOTCA A
3aLWmMTbl MHGOPMALMK B FOCYAaPCTBEHHBIX MHPOPMALMOHHBIX cucTemax ¢ 1 ceHTAbpA 2013 r.

OupekTop

PepepanbHON cnyKObl NO TEXHUYECKOMY
W SKCMIOPTHOMY KOHTPOJIHO

B.CEJ/IMH

YTBEpKAaeHbI
npukasom OCTIK Poccum
ot 11 ¢eBpana 2013 r. N 17

TPEGOBAHUA
0 3ALLMTE UHOOPMALMM, HE COCTABAAIOLLIEI TOCYJAPCTBEHHYIO TAIHY,
COAEPKALLIEICA B FTOCYAAPCTBEHHbIX UHGOPMALMOHHBIX CUCTEMAX

CNMCOK U3MEHALWMX AOKYMEHTOB
(B pea. Mpukasos PCTIK Poccum ot 15.02.2017 N 27,
oT 28.05.2019 N 106)
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|. O6wme nonoxkeHma

1. Hactoswme TpeboBaHUA pa3paboTaHbl B cooTBeTcTBUM ¢ PeaepasnbHbiM 3aKOHOM OT 27 utons
2006 r. N 149-®3 "06 wuHdbopmaunu, MHGOPMALMOHHBIX TEXHONIOTUAX U O 3awmte MHbopmaumun'
(CobpaHue 3akoHopaTtenbcTtBa Poccuiickont ®epepaummn, 2006, N 31, cr. 3448; 2010, N 31, cT. 4196;
2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328), a TaKXe C y4eTOM HaLMOHaNbHbIX CTaHAAPTOB
Poccuiickoit ®egepaumm B 061acT 3aWmThl MHPOPMaLMK U B 06/1aCTU CO34aHMA aBTOMATU3UPOBAHHbIX
cucTtem (Janee - HaUMOHa/bHbIE CTaHAAPTbI).

2. B poKymeHTe ycTaHasnuBatoTcA TpeboBaHMA K obecneyeHutoo 3awmTbl  MHGOPMALUK
OrPaHMYEHHOro AOCTYMa, He CoAepXKALLEN CBeAEHMA, COCTaBAAOLWME FOCYAaPCTBEHHYIO TallHy (fanee -
MHPOPMAUMA), OT YTEUYKM NO TEXHUYECKMM KaHanaM, HEeCaHKUMOHWPOBAHHOIO AOCTYNa, CheLuanbHbIX
BO34ENCTBMI Ha TaKyto MHPopmaumto (HocuTenn nHbopmaLmm) B Lensx ee f06bIBaHUA, YHUUTOKEHUS,
WCKaXXeHUA MAM BNOKUPOBaHWA AoCTyna K Hen (danee - 3awmuTta mMHPopmauuum) npu obpaboTke
YyKa3aHHOM MHOOPMaLUUK B FOCYAaPCTBEHHbBIX MHPOPMALLMOHHBIX CUCTEMAX.

Hactoawme TpeboBaHMA MOryT MNPUMEHATbBCA A1A 3aWuTbl 06LWeAOoCTYNHOM WHPopMaumm,
cozepKallencs B rocyfapcTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, A1A LOCTUMKEHUA LeNeld, yKa3aHHbIX B
nyHKkTax 1 n 3 yactn 1 ctatbm 16 PegepanbHoro 3akoHa ot 27 uiona 2006 r. N 149-93 "0O6 nHdpopmauum,
MHGOPMALMNOHHbBIX TEXHONOTUAX U O 3awmTe MHPopmaummn".

B [OOKymeHTe He paccmaTpuBaloTcA TpeboBaHMA O 3awmTe WHGOPMaLuMKM, CBA3AHHblE C
NPMMeEHeHWEM  Kpuntorpaduyecknx  MeToAOB  3aWuTbl  MHOOpMaLuMM U WKNPPOBaANbHBIX
(KpunTorpaduyeckunx) cpeacTs 3alwmTbl MHGOPMALMM.

3. Hactoawme TpeboBaHua saBaAloTcA obA3aTenbHbiMM Npu  obpaboTke uHbOpPMauMM B
rocyAapCTBeHHbIX WMHPOPMAULMOHHBLIX cUcTEMaAX, YHKLUMOHMPYOWMUX Ha Tepputopumn Poccuiickoi
degepaumn, a TakKe B MyHUUMNANbHBIX MHPOPMALMOHHBIX CUCTEMAX, €C/IM MHOE HEe YCTaHOB/EHO
3aKoHogaTenbcTBOM Poccuiickoit Peaepalmm 0 MeCTHOM CaMOynpPaBAEHUM.

HacToswme TpeboBaHUA He pacnpoCTPaHAKTCA Ha rocyAapcTBeHHble MHGOPMALNOHHbIE CUCTEMBI
AamuHuctpauum MpesungeHTa Poccuitckoint Pepepaunn, Coseta besonacHoctn Poccuiickoi Pepepaumm,
depepanbHoro CobpaHus Poccuiickon ®epepaumn, [MpasutenbctBa Poccuitckolt  dDeaepauumy,
KoHctutyumoHHoro Cypa Poccuiickon Pegpepauunu, BepxosHoro Cypa Poccuiickon Pegepauym wm
depepanbHoi cnybbl 6esonacHocTM Poccuitckoit Pegepaumu.

(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

4. HactoAawme TpeboBaHWA npeaHasHayeHbl pnsa obnagatene MHGOPMALMM, 33KA3UUKOB,
3aK/IOUYMBLLIMX FOCYAapPCTBEHHbIA KOHTPAKT Ha Co3AaHMe rocyaapcTseHHON NHPOPMaLIMOHHOM CUCTEMDI
(manee - 3aKa34MKM) M OoNepaTopPOB roCyAapCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM (Aanee - onepaTopbl).

Jinuo, obpabatbiBalowee MHPOPMaLMIO, ABAAIOLWYIOCA FOCYAAPCTBEHHLIM MHPOPMALMOHHbLIM
pecypcom, Mo mnopyyeHuto obnagatens wuHPopmaumm (3aKkasuumKka) wuaM  onepatopa UM (uawm)
NpesoCTaBAAIOWEe MM BbIMUCAUTENIbHbIE Pecypcbl (MOLWHOCTM) AnA 0b6paboTkM uHpopmauum Ha
OCHOBaHWW 3aK/IIOYEHHOro JOoroBopa (Zanee - yNoO/JHOMOYEHHOE /MLO), obecrneyvBaeT 3aWuUTy
MHPOpPMaUMM B COOTBETCTBUM C 3aKoHoZaTenbcTBOM Poccuiickoit deaepaumm o6 uHPopmaumm,
MHPOPMALMOHHDBIX TEXHOIOTUAX U O 3aWwnTe MHPopMaumn. B gorosope fosKHa 6bITb NpeaycMoTpeHa
0053aHHOCTb  YNOJIHOMOYEHHOro  /iMua  obecneumBaTb  3awmUTy  UMHPOpMauuu, ABAAOLLENCA
rocyAapCTBeHHbIM MHPOPMALMOHHBIM PECYPCOM, B COOTBETCTBUM C HACTOALLMMM TpeboBaHUAMM.

5. Mpn 06paboTKe B rocyaapcTBeHHOM MHGOPMALMOHHOM cucteme MHGOPMALLIMKM, coaeprKallei
NnepcoHanbHble AaHHble, HacToAwMe TpebOBaHUA MPUMEHAIOTCA Hapady C TPeboBaHMAMM K 3aluTe
NePCOHANbHbIX AaHHbIX MPU UX 06pPaboTKe B MHOOPMALMOHHBIX CUCTEMAX NEPCOHANbHbLIX AAHHbIX,
YTBEPKAEHHbIX NocTaHoBAeHWem lMNpaBuTtenbctBa Poccuiickoit Pegepaumm ot 1 HoAbpsa 2012 r. N 1119
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(CobpaHue 3akoHoaaTenbcTBa Poccuitckoit depepaumum, 2012, N 45, cT. 6257).

6. Mo peweHunio obnagatens MHbopmaLmmn (3aKasumKka) Uan onepatopa HactoAwme TpeboBaHuA
MOTYT  MNPUMEHATbCA  AAA  3aWuTbl  MHOOPMALMK, COAEpPNKaleWcs B HErocyAapCTBEHHbIX
MHPOPMaLMOHHbBIX CUCTEMAX.

7. 3awmTa nHbopmauUum, coaepKallenca B rocyaapcTBeHHon MHPopMaLMOHHON cucTeme (aanee -
MHGOPMAUMOHHAs cucTema), obecneumBaeTcs MyTem BbINOJHEHMA obnagaTenem WHbOpPMaUUK
(3aKkasumkom) n (unun) onepatopom TpeboBaHMI K OpraHM3aLUmM 3alNUTbl MHPOPMaLMK, coaepKallenca
B MHPOPMaUMOHHON cucTteme, M TpeboBaHUIM K Mepam 3alWmTbl MHPOPMALMK, cOAeprKallelcs B
MHGOPMALMOHHOWM CUCTEME.

Il. Tpe6oBaHMA K opraHu3auum 3awmuTbl UHPopmauum,
coaepaueiica B UHPOpMaLMOHHOM cucteme

8. B MHbOpPMaLMOHHOM cucTeMe 06beKTamM 3almTbl ABAAOTCA MHGOPMALMA, COoAepKaLlancsa B
MHOOPMALMOHHOM CUCTEME, TEXHMUECKNE CPeacTBa (B TOM YMc/ie CPeaCcTBa BblUNMCANTENbHON TEXHUKM,
MalWKMHHbIE HOCUTENU VIHCI)OpMaLI,VIVI, cpencrtea U CUCTEMbI CBA3UN U MNepeaadn AaHHbIX, TeXHU4eckue
cpeactea 06paboTkn  ByKBEHHO-LUMPPOBOWN, rpaduUecKkol, BMAEO- U pevyeBon WHPOpMaLMK),
obliecuctemHoe, MNpPUKNagHoOe, crneuManbHoe nporpammHoe obecnedyeHve, MHGOOPMaLMOHHbIE
TEXHO/I0TUK, a TaK¥Ke CPeacTBa 3alUTbl UHGOPMaLIUN.

9. Ons obecnedyeHua 3awmTbl MHPOPMaLUKM, codeprKallenca B MHPOPMALMOHHON CUCTEME,
onepaTopomM HasHayaeTcA CTPYKTypHoe noApasdefieHue WUAM  [JOJIKHOCTHoe /nvuo  (paboTHMK),
OTBETCTBEHHbIE 33 3aLUNTY UHOOPMaLUMN.

10. Ons npoBeaeHua paboT no 3awuTe WHOOPMAUMM B XOAe CO34aHUS WM 3KchayaTauuu
MHOOPMALNOHHOM cucTemMbl obnagaTenem MHGopPMaL MM (3aKasuMKoM) M 0NepaTopoM B COOTBETCTBUM C
3aKoHogaTenbctBOM Poccuiickon ®Pepepaumm npu HeobXoAUMMOCTM NPUBAEKAIOTCA OpraHuUsauumu,
UMerLwme NNLEH3NIO Ha OEeATENbHOCTb MO TEXHUYECKON 3aluuTe KOHPUAEHUMaNnbHOW MHPopmMmauum B
cooTBeTcTBUM ¢ PenepanbHbim 3aKoHOM OT 4 masa 2011 r. N 99-d3 "O NnUEH3NPOBaAHUM OTAE/bHbIX
BMAoB aesatenbHocTn" (CobpaHue 3aKkoHoaaTenbcTBa Poccuiickon deaepauum, 2011, N 19, cr. 2716; N
30, cT. 4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT.4322; 2013, N 9, cT. 874).

11. Onsa obecneyeHua 3awmuTbl MHOOPMALUK, copepyKaliencs B MHPOPMALMOHHON cucTeme,
NPUMEHAIOTCA CpeacTBa  3awuTbl WMHPOpMAUMKM, nNpollealiMe OLLEHKY COOTBeTCTBMA B dopme
obAsaTenbHOM cepTUPUKaALMM Ha CcOOTBETCTBME TpeboBaHMAM Mo 6e3onacHOCTM WMHbopmaLun B
COOTBETCTBUM CO cTaTben 5 PepepanbHOro 3akoHa ot 27 aekabpsa 2002 r. N 184-d3 "O TexHUYecKom
perynnposaHumn" (CobpaHue 3akoHoaaTenbctBa Poccuitickoit deaepaumm, 2002, N 52, ct. 5140; 2007, N
19, c1. 2293; N 49, ct1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, c1. 5711; 2010, N 1, cT. 6;
2011, N 30, ct.4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awuTa nHPopmauumn, cogeprawenca 8 MHOGOPMaALMOHHON CUCTEME, ABAAETCA COCTABHOM
YyacTblo paboT MO CO3[aHMIO U IKCNAyaTauumn MHGOPMALMOHHOM cMcTeMbl M obecneymBaeTcs Ha Bcex
cTagusax (3Tanax) ee co3faHuWs, B XOA4e 3KCN/yaTaumu M BbIBOAA M3 3IKCMAyaTauuM NyTemM MPUHATUSA
OPraHM3aUMOHHbBIX U TEXHUYECKUX Mep 3awmTbl MHOPMaLMM, HAMpaBieHHbIX Ha 6AOKMpOBaHWE
(HeWiTpanmsaumio) yrpos 6e3onacHoCTU MHPOPMaLUMKN B MHGOPMALIMOHHOW CUCTEME, B PaMKax CUCTEMbI
(nogcuctembl) 3awmTbl  MHGOPMAUMM  MHOOPMAUMOHHOM cucTeMbl (ganee - cucTemMa  3alLMTbI
MHPOPMaLUN MHPOPMALLUOHHOM CUCTEMBI).

(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

OpraHn3auMoHHbIe N TEXHUYECKME Mepbl 3aLLMTbl MHPOPMaLMK, peanmsyemble B pamMKax CUCTEMBI
3awWwmTbl MHGOopMauMM MHOOPMALMOHHOW CUCTEMBI, B 3aBUCUMOCTU OT MHbOPMaLLIUK, cCoaeprKallLeincs B
MHPOPMALUMOHHOM cucTeMe, Lenel co3gaHna MHGOPMaALUMOHHOM CUCTEMBI M 3afad, pellaembix 3TOM
MHOOPMALMOHHOW CUCTEMOM, AONKHbI BbITb HanNpaBAEHbl HAa UCK/IOUYEHUE:
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HEMPABOMEPHbIX A0CTyMNa, KONMPOBAHWA, NPEAOCTaBAEHNA UAN pacnpocTpaHeHus nHdopmaumm
(obecneuyeHune KoHGUAEHUNANBHOCTU MHOOPMALUKY);

HEMPaBOMEPHbIX  YHUYTOXKEHUs wuan  moauduumpoBaHna  uHPopmaumm  (obecneyeHue
LEeIOCTHOCTM UHPOPMaLLUN);

HenpaBoMepHOro 610KMpoBaHnsa MHdopmauum (obecneyeHne AOCTYNHOCTN MHPOPMaLLMN).

13. Ana obecneyeHunsa 3awmTbl MHOOPMaLMK, coaepskalleica B WMHPOPMaLMOHHON cucteme,
npoBoAATCcA caeaytol e MeponpuaTUs:

dopmupoBaHme TpeboBaHWI K 3alwmTe MHOOPMAUMM, copeprKalleica B WMHGOPMaLMOHHOM
cucTeme;

pa3paboTka cucTtembl 3aWMTbl UHGOPMALUM MHPOPMALMOHHOM CUCTEMDI;
BHeApeHMe CUCTEMbI 3aLLNTbI MHPOPMALUM MHPOPMALMOHHOM CUCTEMDI;

atrecTauma MHOOPMALMOHHOW cucTeMbl Mo TpeboBaHMAM 3aWwmTbl WMHPoOpmaumn (panee -
aTTecTauma MHGOPMaLMOHHOM CUCTEMbI) M BBOZ, €€ B AEWCTBUE;

obecneyeHne 3awmTbl MHGOPMALMM B XOAe IKCMAyaTauuM aTTecTOBaHHOM WHPOPMaLNOHHON
cUCTeMbI;

obecneyeHue 3awmTbl  MHPOpPMAUMM MNPU  BbIBOAE W3  IKCMJyaTauuuM  aTTeCTOBAHHOM
MHGOPMALNOHHOWM CUCTEMBI UM NOC/E NPUHATUA pelleHma 06 OKOHYaHUK 06paboTkM HbopMaLU.

dopmupoBaHue TpeboBaHuUi K 3awmte HPopmauum, cogeprralleica
B MHPOPMALMOHHOU cUcTeMe

14. dopmupoBaHMe TpeboBaHMUIN K 3alumnTe MHbOPMaAUUKM, coaeprKawencs B MHPOPMaALMOHHOM
cucTeme, ocyulectenseTcs obnagatenem MHGopmauum (3akasumkom).

dopmupoBaHMe TpeboBaHMN K 3awuTe UHbOpMaUUM, coaepskalienca B MHPOPMALIMOHHOM
cucteme, ocyllectsnsierca ¢ ydetom TOCT P 51583 "3awuta uHPopmaumn. MopAagoK cosgaHus
aBTOMATU3MPOBAHHbLIX CUCTEM B 3aLUMLWEHHOM MCNoAHeHWWU. Obwue nonoxenua" (aanee - TOCT P
51583) u FOCT P 51624 "3awmTta MHbOpMaumu. ABTOMATU3UPOBAHHbIE CUCTEMbI B 3aLUULLEHHOM
ncnonHeHun. Obwme TpebosaHus" (ganee - TOCT P 51624) 1 B TOM YnC/ie BKIOYAET:

NPUHATME  peleHus o HeobxoAMMocTM  3awmTbl  MHPoOpmaLMM, cofep:Kalweica B
MHPOPMALNOHHON CUCTEME;

KNnaccupuKaumio MHPOPMALIMOHHOW CUCTEMbI MO TpeboBaHUAM 3alMTbl MHOpPMauuKn (oanee -
KnaccmduKkaums HGOPMaLNOHHOM CUCTEMBI);

onpeaeneHve yrpos 6e3onacHOCTM WMHGOPMaULMK, pPeanusaumna KOTOPbIX MOXKET NPUBECTM K
HapyweHuto 6e3onacHoCTM MHPOpMaLMN B MHPOPMALMOHHOM cucTeMe, M pa3paboTKy Ha MX OcHoBe
mogaenu yrpos 6esonacHoCTM MHGOpMaLmu;

onpeaeneHve TpeboBaHUIM K cucTeme 3aLmTbl MHGOPMALMM MHPOPMALLMOHHOMN CUCTEMBI.

14.1. MpK NPUHATAM pelleHnA O HeoBXOAMMOCTM 3aWmTbl MHPOPMALMK, CoAaep:Kallencs B
MHPOPMALMOHHOM CUCTEME, OCYLLLECTBAAETCA:

aHanu3 uenem co3gaHna MHGOPMaLMOHHOM CUCTEMbI U 33434, pellaemblx 3To MHGOPMALMOHHOM
CUCTEMOW;
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onpeaeneHne nHpopmaumm, nognexawen ob6paboTke B UHGOPMaLIMOHHOM CUCTEME;

aHaAM3 HOPMATUBHbLIX MPaBOBbIX aKTOB, METOAMYECKUX [AOKYMEHTOB W  HauMOHa/bHbIX
CTaHAapTOB, KOTOPbIM A0/13KHa COOTBETCTBOBaTb MHOOPMaLMOHHAA CUCTEMA;

NpUHATME pelleHMA O HeobXoAMMOCTM  CO34aHMA  CUCTeMbl  3alWuTbl  MHOpMauUn
MHPOPMAUMOHHOM CUCTEMBI, @ TaKXKe onpefeneHne uenel M 3adad 3aluTbl MHOOPMALMM B
WHPOPMAUMOHHOM  CUCTEME, OCHOBHbIX 3TanoB CO34aHMSA  CUCTEMbI  3aWuTbl  MHOpPMaLUK
MHPOPMALUMOHHOM cucTembl M QYHKUMIA MO obecneyeHunio 3awwmuTbl MHPOPMaLUK, CoLeprKallelca B
MHPOPMaUMOHHOM cucTeme, obnagatens MHoopmauumn (3aKasumKa), onepatopa U YNOAHOMOYEHHbIX
i,

14.2. KnaccuduKkauma MHGOPMaLMOHHON cUCTeMbl NPOBOAMTCA B 3aBUCMMOCTM OT 3HAYMMOCTU
obpabaTtbiBaemolt B Hell MHPoOpMauuM M Macwtaba MHPOPMALIMOHHON cucTembl (PpeaepanbHbIi,
pPernoHasnbHbl, 06EKTOBbIN).

YcTaHaBAMBAOTCA TPWU Kjacca 3alUMLLEHHOCTM WMHPOPMALMOHHOM CUCTEMBI, Onpeaensawolme
YPOBHM 3aLLMLLEHHOCTU codeprKallencsa B Hel nHbopmaummn. Camblii HU3KMIA Knacc - TPETUM, cambli
BbICOKMI - NepBbIi. Knacc 3almLeHHOCTN MHPOPMALMOHHOMW CUCTEMbI ONPEAENAeTca B COOTBETCTBUM C
npunoxeHnem N 1 K Hactoawmm TpeboBaHMAM.

(8 pea. NMpukasa PCTIK Poccum ot 15.02.2017 N 27)

Knacc 3awumweHHocT onpepensetca Ana WHOOPMAUMOHHOW CUCTEMBI B LEAOM W, Npwu
HeobXxoAMMOCTH, A1A ee OTAEeNbHbIX CerMeHTOB (COCTaBHbIX 4acTel). TpeboBaHWe K Knaccy
33LMLLLEHHOCTU BK/IIOYAETCA B TEXHMYECKOE 3aZaHNe Ha co3gaHne MHOOPMALMOHHOM cucTeMbI U (1K)
TEXHMYECKOEe 3afaHue (4acTHOoe TexHMYecKoe 3afaHWe) Ha co3gaHuMe CUCTeMbl 3alMTbl MHPopMaLUn
MHGOPMALMOHHOWM CUCTEMBI, pa3pabaTtbiBaemble ¢ yyeTom FOCT 34.602 "MHbOpMaLMOHHAA TEXHONOTUS.
Komnnekc cTaHgapToB Ha aBTOMATM3MpPOBAHHbIE CUCTEMbI. TexHMYecKoe 3ajaHuMe Ha co3faHue
aBToMaTM3MpoBaHHOM cuctembl” (ganee - TOCT 34.602), FOCT P 51583 n TOCT P 51624.

Knacc 3awuiueHHoCcTM MHGOPMALMOHHOM CUCTEMbI MOANEXKUT NEepPecMoTpy Npu U3MEHeHUU
macwTaba MHGOPMALMOHHOM CUCTEMBI MKW 3HAYMMOCTN 06pabaTbiBaemol B Hell HOPMaLUU.

Pe3ynbTaTtbl KnaccupuKkaumm MHGOPMaLMOHHOM cUCTEMbl 0DOPMIAIOTCA aKTOM KnaccuduKaumm.

Knacc  3aWMWeEHHOCTM  MHPOPMALMOHHOW  cUCTeMbl,  QYHKUMOHMPOBAHME  KOTOPOW
npegnonaraetca Ha 6ase WMHOOPMALMOHHO-TENEKOMMYHUKALMOHHOMW MHOPACTPYKTYpPbl LEHTpa
06paboTKM JaHHbIX, <1> He Jo/mKeH 6biTb Bblle KAacca 3aWMWEHHOCTM MHPOPMALMOHHO-
TENEKOMMYHUKALMOHHOW MHPPACTPYKTYPbI LLeHTPa 06paboTKM AaHHbIX.

(ab3aL BBegeH Mpukazom ®CTIK Poccmm ot 28.05.2019 N 106)

<1> MyHKT 5.3 MeToANYECKMX YKa3aHUN NO OCYLLECTBAEHUIO yYeTa MHPOPMALIMOHHbBIX CUCTEM U
KOMMNOHEHTOB MHPOPMALMOHHO-TENIEKOMMYHUKALNOHHOW MHPPACTPYKTYPbI, YTBEPKAEHHbIX MPUKA30OM
MuHkomcBA3M Poccum oT 31 mana 2013 r. N 127 (3apernctpuposaH MuHioctom Poccunn 5 Hoabps 2013 T,
pernctpaunoHHbiii N 30318), c yueTom U3MEHEHWNI, BHECEHHbIX NpMKazom MuHKomceesasu Poccuum ot 15
nioHa 2016 r. N 266 (3apeructpuposaH MuHioctom Poccum 14 uiona 2016 r., pernctpauuoHHbid N
42853).

(cHocka BBegeHa Mpukasom ®CTIK Poccmm ot 28.05.2019 N 106)

14.3. Yrposbl 6e30nacHOCTM HPOPMaLMKM ONPeaenAloTcA No pe3ynbTaTaM OLEHKM BO3SMOMXKHOCTEN
(noTeHUMana) BHEWHWX W BHYTPEHHWX HapywuTenei, aHaaMsa BO3MOXKHbIX YA3BMMOCTEN
NMHPOPMALMOHHOM CUCTEMbI, BO3MOXHbIX CNocoboB peanusaummn yrpos 6e3onacHoct MHGopmaunm u
nocneacTBuMii  OT  HapylleHWA CBOWCTB  6e30macHOCTM  MHbopmauun  (KOHGUAEHLMANbHOCTH,
LLeNOCTHOCTM, AOCTYNHOCTH).
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(8 pea. Mpukasa PCTIK Poccun ot 15.02.2017 N 27)

B KauyecTBe MCXOAHbIX [aHHbIX A4 onpeaeneHuMa  yrpos 6He3omnacHoOCTM  MHpopMaLmm
ucnonb3lyetrcs 6aHK AaHHbIX yrpo3 6esonacHocT uHbopmaumm (bdu.fstec.ru), BeseHune KoToporo
ocyuwectensetca PCTIK Poccum B cOOTBETCTBUM C NoANYHKTOM 21 nyHKTa 8 MNonoxeHuns o GesepanbHom
cny»be no TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIIO, YTBEPKAEHHOro YKasom MpesngeHTa Poccuiickol
depnepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickon deaepaumum, 2004,
N 34, cT. 3541; 2006, N 49, cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818; 2013, N 26,
cT. 3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, ct. 6041; 2015, N 4, c1. 641; 2016, N 1, ct. 211)
(manee - 6aHK AaHHbIX yrpo3 6esonacHocTn uHbopmauum GCTIK Poccnn), a TakkKe UHble UCTOYHUKM,
coaepKalwme ceegeHns 0b ya3BUMOCTAX U yrpo3ax 6e3onacHocTM MHGopmauum.

(ab3aL, BBegeH Mpukasom PCTIK Poceum ot 15.02.2017 N 27)

Mpn  onpepeneHmn  yrpo3  6e3onacHOCTM  WMHPOPMALMM  YYUTBIBAKOTCA  CTPYKTYPHO-
OYHKUMOHANbHbIE XapaKTEPUCTUKU MHOOPMALMOHHON CUCTEMbI, BK/KOYAlOWME CTPYKTYpYy M COCTaB
MHPOPMALMOHHON CUCTEMDbI, GU3NYECKME, NlorMYecKue, JYHKUMOHANbHbIE W TEXHOMOrMYecKue
B3aMMOCBA3M MeXKAYy CermeHTamum WMHOOPMAULMOHHOM CUCTEMBI, C WMHbIMU MHPOPMALMOHHbLIMM
cucTemMamm m MHPOPMaLMOHHO-TENNEKOMMYHUKALMOHHbBIMU CETAMM, pexnmbl 06paboTkm nHbopmaumum
B WMHOPOPMALMOHHOM CUCTEME M B €€ OTAE/bHbIX CErMeHTaX, a TaKKe WHble XapaKTepPUCTUKK
MHGOPMALUMOHHOM CUCTEMBI, NpPUMEHsieEMble WHGOPMAUMOHHbIE TEXHOMOrMM KN ocobeHHOCTN ee
YHKLMOHUPOBAHMA.

Mpn onpeageneHun yrpo3 6GesonacHoctM WHbopMaumm B  WHPOPMALMOHHOM  cucTeMe,
dYHKLMOHMPOBaHNE KOTOPOW npeanonaraetcd Ha 6ase MHOOPMALMOHHO-TENEKOMMYHUKALMOHHOM
MHPPACTPYKTYpbl UEeHTpa 06paboTKM AaHHbIX, [O0/MHbI  Y4WUTbIBAaTbCA yrposbl  6e3onacHocTu
MHPOPMaUMK, aKTyasbHble ANA WMHPOPMALMNOHHO-TENEKOMMYHUKALMOHHOW WHQPACTPYKTYpbl LEeHTpa
06paboTKM AaHHbIX.

(ab3aL BBegeH Mpukazom PCTIK Poccmum ot 28.05.2019 N 106)

Mo pesynbTaTam onpegeneHus yrpo3 6e3onacHOCTM MHPopmauuu npu  HeobxoAMMOCTU
pa3pabaTbiBaloTCA PEKOMEHZALMU MO KOPPEKTUPOBKE CTPYKTYPHO-QYHKUMOHABbHBIX XapaKTEPUCTUK
MHOOPMALMOHHOW CUCTEMbI, Hanpas/ieHHble Ha 6/0KMpOBaHMeE (HeMTpanu3aumio) OTAe/bHbIX Yrpo3
6e3onacHOCTM MHbOPMaLuu.

Mogenb yrpos 6e3onacHocTM MHGOPMALMM OO/KHA COAep:KaTb onucaHue MHOOPMALMOHHOM
CUCTEMbI U ee CTPYKTYPHO-OYHKLMOHAAbHbIX XapaKTEePUCTMK, a TaKKe onucaHue yrpos 6es3onacHocTu
UHPoOpMaumK, BK/OYAIOLWLEE OMUCaHWME BO3MOXKHOCTEM HapywuTenel (mogenb HapywwuTtens),
BO3MOXKHbIX yA3BMMOCTEN MHPOPMALMOHHON cucTembl, cnocoboB peanmnsaumm yrpos 6es3onacHoOCTU
MHOPMaLMK U NOCNEeACTBUI OT HapyLLEeHMA CBOMCTB 6e30nacHOCTM MHpOpMaLmN.

[na onpegeneHus yrpo3 6e30nacHocTM MHGopMaLmm 1M pa3paboTkn moaenu yrpos 6e3onacHocTm
MHbOPMALMN NPUMEHAIOTCA METOAMYECKME AOKYMEHTbl, pa3paboTaHHble U yTBeprKAeHHble PCTIK
Poccum B cooTBeTcTBMM C noanyHKTOM 4 nyHKTa 8 [losoxeHua o PegepanbHoi cnyxbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOAIO, YTBEPXKAEHHOro YkKaszom [lpe3ungeHta Poccuiickomn
depnepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickot deaepaumm, 2004,
N 34, c1. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHWA K cUCTeME 3aLWNUTbl MHOPMALMU MHPOPMALMOHHOM CUCTEMbI ONPEAENAIOTCA B
3aBUCMMOCTM OT KJacCa 3alMILEHHOCTM MWHPOPMALMOHHOW CcUCTEeMbl M yrpo3 6HesonacHocTU
MHOPMaLUK, BKNKOYEHHBIX B MOAENb YIPo3 6e30nacHOCTM MHGOopMaLUK.

TpeboBaHMA K cucteme 3aWwmTbl MHPOPMAUMKM MHGOOPMALMOHHOM CUCTEMBI BK/HOYAIOTCA B
TEXHMYECKOe 3a4aHuMe Ha co3gaHne MHPOPMALMOHHOM CUCTEMDI U (MIM) TEXHMYECKOE 3adaHue (YacTHoe
TEXHMYECKOE 3afaHMe) Ha COo34aHue CUCTEMbI 3alMTbl MHPOPMALMKM MHOOPMALMOHHON CUCTEMDI,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583 u IOCT P 51624, n A0MKHbI B TOM 4Yucne
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coaepaTb:
uenb 1 3aga4ym obecneyeHma 3aWwmnTbl MHGOPMaLMM B UHPOPMALNOHHOM CUCTEME;
K/1lacc 3aWMLL,EeHHOCTU MHPOPMALMOHHOM CUCTEMDI;

nepevyeHb HOPMATMBHbLIX MPABOBbIX aAKTOB, METOAMYECKMX [AOKYMEHTOB W HaAUMOHa/IbHbIX
CTaHAapTOB, KOTOPbIM A0JI)KHAa COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

nepeyvyeHb 06beKTOB 3alWnThbI VIHd)OpMaLI,VIOHHOI\/‘I Cncrembl,

TpeboBaHMA K Mepam M CPeacTBam 3alLMTbl MHPOPMALUKM, MPUMEHAEMbIM B MHOOPMALMOHHOM
cucTeme;

cTaguu (atanbl paboT) co3aaHUSA CUCTEMBI 3aLLUTbI UHGOPMALIMOHHOW CUCTEMBI;
(ab3aL, BBegeH Mpukasom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K MNOCTaBAAEMbIM TeXHUYECKMM CcpeacTBam, MporpaMmmHomMy obecnedyeHuto,
cpeacTBam 3aluTbl MHPOPMaLUK;
(ab3aL BBegeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

bYHKUMM 3aKasumKa M onepaTtopa no obecneyeHuto 3awutbl MHGOpMaLMM B MHOOPMALMOHHOM
cucteme;
(ab3aL, BBeaeH Mpukasom ®CTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3allMTe Cpeacts M cucteM, obecneuvBalowmx — GpyHKUUMOHMpPOBAHME
MHbOPMaLMOHHOM cucTembl (obecneumsatoLLelt MHGPACTPYKType);
(ab3aL, BBeaeH Mpukasom ®CTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3awmuTte UHboOpMauuu npu UHPOPMALUMOHHOM B3aMMOAENCTBUM C UHbIMMU
MHOOPMALMOHHBIMW CUCTEMaMMN U MHOOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMW CETAMU, B TOM YUC/E C
MHOOPMALMNOHHBIMW CUCTEMAMM YNIONHOMOUYEHHOTO ML, @ TaKXKe NPU NPUMEHEHNU BbIYNCNTENbHbIX
pecypcoB (MoLLHOCTEN), NPeA0CTaBAAEMbIX YNOSTHOMOYEHHbIM IMLOM ANnA 06paboTKu MHbOopMaLU.

Mpu onpeaeneHun TpeboOBaHUI K cucTeMe 3aWwmTbl UHGOPMAUUN MHPOPMALUMOHHON CUCTEMDI
YUYMTLIBAIOTCA MOJIOXKEHMA NOANTUK obecnedyeHns UHPoOpPMaLMOHHON 6e3onacHoCTM obnagaTtens
MHbOPMaUMK (3aKa3umKa), a TaKKe NoIMTUK obecneyeHuns MHGOPMaLMOHHOM Be3onacHOCTU onepaTopa
M YNOJIHOMOYEHHOrO NMLA B YacTM, He NPOTMBOpPeYalen nonuTUKam obnagatens WHboOpmauuu
(3akaszuuka).

(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

B cnyyae co3paHusa MHPOPMAULMOHHOM cucTembl, GYHKLMOHMPOBAHME KOTOPOW npeanonaraerca
Ha 6ase MHPOPMALMOHHO-TENEKOMMYHMKALMOHHON WMHOPACTPYKTYPbl LeHTpa 06paboTKM AaHHbIX,
AOMNONHUTENBHO onpeaenatotca TpeboBaHMA No 3awmTe MHPOpPMaLMK, MogexKalime peanusauun B
NHPOPMALNOHHO-TENEKOMMYHUKALIMOHHOW MHPPACTPYKTYpE LeHTpa 06paboTKM AaHHbIX.
(ab3aL BBegeH Mpukazom ®CTIK Poccmm ot 28.05.2019 N 106)

Pa3paboTKa cuctembl 3awmTbl UHGOpMaL MM MHGOPMALMOHHON CUCTEMbI

15. PaspaboTka cuctembl 3awWwmTbl MHGOPMaUMM MHPOPMALMOHHOM CUCTEMbI OpraHM3yeTcs
obnapatenem nHbopmMaLMK (3aKkasumKom).

PaspaboTka cucTembl 3alMTbl MHPOpMaLUM MHOOPMALMOHHON CUCTEMbI OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHUYECKMM 3aJaHMEM Ha CO34aHMe MHPOPMALMOHHOM CUCTEMbI U (UIN) TEXHUYECKUM
3afaHveM (4acTHbIM TexXHWYEeCKMM 33aJaHuem) Ha Cco3ZaHue CUCTeMbl 3aWuTbl  MHPOpMauun
MHOpMaAUMOHHOM cuctembl ¢ ydetom [OCT 34.601 "MHdopmaumoHHas TexHonorns. Komnnekc
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CTaHAAPTOB Ha aBTOMAaTM3MPOBaHHbIE CMUCTEMbI. ABTOMaTU3MpOBaHHble cuctembl. CTagumn cosgaHua"
(manee - FOCT 34.601), TOCT P 51583 1 TOCT P 51624 1 B TOM YnC/e BK/OYaET:

NPOEKTUPOBAHME CUCTEMbI 3aLWMTbl UHOOPMaLUM MHPOPMALMOHHOM CUCTEMDI;

pa3paboTKy  3KCM/yaTaUMOHHOM  AOKYMEHTauuuM Ha  cucTeMy  3almTbl  MHPopmauumm
MHOOPMALMOHHOM CUCTEMBI;

MaKeTMpoBaHMEe M TeCTUpOBaHME CUCTeMbl 3alWuTbl MHGOPMALMU UHDOPMALMOHHON CUCTEMBI
(npn HeobxoanmocTH).

Cuctema 3awuTbl MHPoOpMauMM WHOOPMALMOHHOMW CUCTEMbI He [AO/IKHA NpensTcTBOBaTb
OOCTUXKEHUIO Luenein co3gaHma MHGOPMaLMOHHON cucTembl n ee GYHKLMOHMPOBAHUIO.

Mpu paspaboTke cuctembl 3awWmnTbl MHGopPMaUUM UHGOPMALMOHHOM CUCTEMbI YYUTLIBAETCA ee
MHPOPMALMOHHOE B3aUMOAENCTBME C MHbIMWU MHPOPMALMOHHBIMK CUCTEMAMM U NHOOPMALMOHHO-
TeNEeKOMMYHUKALUMOHHbIMM CETAMU, B TOM YnUCie C MHPOPMALMOHHBIMU CUCTEMAMMU YNOJHOMOYEHHOTO
MUa, a TaKXe TMNpPUMEHEHMEe BbIYUC/IMTE/IbHbIX PecypcoB (MoWHOCTEN), NpeaoCTaBAsEMbIX
YNOAHOMOYEHHbIM ANLOM Aaa 06paboTkm MHGopmauum.

15.1. Mpu1 NPOEKTUPOBAHNM CUCTEMbI 3aLLUTLI MHGOPMALMM MHPOPMALLMOHHOMN CUCTEMBI:

onpeaensaloTca TMNbl cybbeKToB A0CTyNa (No/1b30BaTeNN, NPOLLECCHI U MHble Cy6beKTbl AoCTyna) U
06bEKTOB [0CTyNa, ABAAKOWMXCA 06beKTamu 3almTbl (yCTpoicTBa, 06bEKTbl ¢$alioBOW CUCTEMBI,
3anycKaemble U MCMOMHAEMblE MOAYAM, 0O6bEKTbl CUCTEeMbl ynpasieHua 6as3amm AaHHbIX, 06bEKTHI,
co3faBaemble NPUKAaAHbIM NPOrpaMmmHbIM obecnedyeHnem, NHble 06bEKTbI 4oCTyna);

onpeaensaloTcs MeToAbl YnpaBAeHWs AO0CTYNOM (AMCKPEUMOHHbIA, MaHAaTHbIM, POSeBON WK
MHble MeToAbl), TUNbl AOCTyna (YTeHue, 3anucb, BbINOJHEHWE WAW MHble TUMbl AOCTyna) U npasuna
pasrpaHuMYeHUs [oCTyna CcybbekToB AocTyna K obbekTam JocTyna (Ha OCHOBE CMWMCKOB, METOK
6e30nacHOCTH, POaei N NHbIX NPaBuA), Noanexaline peanmsaumm B MHGOPMaLMOHHON CUCTEME;

BblOMpatoTcA mepbl 3alWmTbl MHGOPMALMK, NOSJEXKAWME peannsaumMm B CUCTEME 3aLUUTDI
nHPopmaumm MHGOPMALMOHHOMN CUCTEMDbI;

onpegenarTca Buabl U TUNblI CPeACTB 3aLUUTbI VIH(I)OpMaLI,VIM, o6ecneqMBa|om,V|e peannsaymnto
TEXHNYECKUX MEP 3aLlNTbI MHd)OpMaLl,MM;

onpefenseTca CTPYKTypa CUCTEMbI 3alnTbl MHOOPMALUU MHPOPMALLMOHHOM CUCTEMbI, BKAKOYanA
cocTaB (KO/IMYECTBO) M MeCTa pa3MeLLEHNA ee 3/1eMEHTOB;

ocyliecTseTcA Bblbop CPeacTB 3aWwmTbl MHOOPMALMM, CEPTUOULMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHMaAM no 6e3onacHoCcTM MHOOPMALMM, C Y4ETOM WX CTOMMOCTM, COBMECTMMOCTU C
MHPOPMALMOHHBIMU TEXHONOTUAMMU U TEXHUYECKMMM cpeacTBamu, OyHKUMIM 6e3onacHocTM 3TUX
CpeAacTB M 0cobeHHOCTeN MX peannsaLmm, a TakKe Knacca 3anWeHHOCTU MHGOPMALMOHHOW CUCTEMDbI;

onpeaenaloTca TpeboBaHMA K MapameTpam HacTPOMKM nporpammHoro obecneyeHuns, BK/o4asn
nporpaMmmHoe obecrneuyeHune cpeacts 3awmuTbl MHGopmaumm, obecrneumBalowme peanusauuio mep
3aWUTbl MHPOPMALMKM, a TaKKe YCTPAaHEHME BO3MOMKHbIX YA3BUMOCTEN MHPOPMALMOHHOW CUCTEMBI,
NPMBOAALLMX K BOSHUKHOBEHMIO yrpo3 6e30nacHoCcTv MHpopmMmaLmu;
(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

onpeaensalTca mMmepbl 3aWnTbl MHGOPMALMM NPU MHGOPMALMOHHOM B3aMMOLEWCTBUU C UHBIMU
MHPOPMALMOHHBIMU CUCTEMAMM U UHPOPMALMOHHO-TENIEKOMMYHMKALMOHHBLIMW CETAMM, B TOM YMC/Ie C
MHPOPMALMOHHBIMU CUCTEMAMM YNOJHOMOYEHHOTO /ML, @ TaKKe NPU MPUMEHEHUN BbIMUCAUTENbHBIX
pecypcoB (MOLLHOCTE), NPeAoCTaBASeMbIX YNIONHOMOYEHHbIM JIMLOM A8 06paboTku MHOPMALMK.
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Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMBI 3alWMTbl MHPOPMALUN MHPOPMALMOHHOM CUCTEMDI
OTPaXalTCA B MNPOEKTHOW [OKYMEHTauuu (3CKM3HOM (TeXHMUYECKOM) MpoeKkTe u (unu) B paboueit
OOKYMeHTauumM) Ha WMHPOPMALMOHHYIO CUCTEMY (cMCTeMy 3awmTbl MHGOPMALUKN MHPOPMALMOHHON
cuctembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "UHdpopmauMoHHaa TexHonorua. Komnnekc
CTAaHAAPTOB Ha aBTOMAaTM3MPOBaAHHbIE CUCTEMbI. BMAbl, KOMMIEKTHOCTb M 0B03HaYeHME AOKYMEHTOB
npw co34aHMM aBTOMaTM3MPOBaHHbIX cuctem” (panee - FTOCT 34.201).

MpoeKTHas [OKYMeHTauMa Ha MHOOPMALMOHHYIO cucTemy W (ManM) ee cUCTEMY 3aLLUTbI
MHbOPMaLUMKN NoanexaT COrnacoBaHMIO C ONepaTopom UHPOPMALMOHHON CUCTEMBI B C/lydYae, €c/iv OH
onpeaeneH TaKOBbIM B COOTBETCTBMM C 3aKOHOZATENbCTBOM Poccuiickon Pepepauun K MOMEHTY
OKOHYaHMA NPOEKTUPOBAHMA CUCTEMbI 3aWMTbl UHPOPMALUM MHOOPMALMOHHON CUCTEMBI U He
ABNAETCA 3aKA34YMKOM AAHHOM MHPOPMALMOHHON CUCTEMDBI.

Mpyn OTCYTCTBUM HEOBXOAMMbBIX CPeAcTB 3aWuTbl WUHOOPMaUUK, CEPTUPUUMPOBAHHBIX HA
COOTBETCTBME TpeboBaHMAM Mo HGe3onacHoOCTM MHbOpMaLMKM, opraHusyeTcs paspaboTka (aopaboTka)
CpeAcTB 3aWwmnTbl MHPOPMALMK U UX cepTUdUKALMA B COOTBETCTBMM C 3aKOHOAATENLCTBOM Poccuiickol
depepaunn AU NPOU3BOAMTCA KOPPEKTUPOBKA NPOEKTHbLIX PeLleHNi No MHGOPMaLMOHHON cucTeme U
(nnn) ee cucteme 3awmTbl MHGOPMALUUM C yYeTOM GYHKLMOHANAbHbIX BO3MOMKHOCTEN MMEHLIMUXCA
CepTUPUUMPOBAHHBIX CPEACTB 3aLLMUTbI MHbOPMaLUN.

Mpn  NpPOEKTUPOBaAHMM  CUCTEMbI  3aWmTbl  MHPopMaLMM  MHPOPMALMOHHOM  CUCTEMBDI,
dYHKLMOHNPOBaAHME KOTOPOM npeanosaraercd Ha 6ase WMHGOPMALMOHHO-TENEKOMMYHUKALMOHHOM
NMHOPACTPYKTYpbl UeHTpa o0bpaboTkM AaHHbIX, ANnA H6J0KMPOBAHMA aKTyalbHbIX yrpo3 6e3onacHocTu
MHPOPMALUN MOTYT ObITb NPUMEHEHDBI MEPbI 3aLWnUTbl MHPOPMALNK, peanmsyemble B UHGOPMALNOHHO-
TENIEKOMMYHUKALUMOHHON MHPPACTPYKTYpPE LLeHTpa 06paboTKM AaHHbIX.

(ab3aL BBegeH Mpukazom ®CTIK Poccmum ot 28.05.2019 N 106)

15.2. Pa3paboTKa 3IKCN/IyaTaUMOHHOW [OKYMEHTauMuM Ha cucTemMy 3awmtel MHGOpMaumu
MHPOPMALMOHHOM CUCTEMBI OCYLLECTBAAETCA B COOTBETCTBMM C TEXHMYECKUM 3agaHMEM Ha Cco3aHue
MHPOPMALMOHHOM CUCTEMbI U (MNK) TEXHUYECKMM 3agaHMem (YacTHbIM TeXHMYECKMM 33agaHMem) Ha
CO3ZaHue cUcTeMb! 3aWnTbl HGOPMaLUN MHPOPMALMOHHOM CUCTEMDI.

dKcnyaTalMOHHaA AOKYMEHTAUMA HA CUCTEMY 3aLLNTbl MHOPMALMKN MHPOPMALLMOHHOM CUCTEMDBI
pa3pabaTbiBaeTtca ¢ yyetom [OCT 34.601, TOCT 34.201 n TOCT P 51624 n ponxkHa B TOM 4ucne
coaepKaTb OnucaHue:

CTPYKTYPbI CUCTEMBI 3aLLUTblI MHGOPMALMN MHPOPMALIMOHHOM CUCTEMBI;

COCTaBa, MecCT YCTaHOBKW, NapaMeTpoB U NnopAagKa HaCTPOI‘;ﬂ(M cpeAacTts 3aWnTbl VIHd)OpMaLI,MM,
nporpammHoro obecneyeHns U TEXHUYECKUX cpeAacTs,

npaBuna aKCnyaTaunn CUCTembl 3aLLNUTbI MH(bOpMaLl,MM MHd)OpMaLLMOHHOVI CUCTEMbI.

15.3. Mpn MaKeTUPOBAHUN U TECTUPOBAHMUU CUCTEMbI 3aWMTbl MHPOPMaLMKM MHGOPMALMOHHOM
CUCTEMbI B TOM YUCJIE OCYLLEeCTBAAIOTCA:

nposepKa paboTocnocobHOCTM M COBMECTUMOCTM BblOpaHHbIX CPeacTB 3awmTbl MHGOPMaLMK ¢
NHPOPMALMOHHBIMU TEXHONOTUAMM N TEXHUYECKUMU CPEACTBAMM;

NpoBepKa BbINOJHEHMA BbIOPAaHHbIMM CPEACTBAMM 3aLUUTLI MHOPMaLUKN TPebOBaHUI K cucTeme
3aWNUTbI MHPOPMALMUN MHGOPMALLMOHHON CUCTEMDbI;

KOPPEKTMPOBKA NPOEKTHbIX pelleHuni, pa3paboTaHHbIX NPU CO34aHNUN MHOPMALMOHHOW CUCTEMDI
n (nam) cucTembl 3alLmTbl MHGOPMALMU MHOOPMALIMOHHOMN CUCTEMDBI;

ab3aL, uckntoyeH. - Mpukas PCTIK Poccum ot 15.02.2017 N 27.
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MaKeTMpoBaHME CUCTEMbI 3aLLNUTbI MHGOPMALMU MHPOPMALMOHHOW CUCTEMBI U €€ TeCTUPOBaHUE
MOXeT MNpoBOAUTLCA B TOM YMCAE C WCNO/b30BaHMEM CpPeacTB M METOA0B MOAenVMpPOBaHMA
MHPOPMALMOHHbBIX CUCTEM 1 TEXHONOTUIA BUPTYaAU3aALNN.

BHeapeHMe cuctembl 3aLLUTDI MHd)OpmaU,VIM MHd)OpmaLI,MOHHOVI CUcTtembl

16. BHeapeHue cucTembl 3awWmTbl MHPOPMALMM WHPOPMALMOHHOM CUCTEMbI OpPraHM3yeTcs
obnapatenem nHbopmaLMK (3akasumKkom).

BHeapeHue cuctembl 3awWmTbl MHPOpMaUUM MHPOPMALMOHHOM CUCTEMbI OCYLLECTBASETCA B
COOTBETCTBUM C MPOEKTHOM W IKCMIYyaTaUMOHHOM AOKYMEHTAUMENn Ha cucTemy 3awWuTbl MHGOPMALUM
MHGOPMALMOHHOW CUCTEMbI M B TOM YMCE BKIOYAET:

YCTaHOBKY M HAaCcTPOMKY CpeacTB 3aLnTbl MHGOPMaLMK B MHGOPMALLMOHHOMN CUCTEME;

pa3paboTKy AOKYMEHTOB, onpegensatowmux npasuaa M npoueaypbl, peanmsyemble ornepaTtopom
ans obecnevyeHus 3alnTbl UHGOPMaLUUKM B MHGOPMaLMOHHON CUCTEME B XO/Ie ee aKCNAyaTauuu (ganee
- OpraHM3auUMoHHO-pacnopsAaMTebHbIE AOKYMEHTbI No 3almTe MHpopmaummn);

BHeApeHWe OpPraHn3aLMOHHbIX Mep 3aWwunTbl MHGOPMaLLUK;
npegBapuTesibHble UCMbITaHUA CUCTEMbI 3aLLUTbI MHPOPMaLMN MHPOPMALIMOHHOM CUCTEMBI;
ONbITHYHO 3KCMAYATaLMIO CUCTEMbI 3aLLUTBI MHOOPMAUUN MHPOPMALLMOHHOM CUCTEMDI;

aHaNM3 ya3BUMOCTEN MHPOPMALMOHHOM CUCTEMbI U MPUHATUE Mep 3aLMTbl MHGOPMALLMM NO MX
YCTPaHeHuo;

NPUEeMOYHbIe UCMbITAHUA CUCTEMBI 3aLWMTbl UHGOPMALUN MHGOPMALLMOHHOM CUCTEMDBI.

K BHegpeHuo cuctembl 3aWmTbl MHOOPMALUM MHPOPMALMOHHON CUCTEMbI MpPUBAEKAETCA
onepatop WHPOPMALMOHHON CUCTEMbI B CAyvae, eCAn OH onpeaesieH TaKOBbIM B COOTBETCTBUM C
3aKoHoAaTeNnbCTBOM Poccuitickon Pepepaumm K MOMEHTY BHEAPEHUA CUCTEMBbI 3almTbl MHPOpmMmaLmMm
MHPOPMALNOHHON CUCTEMbI U HE ABAAETCA 3aKa3UMKOM AAaHHOM MHPOPMALLMOHHONM CUCTEMDI.

16.1. YcTaHOBKa WM HAcTpoWKa cpeacTB 3almTbl MHPoOpMauun B MHOOPMALMOHHOMN cucTeme
OOJ/IKHA MPOBOAMTBCA B COOTBETCTBUM C IKCMJYATAUMOHHOW OOKYMEHTAUMeN Ha cucTemy 3alumThbl
nHbopmaunm MHGOPMALMOHHOM CUCTEMBI M AOKYMEHTaLMEN Ha CpeacTBa 3almTbl MHGOPMaLMK.

Cpeactea  3awmtbl  MHbOpPMaALMKM, yCTaHaBAMBaeMble B  WHOOPMAUMOHHON  CUCTEME,
byHKUMOHMpYOWen Ha 6a3e WMHPOPMALMOHHO-TENEKOMMYHUKALMOHHOM MHOPACTPYKTYpbl LEeHTpa
06paboTKN [aHHbIX, AO/MKHbI ObiTb COBMECTMMbI MeXAy CO0O0M, a TaKXe CO cpeacTBaMu 3aLmTbl
MHbOPMaLNK, YCTAHOBAEHHbIMU B MHPOPMALLMOHHO-TENEKOMMYHUKALMOHHOM MHOPACTPYKTYpe LeHTpa
06paboTKM AaHHbIX.

(ab3aL BBegeH Mpukazom ®CTIK Poccmum ot 28.05.2019 N 106)

16.2. PaspabaTtbiBaemble OpraHM3aUMOHHO-PAcNoOPAAMUTENbHbIE  AOKYMEHTbl NO  3awuTe
MHPOPMaLMN LOMKHbI ONPeaenaTb Npasuaa U NpoLeaypbl:

ynpasaeHua (agMMHUCTPUPOBAHNA) CUCTEMON 3aLLUTbI MHGOPMAaLMM MHPOPMALMOHHOM CUCTEMDI;

BbIAB/IEHUS UHUMAEHTOB (O4HOrO COBbLITUS WAW TPYMMbl COBbITUI), KOTOpPblE MOTYT MPUBECTU K
cboAM MM HapyweHUo GYHKLMOHMPOBAHUA MHOOPMALMOHHOW CUCTEMbl U (MIM) K BO3HUKHOBEHWIO
yrpo3 6e3onacHoCcTM MHGOPMALMK (Lanee - UHLMAEHTbI), U PearMpoBaHNs HA HUX;

yrnpaBieHua KoHoUrypaumein aTrecToBaHHOM MHGOOPMALMOHHOW CUCTEMbI M CUCTEMbI 3aLLUTHI
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nHpopmaunm MHGOPMaALMOHHOMN CUCTEMDI;

KOHTpOA  (MOHMTOpMHra) 3a obecneyeHMem yYPOBHA  3aWMLLEHHOCTM  MHPOpMaLUN,
cofepKalencsa 8 UHGOPMALNOHHOW CUCTEME;

3aWmTbl MHGOPMaALMM NPU BbIBOAE W3 3KCMIyaTaumm MHOOPMALMOHHOM CUCTEMbI MAWM noc/e
NPUHATKA peleHma 06 oKoHYaHUKM 06pPaboTKM MHbOPMaLUK.

16.3. Mpu BHeAPEHWUM OPraHM3aLMOHHbIX Mep 3aLWnTbl MHGOPMALMK OCYLLLECTBASIOTCS:

peanus3aums npasBuA pasrpaHUYeHua OO0CTyna, PernameHTUpYLMX NpaBa A0CTyna cybbeKkToB
[0CTyna K obbeKTam A0CTyna, U BBeAeHME OrpaHUYeHU Ha AeNCTBMA MOJib30BaTefien, a TaKXKe Ha
M3MEeHeHMe YCNOBUIN 3KCMayaTalumm, coctaBa U KOHPUIypaLUmm TEXHUYECKMX CPEACTB M NMPOrpaMmMHOro
obecneyeHus;

npoBepKa MOMAHOTbl W  AeTaNbHOCTU OMNUCAHMA B  OPraHM3aLMOHHO-PACMOPAANTESIbHBIX
OOKYMeHTax no 3awute wuHOOpMauuum  AeWCTBMIA  nosb3oBaTesied M aAMUHUCTPATOPOB
MHPOPMALMOHHOM CUCTEMBI NO peann3aumnm opraHM3aLMOHHbIX Mep 3alnTbl MHPOpMaLMK;

0oTpaboTKa AENCTBUIA AO0/KHOCTHBIX UL, U NOAPA3AENEHNIA, OTBETCTBEHHbIX 32 peanm3aunio mep
3aWuTbl MHGOPMaL MK,

16.4. NMpepBapuTenbHble UCMBITAHUA CUCTEMBI 3aWMTbl UHOOPMALUN MHPOPMALIMOHHON CUCTEMDI
nposoasatca ¢ ydyetom [OCT 34.603 "WMHdbopmaumoHHas TexHosnormsa. Buabl  MCNbITaHWU
aBTOMaTM3MpPOBaHHbIX cuctem" (panee - FTOCT 34.603) n BKAOYAKOT NPOBEPKY paboTocnocobHoCTU
cucTembl  3aWnTbl  MHPoOpMauMM WHGOPMALMOHHOM CUCTEMBI, @ TaKXKe MNPUHATUE pelleHua o
BO3MOXHOCTM OMNbITHOM 3KCAyaTauMm CUCTEMbI 3aWUTbl MHGOPMALUN MHGOPMALLMOHHOM CUCTEMBI.

16.5. OnbiTHas 3KcnayaTauMsas CUCTEMbI 3alUTbl MHOPMaLUMK MHOOPMALMOHHON CUCTEMbI
nposoautca ¢ ydetom [OCT 34.603 u BKAOYaeT NPOBEPKY PYHKUMOHMPOBAHMA CUCTEMbI 3aLUMTI
nHpopmauum MHGOPMALMOHHON CUCTEMbI, B TOM YUC/IE PEasIM30BaHHbIX Mep 3aWmTbl MHGOpPMaLUK, a
TaKe roTOBHOCTb NO/1b30BaTENEN U aAMUHUCTPATOPOB K IKCM/IyaTaunmM CUCTEMBI 3aLUUTbl MHGOPMALUM
MHPOPMALMOHHOM CUCTEMBI.

16.6. AHanus yasBumocTed MHGOOPMALMOHHOW CUCTEMbI NPOBOAUTCA B LENAX OLEHKM
BO3MOKHOCTU NPEOA0NEHUA HaPYLWNTENEM CUCTEMBI 3aLWLNUTLI MHGOPMALMKM MHPOPMALMOHHOM CUCTEMDbI
M NpefoTBpaLLeHMA peanmsaummn yrpo3 6e3onacHocTn MHbopmaLmn.

AHanus yassumocTelt WHPOPMAUMOHHOW CUCTEMbI BK/OYAET aHaM3 YA3BMMOCTEN CpeacTts
3aWmTbl MHOOPMAUMM, TEXHUYECKUX CPeacTB M nporpammHoro obecneyeHns WHGOPMALMOHHOM
CUCTEMDI.

Mpu aHanuze ys3BMMOCTEN WHPOPMALMOHHOM CUCTEMBI MPOBEPSAETCA OTCYTCTBME W3BECTHbIX
YA3BMMOCTEN CpeacTB 3aluTbl MHGOPMALMM, TEXHUYECKUX CPEeACTB U NPOrpaMMHOro obecneyeHus, B
TOM 4YMC/e C Yy4yeTOM MHPOpMaLMKM, UMelolenca y pa3paboTyMKoB M MNOMYYEHHOW M3  ApYyrux
06LEeA0CTYNHbIX UCTOYHMKOB, NPABMAbHOCTb YCTAHOBKM UM HACTPOMKM CPeACTB 3alMTbl MHOOPMALMHK,
TEXHUYECKMX CPEACTB M NPOrpamMHOro obecneyeHmns, a TaKKe KOPPEKTHOCTb PaboTbl CpeacTB 3aLiUThl
MHPOPMaLMN NPU UX B3aUMOAENCTBMUM C TEXHUYECKUMM CPEACTBAMM M NPOrpamMmMHbIM obecneyeHnem.

B cny4yae BbiABieHMA yH3BMMOCTEI\;1 MHCI)OpMaLLMOHHOVI cncremol, npneogAlINX K BO3SHUMKHOBEHUIO
AONO/IHUTENIbHbLIX Yrpo3 6e3onacHocTH MHd)OpMaLI,MM, nposoamnuTCA YTOYHEHME MOAOENN YIrpos3
6esonacHoCTH VIHCI)OpMaLI,VIVI n npu HeO6XO,CI,VIMOCTVI NMPUHUMAOTCA AONONHUTE/IbHbIE MepPbl 3alNTbI
MHd)OpMaLI,MI/I, Hanpas/ieHHbleé Ha YCTPaHEHWE BbIABIEHHbIX yﬂ3BMMOCT€l7‘I nan  UCKnr4vawuwmne
BO3MOXHOCTb UCMO/ZIb30BAHUA HapyLlwnUTENEM BbIABIEHHbIX YH3BMMOCTEI‘/JI.

Mo pesynbTaTam aHanM3a YA3BMMOCTEMN LO/IKHO ObITb MOATBEPKAEHO, YTO B MHPOPMALMOHHOM
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cucTeme OTCYTCTBYIOT YA3BMMOCTU, codeprKalimeca B baHKe AaHHbIX yrpo3 6e3onacHocTU nHdopmaLmm
®CTIK Poccun, a TaK¥kKe B MHbIX UCTOUYHMKAX, WU MX UCMOMb30BaHWE (3KchayaTtauuma) HapylumMtenem
HEBO3MOMHO.

(ab3aL, BBeaeH Mpukasom PCTIK Poccmnm ot 15.02.2017 N 27)

16.7. MNpuemoyHble UCMbITaHMA CUCTEMbI 3aWmTbl MHGOPMAUUM MHGOPMALMOHHON CUCTEMDI
nposoaaTca ¢ yyetom FOCT 34.603 1 BKAHOYAIOT NPOBEPKY BbINONHEHMA TPeHOOBaAHUI K CUCTEME 3aLUMTbI
nHbopmauum MHOOPMALMOHHON CUCTEMbI B COOTBETCTBUM C TEXHUYECKMM 334aHMEM HA CO34aHMe
MHPOPMALMOHHON CUCTEMBI U (MAIMU) TEXHUYECKMM 3aZaHMEM (YacTHbIM TEXHUYECKUM 3afaHMeMm) Ha
Co3/aHue cUCTeMbI 3aWnTbl MHGOPMALMM MHGOPMALMOHHOMN CUCTEMBI.

AtTectauuna MHPOPMaLMOHHOM CUCTEMbI U BBOJ, ee B AiecTBue

17. Atrectaums MHOOPMALMOHHOW CUCTEMbl OpraHusyetcs obnagatenem wHdopmaunm
(3aKasumMKom) UM onepaTopom M BK/KOYAET NpoBeseHMe KOMIIEKCa OPraHU3aLMOHHbIX U TEXHUYECKUX
MEepPONpPUATUIA (aTTECTALMOHHBIX WCMbITaHUI), B pe3ynbTaTe KOTOPbIX MOATBEP)KAAETCA COOTBETCTBME
cUcTeMbI 3aLLMTbl MHGOPMALMM MHGOPMALMOHHOM cUCTEMBI HacToAWwMM TpeboBaHMAM.

MpoBeaeHMe aTTeCTaLMOHHbIX UCMbITAaHUN UHOOPMALMOHHOM CUCTEMbI AONKHOCTHBIMU NULLAMMU
(paboTHMKaMK), OCYLLECTBAAIOWMMIN MPOEKTUPOBaHME U (MAM) BHeApPeHMEe CUCTEMbl 3aLUThI
nHbopmMaunm MHGOPMALMOHHOM CUCTEMDI, HE AOMNYCKAeTCA.

(ab3aL, BBegeH Mpukazom OCTIK Poccum ot 15.02.2017 N 27; B pen. Mpukasa ®CTIK Poccum ot
28.05.2019 N 106)

17.1. B KayecTBe MCXOAHbIX AAaHHbIX, HEOOXOANUMBIX AN1A aTTecTaunm MHGOPMaLMOHHON CUCTEMDI,
NCNOb3YOTCA MOAeNb Yyrpo3 H6es3onacHocTM MHOpMAaLUMUK, aKT Knaccudukaumm MHPOPMaLMOHHOM
CUCTEMBI, TEXHMYECKOEe 3afiaHMe Ha co3gaHue WHOOPMAUMOHHOW cUCTEMbl M (MAK) TexHUYecKoe
3agaHne (4acTHoe TexHMYecKoe 3afaHuMe) Ha co3daHuMe CUCTeMbl  3awuTbl  MHOopmauuu
MHPOPMALUMOHHOM CUCTEMbI, MPOEKTHAA W 3KCM/yaTaUMOHHAA AOKYMEHTaAUMA Ha CUCTEMY 3alLUTbI
nHPopmauum MHPOPMALMOHHON CUCTEMbI, OPraHU3aUMOHHO-pacnopAaUTE/bHbIE AOKYMEHTbl Mo
3awmTte nHbopmaumm, pesynbTaTbl aHanM3a yA3BUMOCTEN MHPOPMALMOHHOM CUCTEMbI, MaATepuanbl
npeaBapuUTeNbHbIX M MNPUEMOYHbIX MCAbITAHUIA CUCTEMbBI 3aWMTbl MHPOPMALMN MHPOPMALMOHHOM
CUCTEMbI, a TaKKe WHble [OKYMeHTbl, pa3pabaTbiBaemble B COOTBETCTBMM C HACTOAWMMM
TpeboBaHMAMM.

17.2. Attectauma WMHGOPMALMOHHOM CUCTEMbI NMPOBOAUTCA B COOTBETCTBUMM C NPOrpammolt u
METOAMKAMM aTTECTALMOHHbIX UCMbITAaHMI A0 Hayana 06paboTkM MHPOpMaLMK, NoanexKallen 3awmTe B
MHOPMAUMOHHOW cucteme. Ons npoBeaeHMA aTTectaumm MHGOPMALMOHHOW CUCTEMbI NPUMEHAIOTCA
HAUMOHA/bHbIE CTAHAAPTbI, @ TaKXKe MeToAMYEeCcKMe AOKYMEHTbl, pa3paboTaHHble U yTBEPKAEHHbIE
®CT3K Poccum B COOTBETCTBUM C MoAnyHKTOM 4 nyHKTa 8 [onoxeHua o PegepanbHon cayxbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOAIO, YyTBEpXAeHHoro Ykaszom [pe3ngeHta Poccuiickon
depepaunn ot 16 asrycta 2004 r. N 1085.

Mo pelleHMIo 3aKa3uMKa (onepaTopa) aTTeCTaLMOHHbIE WCMbITAHUA MOTYT 6biTb COBMELLEHbI C
npoBegeHWeM NMPUEMOYHbIX UCMbITAHUIA MHPOPMALMOHHOM CUCTEMBI.
(ab3aL BBegeH Mpukazom PCTIK Poccmum ot 28.05.2019 N 106)

Mo pe3ynbTaTam aTTECTALUMOHHbLIX WCAbITAaHUA OGOPMAAIOTCA MPOTOKOJbI  aTTeCTaLMOHHbIX
MCNbITAaHWI, 3aKNlOYeHUMEe O COOTBETCTBUM WHPOPMALMOHHON cucTembl TpeboBaHMAM O 3awmTe
MHbOPMaUMKM W aTTecTaT COOTBETCTBUA B C/iydae MNOJIONKUTENbHbIX Pe3y/NbTaToB aTTecTalMOHHbIX
NCNbITaHWUA.

Mpy npoBefeHUW aTTeCTaLUMOHHBIX WCMbITaHUA AOMKHBI MPUMEHATBCA Cleaylowmne MeToabl
NPOBEPOK (McNbITaHUN):
(ab3au, BBegeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)
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3KCMEePTHO-AOKYMEHTANbHbIN METo4, NpeaycMaTPUBAKOLWNIA NPOBEPKY COOTBETCTBMA CUCTEMDI
3alWMTbl  MHPOPMALMN  WMHPOPMALIMOHHOM CUCTEMbI YCTaHOB/NEHHbIM TpeboBaHMAM MO 3alluTe
nHbopmauumM, Ha OCHOBE OLEHKM  3KCMAyaTaUMOHHOW  AOKYMEHTauuW, OopraHumsalMOHHO-
pacnopAaMTe/ibHbIX [AOKYMEHTOB MO 3aluTe WUHOOPMALUKM, a TaK¥Ke YCNO0BUM GYHKLUMOHMPOBAHUA
MHGOPMALNOHHOW CUCTEMDI;
(ab3aL, BBeaeH Mpukasom PCTIK Poccum ot 15.02.2017 N 27)

aHanu3 yAsBMMocCTeN WMHPOPMALMOHHON CUCTEMbI, B TOM 4YMCAE BbI3BAHHbLIX HEMNpaBUIbHOWM
HacTpoiKomn (KoHbUrypupoBaHMEeM) NporpamMmmMmHoro obecneyeHuns U cpeacTs 3awmTbl MHGOPMaLUK;
(ab3aL, BBegeH Mpukasom PCTIK Pocemm ot 15.02.2017 N 27)

UCNbITaHWA CUCTEMbI 3aWMmThI MHPOopMaLUK nytem ocylecTBaeHnA NonbITOK
HecaHKLUMOHUPOBaHHOro AocTyna (Bo3aeicTsma) K MHOOPMALMOHHOM cnucteme B 06xon ee cucTembl
3aWuTbl MHGOPMaL UK.

(ab3aL, BBegeH Mpukasom PCTIK Pocemm ot 15.02.2017 N 27)

17.3. [OonycKaetcsa atrectauus MHPOPMALMOHHOM CUCTEMbl HA OCHOBE pe3y/bTaToB
aTTECTAUMOHHbIX UCMbITAHUMA  BblAeNeHHOro Habopa CcermeHToB MHGPOPMALMOHHOM CUCTEMBI,
peannsyoWmx NoJIHY TEXHONOTMI0 06paboTKM MHPOpMaLMN.

B 3TOM Ccnyyae pacnpocTpaHeHue aTtTectata COOTBETCTBMA HA APYrMe CermeHTbl MHGOPMAaLLMOHHOM
CUCTEMbI OCYLLECTBIAETCA MNPM YCNOBUM MX COOTBETCTBMA CErmMeHTam WHOOPMALMOHHOMN CUCTEMBbI,
NPOLWeALWNM aTTeCTaLMOHHbIE UCMbITaHUA.

CermeHT cuyuTaetca COOTBETCTBYHOLWLMM CEermeHTy MHd)OpMaLI,MOHHOVI Cncrtembl, B OTHOWEHUU
KOTOporo 6binK nposeaeHbl atTTeCTalMOHHbIE UCNbITAHUA, €eCN ANA YKAa3aHHbIX CEFMEHTOB YCTAaHOB/1IEHDI
OAMHAKOBbIE KNacCCbl 3aWUNLLEHHOCTU, YIrpo3bl 6e3onacHoCTH MHd)OpMaLI,MM, peann3oBaHbl O ANHAKOBbIE
NPOEKTHblE peLlweHnAa no MHd)OpMaLI,VIOHHOﬁ cncreme n ee cucTteme 3allnTbl VIHCI)OpMaLI,MVI.

CooTBeTcTBME CErMeHTa, Ha KOTOPbIA pPacnpoCTpaHAETCA aTTecTtaT COOTBETCTBMA, CErMeHTY
MHPOPMALNOHHON CUCTEMbI, B OTHOLLIEHUN KOTOPOro Bblan npoBefeHbl aTTeCTaLMOHHbIE UCMbITaHKS,
NoATBEPXKAAETCA B XO4e MPUEMOYHbIX MUCMbITaHWMIA MHOOPMALMOHHOM CUCTEMbI WAN CErMeHTOB
MHPOPMALNOHHOM CUCTEMBI.

B cermeHTax MHPOPMALMOHHOM CUCTEMbI, Ha KOTOPbIE PACMpPOCTPAHAETCA aTTecTaT COOTBETCTBMS,
onepaTopom obecneunsaetca cobalogeHNe IKCMIyaTaLMOHHOW OOKYMEHTaUMM Ha CUCTEMY 3aluMThbl
MHPOPMaALUMN MHODOPMALMOHHOW CUCTEMbI M OPraHM3aLMOHHO-PACMOPAAMTENbHbIX AOKYMEHTOB MO
3awmTe nHdopmaumu.

OcobeHHOCTH aTTecTauMm MHPOPMALMOHHOW CUCTEMbI HA OCHOBE PEe3yNbTaTOB aTTeCTaLMOHHbIX
MCMbITaHWI BblAeNEHHOrO Habopa ee CermeHTOB, a TaKKe YCNOBMA M MOPALOK pacnpocTpaHeHus
aTrecrtata COOTBETCTBUA Ha ApPYrne cermeHTbl MHGOPMAaLIMOHHOW CUCTEMbI ONPeAEeNAoTCA B Nporpamme
M METOAMKaX aTTeCTaLMOHHbIX UCMbITaHWUIA, 3aK/II0YEHUN 1 aTTecTaTe COOTBETCTBUA.

17.4. ATtTecTaT COOTBETCTBMA BbIAAETCA HA BECb CPOK 3KCM/yaTauum MHPOPMALIMOHHOM CUCTEMDBI.
OnepaTop (o6bnagatenb MHPopmauum) B xode 3KCNAyaTauMM MHGOOPMALMOHHON CUCTEMbI LO/KEH
obecneunBaTb NOALEPHKKY COOTBETCTBMA CUCTEMbI 3alMTbl MHGOPMALMM aTTecTaTy COOTBETCTBMA B
pamKax peanu3aumm MeponpuUaTUA, NPeayCMOTPEHHbIX NMYHKTOM 18 HacToAwmx TpeboBaHuMA.

(n. 17.4 B pea. Npukasza PCTIK Poccmum ot 28.05.2019 N 106)

17.5. BBog B penctBue WMHPOPMALMOHHOM CUCTEMbBI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHoaaTenbcTBom Poccuiickoit depepaumm 06 MHGOpMaLMM, MHOOPMALMOHHDBIX TEXHOOTUAX U O
3awmTe nHpopmaumm n ¢ yuetom FOCT 34.601 1 npu HaANYMKM aTTecTaTa COOTBETCTBUA.

17.6. MHbOPMaLMOHHbIE cUCTEMbI, QYHKUMOHMpYOWMe Ha 6ase obuwel MHOPACTPYKTYpPbI
(cpencTB BLIMUCAUTENBHON TEXHWKKU, CEPBEPOB TEIEKOMMYHMKALLMOHHOTO 060pyA0BaHMA) B KayecTse
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NPUKNAAHbIX CEPBUCOB, MOANEKAT aTTeCTalMM B COCTAaBe YKa3aHHOW MHPPACTPYKTYpPbI.

B cnyyae ecnam  uHPoOpMaLMOHHAA cuctema co3faetcd Ha base  WMHPOPMALIMOHHO-
TeNEeKOMMYHUKALMOHHON MHOPACTPYKTYPbI LeHTPa 06paboTKM AaHHbIX YNOJHOMOYEHHOro nLa, Takan
MHPPACTPYKTYpa UeHTpa 06paboTKM AaHHbIX A0NXKHA OblTb aTTeCTOBAHA Ha COOTBETCTBME HACTOALWMM
TpeboBaHuAM.

(B pea. Mpukasa GCTIK Poccum ot 28.05.2019 N 106)

Mpu atrectaumMm MHPOPMALIMOHHOM CUCTEMbI AOKHbI MCMONb3YIOTCA pPe3yabTaTbl aTtrecTaumm
obleit MHPPaCcTPyKTypbl onepaTopa MHGOPMALMOHHOMN CUCTEMBI.
(n. 17.6 BBeaeH Mpukaszom OCTIK Poccmm ot 15.02.2017 N 27)

ObecneyeHue 3aWmUTbl UHGOPMALUU B XOA4E FKCNIyaTauum
aTTecToBaHHO MHPOPMALMOHHOI CUCTEMDI

18. ObecnevyeHne 3awnTbl MHOpPMaLMM B Xode 3SKchayaTaumMm MHGOOPMALMOHHOM CUCTEMBbI
OOJ/IKHO  OCYLLECTBAATLCA OMNepaTopomM B COOTBETCTBMM C IKCMJIYaTaUMOHHOW AOKyMeEHTauuen wu
OpraHM3aUMOHHO-PaACNoOPAOUTENbHBIMM  JOKYMEHTaMM Mo  3awuTe WHbOpMauMM W BKAOYATb
cnegyowme MeponpuaTus:

NnaaHMPOBAHWE MepPOoNPUATUIA NO 3awwmTe MHPoPMaL MM B MHPOPMALMOHHON CUCTEME;
aHanu3 yrpo3 6esonacHocTn MHGopmaLmnmn B MHGOPMALMOHHOM CUCTEME;

ynpasneHve (agMMHUCTPUPOBAHWE) cUCTEMOM 3awmTbl  MHGOpPMaUMKM  UHPOPMALMOHHOM
cucTemsl;

ynpasneHune KoHourypaumein MHPOPMaLMOHHOMN CUCTEMBI U €e CUCTEMOM 3aLLMTbl UHOOPMaALNK;
pearMpoBaHue Ha MHUWAEHTbI;
nHGopMMpPOBaHME U 0ByYeHNe NepcoHana MHPOPMaLMOHHON CUCTEMDI;

KOHTPONb 33 obecneyeHMeM YPOBHA 3aWMLLEHHOCTM MHOOPMALMK, COAep’Kalleinca B
MHPOPMALMNOHHOM cUCTEME.
(n. 18 B pea. Mpukasa ®CTIK Poccum ot 28.05.2019 N 106)

18.1. B xo4e nnaHMPOBaHMA MEPONPUATUIA NO 3awmTe MHGOPMaLUK B UHPOPMALMOHHOM cucTeme
OCYLLECTBAAIOTCA:

onpegeneHve v, OTBETCTBEHHbIX 33 MAAHUMPOBAHME M KOHTPOJIb MEPONPUATUIA MO 3awuTe
MHbopMauum B MHPOPMaLIMOHHOM cUCTEME;

onpegeneHue nnu, OTBETCTBEHHbIX 3a BblAB/IEHNE UHUMOEHTOB U pearmpoBaHne Ha HUX;

pa3paboTKa, YTBEPKAEHWE W aKTyanusauusa NaaHa MeponpuaTMii no 3awmte MHPopmaumm B
MHPOPMALNOHHOM CUCTEME;

onpeaeneHve nopaAKka KOHTPO/A BbINOSHEHWA MeponpuaTMiA no obecneyeHuto 3almTbl
MHPOpPMaUUN B UHPOPMALMOHHOM CUCTEME, MPEAYCMOTPEHHbIX YTBEPKAEHHbBIM MNAHOM.

MnaH meponpuaTUiA No 3awmuTe MHGOPMALMM B MHOOPMALLMOHHOMN CUCTEME YTBEPKAAETCA BMECcTe
C NpPaBOBbIM aKTOM OpraHa WCMO/JHWUTENbHOW BAAcTM O BBoAe WHOOPMALMOHHOM CUCTEMbI B
3KCMIyaTaumio.

KOHTPOAb BbIMOJHEHUS MEPONPUATUIA, NPEedyCMOTPEHHbIX MJaHOM MEpPONPUATUIA MO 3almTe
nHpopMmauumn B MHGOPMALLMOHHON CUCTEME, OCYLLECTBAAETCA B CPOKWU, onpedeneHHble yKasaHHbIM


consultantplus://offline/ref=5361A7BA0971C9914444AE6D0D839C3015210264FC980573927EC4DDB133D7626F3FA3E018E97349C19DFB53262D395068CFC8CD86A9750F24UAJ
consultantplus://offline/ref=5361A7BA0971C9914444AE6D0D839C301425036FF2910573927EC4DDB133D7626F3FA3E018E97348CF9DFB53262D395068CFC8CD86A9750F24UAJ
consultantplus://offline/ref=5361A7BA0971C9914444AE6D0D839C3015210264FC980573927EC4DDB133D7626F3FA3E018E97348C99DFB53262D395068CFC8CD86A9750F24UAJ

naaHom.
(n. 18.1 B pea. Mpwukasa CTIK Poccum o1 28.05.2019 N 106)

18.2. B xoge aHanu3a yrpo3 6e3onacHocTM MHPopmauum B MHGOPMALMOHHOM cUcTeMe B Xoae ee
3KCNAyaTaLum OCyLLEeCTBAAOTCA:

BbIAB/IEHWNE, aHA/IN3 N YCTPaHEHME YyA3BUMOCTEN MHGOPMALLMOHHON CUCTEMDbI;
aHaNM3 U3MEHEHMA Yyrpo3 6e3onacHoCTN MHPoPMaLMK B MUHPOPMALIMOHHOM CUCTEME;

OLeHKA BO3MOMHbIX MNOCNeACTBUA  peanus3aumm  yrpo3 6esonacHocTM  uMHOOpmauumM B
MHGOPMALNOHHOM CUCTEME.

MeprogMyHOCTb NpoBeAEHMA YKa3zaHHbIX paboT onpeaenseTca onepaTtopom B OpPraHM3aUUOHHO-
pacnopAgMTeNbHbIX LOKYMEHTAX NO 3almTe MHoOpMaLmMu.
(n. 18.2 B pea. Npukasza PCTIK Poccmum o1 28.05.2019 N 106)

18.3. B xome vynpaBneHus (agMWUHUCTPUPOBAHMA) CUCTEMOM  3awmTbl  MHOpPMaLMK
MHGOPMALNOHHOM CUCTEMBI OCYLLECTBNAIOTCA:

onpeaeneHne nuL, OTBETCTBEHHbIX 3a ynpasBiaeHWe (agMUHUCTPUPOBAHWME) CUCTEMOW 3aLMTbI
nHPopMauUm MHGOPMALMOHHOMN CUCTEMDI;

ynpaB/fieHUE YYETHbIMM 3aMUCAMW MNO/b30BaTeNEN U MoAAepXaHWe B aKTya/lbHOM COCTOSIHUMU
npasua pasrpaHMyeHunsa 4ocTyna B UHGOPMALMOHHOM CUCTEME;

ynpaB/ieHWe cpeacTBaMm 3aLLnTbl MHPoOpMaLMN MHPOPMALMOHHOMN CUCTEMDI;

ynpasneHue o6HOBAEHMAMM MPOrPaMMHBIX M MPOrpaMmmHO-annapaTHbIX CPeACTB, B TOM 4ucie
CPeAcTB 3alWuTbl MHOOPMALMM, C yd4eTom ocobeHHocTel GYHKUMOHMPOBaAHUA WMHPOPMaLMOHHOM
cUcTembl;

LUEeHTPaIM30BaHHOE YyNpaBNeHWe CUCTEMOW 3aWuTbl MHPOPMAUMM MHPOPMALMOHHON CUCTEMbI
(npn HeobxoanmocTH);

MOHUTOPWUHT M aHaNM3 3aPerncTpMpPoBaHHbIX COBbITUIA B MHPOPMALMOHHOMN CUCTEME, CBA3AHHbIX C
obecnevyeHnem 6esonacHocTH (ganee - cobbiTnsA GesonacHOCTH);

obecneyeHne GYHKLMOHMPOBAHUS CUCTEMBI 3aLLUTbl MHGOPMALUUM MHGOPMALMOHHOM CUCTEMBI B
X0[e ee 3KCM/yaTauuu, BKAOYAA BeAeHWEe 3SKCMAyaTaluMOHHOM [AOKYMEHTaUUM U OpraHU3aLMOHHO-
pacnopaaMTenbHbIX AOKYMEHTOB MO 3aWuTe MHGOPMaL K.
(n. 18.3 B pea. Mpwukasa CTIK Poccum o1 28.05.2019 N 106)

18.4. B xoge ynpasneHus KoHourypaumein MHGOPMALMOHHOM CUCTEMbI U €e CMCTEMbI 3aLLUTLI
MHPOPMaLMN OCYLLECTBNAIOTCA:

onpeaeneHne nunL, KOTOpbIM paspelleHbl AEACTBMA NO BHECEHUIO U3MEHEHWUI B KOHOUIypaumio
MHGOPMALNOHHOM CUCTEMbI U €€ CUCTEMBI 3aLLUTbI UHGOPMALLUK, U UX NONHOMOYUIA;

onpeaeneHne KOMMNOHEHTOB MHOOPMALMOHHOW CUCTEMbI U €e CUCTEMbI 3aLUTbl MHPOPMaLMUK,
NOANENKALMX WM3MEHEHUIO B pPaMKax yrpasieHuss KoHourypaumelh (ugeHTuduKauma ob6beKToB
ynpaB/ieHns KoHoUrypaume): nporpaMmHo-annapaTHble, MPOrpaMMHble CPeacTBa, BK/IOYAsA CpencTsa
3aWmTbl MHGOPMALMKM, WX HACTPOMKM M NPOrpaMmHbIA KOZ, 3SKCMIyaTaluMOHHaA AOKYMeHTaums,
nHTepdeiicbl, Gpainbl U MHblIE KOMMNOHEHTbI, MOANEKALLME U3MEHEHUIO U KOHTPOAIO;

ynpaBneHue U3MeHeHUAMM MHOPOPMALMOHHOW CUCTEMBI M ee CUCTeMbl 3alWuTbl MHbOPMALMK:
paspaboTKa NapameTpoB HACTPOIKK, obecrneunBaloWwmx 3almTy MHGOPMaLMM, aHaAN3 NOTEHLMANbHOIO
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BO34ENCTBMA NIaHMPYyeMbIX M3MEHEHUIN Ha obecneyeHune 3alMTbl MHGOPMALUKM, CAHKUMOHUPOBaHME
BHECEHMA W3MEHeHUA B MHOOPMALMOHHYIO CUCTEMY W €ee CUCTeMy 3awuTbl  MHbOpMaLmy,
OOKYMEHTUPOBAHME OENCTBMIA NO BHECEHUIO U3MEHEHUIN B MHOOPMALMOHHYIO CUCTEMY W COXPaHeHMe
OaHHbIX 06 M3MEHEHMAX KOHPUrypaumu;

KOHTPO/Ib AENCTBUN MO BHECEHWUID M3MEHEHMN B MHOOPMALMOHHYIO CUCTEMY U €e CUCTemy
3aWwmTbl MHPOpMaLMK.

PeannsoBaHHble NpoLecchl ynpaBaeHUs U3MeHeHUAMU MHHOPMALMOHHOM CUCTEMbI U ee CUCTEMbI
3aWmUTbl  MHOOPMaLUMK  [AONXKHbI  BKAOYATb MPOLECChbl rapaHTUHOTO M (MAKM)  TexXHU4YecKoro
06CNY)KMBaAHMA, B TOM 4UMC/ie [AUCTAHUMOHHOIO (Yy4aneHHoro), nporpammHbIX W NPOrpaMmmHO-
annapaTHbIX CPeACTB, BKAOYaA CpeacTBa 3aluTbl MHGOPMaL UK, UHPOPMALIMOHHOW CUCTEMDI.

(n. 18.4 B pea. Mpwukasa CTIK Poccum ot 28.05.2019 N 106)

18.5. B xoge pearnpoBaHMA Ha MHUNAEHTbI OCYLLECTBAAIOTCA:

obHapyXeHre U naeHTUPUKaumsa UHUMAEHTOB, B TOM 4YMUC/e OTKasoB B 0OC/yKmBaHUK, cboes
(nepesarpy3ok) B paboTe TeXHMYECKUX CpencTB, MPOrpammMHOro obecrneyeHWs W CPeacTB 3aluTbl
MHGOPMAUMM, HapyeHUn NpPaBuA PasrpaHUYEHMA AOCTyna, HenpaBOMEpPHbIX AeWCTBUM no cbopy
MHbOPMaUMKN, BHEOPEHUA BPEAOHOCHbIX KOMMbIOTEPHbLIX MPOrpamMm (BMPYCOB) M MHbIX COBbITUIA,
NPUBOAALLMX K BO3SHUKHOBEHMUIO MHUNAEHTOB;

cBOeBpemMeHHoe MHGOPMMUPOBaAHME NONb30BATENAMM U AAMUHUCTPATOPAMM NNLL, OTBETCTBEHHbIX
33 BblfiB/IEHME WHUMAEHTOB W pearMpoBaHME Ha HWUX, O BO3HMKHOBEHUWM WHUWAEHTOB B
MHPOPMALNOHHOM CUCTEME;

aHaAM3 UHUMAEHTOB, B TOM 4uCae onpeaeneHne WUCTOYHUMKOB M NPUYMH BO3HUKHOBEHUA
WMHUMWIEHTOB, a TaK}Ke OLLeHKa UX NOCNeACcTBUIA;

NJaHUPOBAHME U MPUHATUE MEpP MO YCTPAHEHWUIO UHUUAEHTOB, B TOM YNCE MO BOCCTAHOBIEHUIO
MHOOPMALMOHHOW CUCTEMbl U ee CEerMeHTOB B C/lydyae OTKasa B obcayuBaHWW waun nocne cboes,
YCTPAHEHUIO NOCNEeACTBUIA HAPYLLIEHUA NPaBWA Pa3rpaHUYeHUs LOCTyNa, HEMPAaBOMEpPHbIX AeMCTBUIM No
cbopy MHbOPMALMM, BHEAPEHUSA BPEAOHOCHbIX KOMMbIOTEPHbLIX MPOrPamm (BMPYCOB) U UHbIX COBBLITUIA,
NPMBOAALLMNX K BOSHUKHOBEHWIO MHLMAEHTOB;

NAaHUPOBaHMeE M NPUHATUE MepP NO NPeAOTBPALLEHMNIO NOBTOPHOMO BO3HUKHOBEHMSA NHUNAEHTOB.
(n. 18.5 BBeaeH Mpukaszom OCTIK Poccum ot 28.05.2019 N 106)

18.6. B xoame wHbOpmMMpoOBaHMA W 0bOydyeHMA nNepcoHana WHPOPMALMOHHOM CUCTEMbI
OCYLLLECTBAAIOTCA:

WHPOPMMUPOBaHME MepcoHana MHOOPMALMOHHON CUCTEMBI O TMOABJEHUM AKTyasbHbIX Yrpo3ax
6e3onacHOCTN MHPOpPMaLLMK, O NpaBuaax be3onacHoM aKCNayaTaunmn MHGOPMALLMOHHOM CUCTEMBI;

JoBefeHne A0 nepcoHana MHGOPMaUMOHHOWN cucTembl TpeboBaHM No 3awmte MHPopmaumu, a
TaKKe MO/IOXEHNN OpraHM3aLUMOHHO-PaACNoOPAAMTE/IbHbIX AOKYMEHTOB NO 3alumMTe MHPOPMaLUN C
YUYETOM BHECEHHbIX B HUX U3MEHEHWIA;

obydyeHue nepcoHana MHGOPMaLMOHHOMN CUCTEMbI NPaBMAAM 3KCNAyaTauumn OTAE/bHbIX CPeacTs
3aLWmnTbl MHGOPMaLLMK;

npoBeAeHne NPaKTUYECKMX 3aHATUIN U TPEHWPOBOK C NePCOHaNOM MHGOPMALIMOHHOM CUCTEMBI MO
6710KMpPOBaHMIO Yrpo3 6e30NacHOCTM MHPOPMALUM U pearnpoBaHMIO Ha UHLMAEHTbI;

KOHTPOJIb OCBEAOM/IEHHOCTU MepcoHana MHPOPMALMOHHOW cucTembl 06 yrposax 6esonacHocTu
MHOPMaLMK 1 YPOBHSA 3HAHW NepcoHasa No Bonpocam obecneyeHuns 3awmutsl HGopmaumm.
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MeproAnYHOCTb NPOBEAEHUA MPAKTUYECKUX 3aHATUIA U TPEHUPOBOK C MEPCOHANIOM, MEPONPUATUIA
no oby4yeHMt0 NepcoHana U KOHTPOJI0 OCBEAOMJIEHHOCTU NEPCOHaNa yCTaHaB/AMBAETCA ONepaTopoMm B
OpPraHU3aLLMOHHO-PACNOPAANTENbHBIX AOKYMEHTAX MO 3awuTte MHPOPMALIMN C y4eTOM OCOBEHHOCTEM
YHKLMOHUPOBAHMA MHPOPMALLMOHHOM CUCTEMBI, HO He perke 1 pasa B ABa roaa.
(n. 18.6 BBeaeH Mpukasom ®CTIK Poccmum o1 28.05.2019 N 106)

18.7. B xoae KOHTPOJ1A 3a obecrneyeHnemM ypOoBHSA 3aLUMNLLEHHOCTU MHPOPMALMK, coaepKallelica B
MHGOPMALNOHHOM CUCTEME, OCYLLLECTBAAIOTCA:

KOHTPO/Ib (@aHanM3) 3aWwmLeHHOCTM MHGoOPMaLMM C yYyeToM ocobeHHoCTel GYHKUMOHMPOBAHUA
MHPOPMALMOHHOM CUCTEMDI;

aHanM3 M oueHka OYHKUMOHMPOBAHMA WHGOOPMAUMOHHOMW CUCTEMBbI U €e CUCTEMbIl 3aLuuThbl
nHpopmaumm, BKAOYAA aHAN3 M YCTPAHEHME YA3BUMOCTEN N UHbIX HEeA0CTaTKOB B GYHKLUMOHUPOBaHNK
cMcTeMbI 3aWmTbl UHGOPMaLUM MHPOPMALMOHHOM CUCTEMDI;

OOKYMEHTUPOBAHWE Mpoueayp W pe3ynbTaToB  KOHTPOAA 3a obecneyeHWEM  YPOBHSA
3alWMLEHHOCTM MHPOopMaLMK, cogepKallenca B UHGOPMALLMOHHOM cucTemMe;

MNPUHATUE pelleHMs Mo pe3y/ibTaTaM KOHTPOAA 33 obecrnevyeHMem YPOBHA 3alLULLEHHOCTU
MHPopMaumn, coaepxkaweincs B WMHPOPMAUMOHHOM cucTeme, O HeobxoaumocTn AopaboTKu
(MoaepHU3auMK) ee cMcTeMbI 3aLUTbI MHPOPMaLUN.

KoHTponb 3a obecneyeHnem ypoBHA 3aWMLLEHHOCTM UMHOOPMALMK, COoAeprKalienca B
MHPOPMALMOHHON CUCTEME, MPOBOAUTCA OMEPATOPOM CAMOCTOATENbHO W (MAKM) C NpUBAEYEHUEM
OpraHv3aumMn, MMeLWen ANUEH3NIO Ha AeATEe/IbHOCTb MO TEXHMYECKOW 3alumTe KOHPUAEHUMANbHOM
nHbopmaumu.

MeproagMyYHOCTb NPOBEAEHMA KOHTPOA 33 obecneyeHneM YPOBHA 3aLMLLEHHOCTM MHbOPMALUN,
cogeprralenca B UHGOPMaLMOHHON cucteme 1 Knacca 3allMLLEHHOCTM, YCTaHABAMBAETCA ONepaTopom
B OpPraHW3aLMOHHO-PaACNoPAANTENbHBIX AOKYMEHTaX MO 3almTe MHGOPMaUmMKn ¢ y4eTom ocobeHHOoCTe
dYHKLMOHNPOBAHMA MHPOPMALMOHHOM cUCTEMBI, HO He perke 1 pasa B rog,.

MeprMoAnYHOCTb NPOBEAEHUSA KOHTPOA 3a obecneyeHMemM ypoBHSA 3alMLLEHHOCTM MHpOpMaLnK,
coaep:Kalenca B MHOOPMALMOHHBIX cucTemMax 2 M 3 KAacCOB 3alMLLEHHOCTH, YCTaHaBAMBaEeTCA
onepaTopomM B OPraHM3aUMOHHO-PACNOPAAUTENbHBLIX AOKYMEHTax Mo 3awute MHPOopMaumm C y4yeTom
ocobeHHOoCTeN GYHKLUMOHUPOBAHMUA MHPOPMALMOHHBIX CUCTEM, HO He peke 1 pasa B ABa roga.

(n. 18.7 BBeaeH Mpukaszom OCTIK Poccum ot 28.05.2019 N 106)

Ob6ecneueHue 3aWmTbl MHGOPMaLUKM NPU BbIBOAE U3 SKCNAYaTaL UK
aTTecToBaHHOW MHGOPMALMOHHOWN CUCTEMbI UM NOCNE NPUHATUA
peweHna 06 oKoHYaHMK 06paboTKK MHPopMmauumn

19. Ob6ecneyeHne 3alWmWTbl MHPOPMALMM NPWU BbIBOAE W3 3KCMAyaTauMu aTTeCTOBaHHOM
MHPOPMALMOHHON CUCTEMbI UNU NOCAE NPUHATUA pelleHna o6 oKoHYaHuKM obpaboTkM MHbOopMaLum
OCYLLUEeCTBNAETCA OMepaTopomM B COOTBETCTBUM C 3IKCMIYaTaLMOHHOW [OKYMEeHTaumen Ha cuctemy
3awmTbl  MHGOpPMaUMM  UHPOPMALMOHHON  CUCTEMbI U OpPraHM3aLMOHHO-PACNOPAAUTENbHBIMUI
AOKYMEHTaMM No 3awuTe MHPOPMaLMKU U B TOM YMCNE BKAKOYAET:

apXuBMpPOBaHME MHPOPMaLUK, coaepKaLencs B MUHOOPMALLMOHHOMN CUCTEME;

YHMUTOXKEHME (CTUpPaHMe) JaHHbIX M OCTaTOMHOW WHPOPMALMM C MalWMHHBIX HOCUTeNen
NMHPOPMaLMN U (UAN) YHUUTOXKEHME MALLMHHBIX HOCUTeNeln nHGopmaLmK.

19.1. ApxuBMpoBaHMe MHPOPMaLUKN, COAEpP’KalEeNca B WUHPOPMALMOHHOM cUcTeme, AONKHO
OCYLLEeCTBNATLCA NPU HEOBXOAMMOCTU AajibHEMILEro MCMNO/b30BaHWA MHGOPMALMK B LeATeNbHOCTU
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onepartopa.

19.2. YHuMuTOXEHME (CTUpaHMe) AaHHbIX U OCTAaTOMHON MHGOOPMALMM C MALWMHHBIX HOCUTENel
MHbOPMaLMN NPOU3BOSUTCA MPUM HEobXoAMMOCTM MepefayyM MAWWMHHOIO HocuTens MHbopmauuu
OPYromy nonb3oBaTeto MHPOPMALMOHHOW CUCTEMbI UM B CTOPOHHME OpPraHu3aLMuM OAs PEeMOHTa,
TEXHUYECKOTo 06CNYKUBAHMUA UM SASIbHENLLETO YHUUTOXKEHMA.

Mpwv BbIBOAE M3 3KCMNYyATaLMM MALIMHHBIX HOCUTenen MHGopMaL MM, Ha KOTOPbIX OCYLLECTBAAIUCD
XpaHeHne M o0bpaboTka MHbOPMAUUM, OCYLLECTBASETCA (DU3MYECKOE YHUUTOMKEHME 3TUX MALUMHHbIX
HocuTenen nHbopmaumuu.

Ill. TpeboBaHMA K mepam 3awuTbl MHGOPMaLIMK, coaep KaLLenca
B MHGOPMALMOHHON cUcTEME

20. OpraHu3auMOHHbIE U TEXHWYECKMe Mepbl 3awuTbl WMHPoOpmauMK, peanusyemble B
MHPOPMALMOHHON CUCTEME B PaMKax €e CUCTEMbl 3aWwmTbl MHGOPMaUMKM, B 3aBUCMMOCTU OT Yrpo3
6esonacHOCTM  UHbOPMALUKM, UCNOAb3yEMbIX WHOOPMAUMOHHBIX TEXHONOTUA U CTPYKTYPHO-
dYHKLMOHANbHbIX XapaKTEPUCTUK MHPOPMALMOHHOM CUCTEMBI AONKHbI 0becneynBaTh:

MAEHTUDMKAUMIO U ayTEHTUPUKALMIO CyOBEKTOB A0CTyNa U 0OBEKTOB AOCTYNa;
ynpasaeHue A0CTynom cybbekToB A0CTyna K 06bekTam 4oCTyna;

orpaHu4YeHuMe NPorpammHoNn cpeapl;

3aWMTY MaLLMHHbIX HOCUTENen NHbopmaLnu;

perucTpauuio cobbiTuii besonacHocTy;

aHTUBMPYCHYIO 3aLLMTY;

obHapyeHue (NpeaoTBpaLleHne) BTOPKEHNI;

KOHTPOb (aHaNM3) 3aWMLWEHHOCTU MHGOPMaLUK;

LLe/I0CTHOCTb MHPOPMALIMOHHOM CUCTEMBI U MHDOPMaLLUWK;

AOCTYNHOCTb MHGOPMaUUK;

3aLUTY cpeabl BUPTyanm3auum;

3aLWMTY TEXHUYECKMX CPeacTB;

3aWMTY MHGOPMALIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3KN U Nepeaayn AaHHbIX.

CoctaB mep 3alWmMTbl MHOOPMauMM U ux 6asoBble HAaboOpbl ANA COOTBETCTBYHOLWMX K/AaccoB
3aLMLLEHHOCTM MHPOPMALMOHHBIX CUCTEM NpUBeAEHbI B NpuaoxKeHun N 2 K Hactoawmm TpeboBaHMAM.

20.1. Mepbl No MAeHTUPUKAUMN U ayTeHTUPUMKaLMKM cybbeKToB AOCTyna M 0O6bEKTOB AocCTyna
JOMKHbI obecneymBaTb NpPUCBOEHME CyObekTam W 06beKTaM J[OoCTyrna YHWKa/NbHOTO MpU3HaKa
(naeHTMdMKATOpPA), cpaBHEHME NpeabABAseMOro cybbektom (06beKkTom) AocTyna uaeHTudMKaTopa C
nepeyHem NPMUCBOEHHbIX MAEHTUDUKATOPOB, a TaKKe NPOBEPKY NMPUHAANEKHOCTU CYObEKTY (06BEKTY)
A0CTyna NnpeabaBAEeHHOTO UM naeHTUdUKaTopa (NoATBepKAEHME NOAJMHHOCTH).

20.2. Mepbl MO ynpaBieHUO AOCTYyNom cybbeKToB AO0CTyna K ob6bekTam A0CTyna [AO/KHbI
obecneumBaTtb ynpasiaeHMe NpaBamu M NpUBUAETMAMM CyEBEKTOB AOCTyna, pasrpaHuMuYeHue AocTyna
cy6beKToB A0CTyna K 06beKkTam A0CTyNna Ha OCHOBE COBOKYMHOCTU YCTaHOB/IEHHbIX B MHGOPMaLMOHHOWN



cncrteme npaswua pasrpaHnMYeHnAa AoCTyna, a Takxe obecneunBatb KOHTPO/1b CO6}'IPOLI,EHVIH 3TUX NpaBuUAN.

20.3. Mepbl No OrpaHMYEHMIO NPOrPaMMHON cpeabl A0KHbI 0becrneynBaTb YCTAaHOBKY U (Mau)
3aMycK TO/MIbKO paspelleHHOro K WCNo/sb30BaHMI0 B WMHPOPMALMOHHOM CUCTEME MPOrpaMMHOro
obecneyeHMs WAM WUCKAOYaTb BO3MOMKHOCTb YCTaHOBKM W (MAM) 3anycka 3anpeleHHoro K
NCNO/Ib30BaHMIO B MUHPOPMALMOHHON cMcTEME NPOorpamMMHOro obecneyeHus.

20.4. Mepbl No 3awWwmTe MaLWMHHBLIX HOocMTenen uHbopmauun (cpeactsa o6paboTkM (XpaHeHus)
MHPOPMALMKN, CbEMHbIE MALWMHHbIE HOCUTENM WHGOPMALUKM) AOMKHbLI MCKAOYATb BO3MOXKHOCTb
HECaHKLMOHUPOBAHHOIO AO0CTyNa K MAalUMHHbIM HOCUTENIAM M XPaHALWENCcA Ha HUX MHbOopmaumM, a
TaKXKe HeCaHKUMOHWPOBAHHOE UCMNO/b30BaHNE CbEMHbIX MAWMHHbIX HOCUTEleil MHbOopMaLMK.

20.5. Mepbl no perucrpaumm cobbiTMii H6e30macHOCTM AONXHbI obecneynBaTb cbOp, 3anuce,
XPaHeHWe 1 3aWnTy nHGopmauum o cobbiTuAax 6e3onacHOCTU B MHPOPMALMOHHON CUCTEME, A TaKXKe
BO3MOXHOCTb NPOCMOTPA M aHa/IM3a MHOPMALMM O TAaKUX COBBITUAX U pearMpoBaHNE Ha HUX.

20.6. Mepbl N0 aHTUBUPYCHOM 3aLlMTe AO/IXKHbI 0becrneuynBaTb 0OHapyKeHue B MHGOPMaLMOHHOM
cMCTEeMe KOMMbIHOTEPHbIX NPOrpamm AnMbo MHOWM KomMmbloTepHON MHbOPMAUUKM, NpeaHasHaYeHHOW A
HECaHKUMOHMPOBAHHOIO YHMUTOXEHUA, 61O0KMpPOBaHMA, MoaMPUKALMM, KONMMPOBAHMA KOMMNbIOTEPHOM
MHGOPMAUMM WUAN HEUTPanu3aumm CpeacTB 3awmTbl MHPOPMaUMM, a TaKKe pearmpoBaHMe Ha
obHapyKeHne 3TUX Nporpamm 1 nHGopmaumu.

20.7. Mepbl No O6Hapy:KeHWo (NpPeaoTBPALLEHMIO) BTOPMKEHWA AOMKHbI obecneunBaTb
obHapy:KeHWe pOencTBuii B WMHGOPMAUMOHHOM CUCTeMe, HanpasAEHHbIX Ha MpeAHamMepeHHbIN
HECaHKLMOHNPOBAHHbIN A0CTYN K WMHPOpMauMK, CneuuanbHble BO3AENCTBMA Ha WMHPOPMALMOHHYIO
cuctemy U (Mnn) MHGopMaumio B Uensax ee A06bIBaHMA, YHUUTONKEHUA, UCKAXKEHUA U BIOKMPOBAHMSA
A0CTYNa K MHGOPMALLMK, a TaK¥Ke pearnpoBaHmNe Ha 3TU OeNCTBUA.

20.8. Mepbl NO KOHTPOAIO (aHanM3y) 3aWMLLEHHOCTM MHbOPMaLMM AONKHbI obecrneymBaTb
KOHTPO/Ib YPOBHA 3aLUMLLEHHOCTU MHGOPMAUMKM, cogepKalenca B MHPOPMaLMOHHON cnucteme, nyTem
NpoBeLEHMA MEPONPUATUIN NO aHAM3Y 3aALUMLLEHHOCTU MHOOPMALMOHHON CUCTEMBI U TECTUPOBAHUIO
ee CUCTeMbl 3aLWuUTbl MHGOPMALLUUK.

20.9. Mepbl no obecneyeHunto LLeSIOCTHOCTM MHPOPMALLMOHHON CUCTEMbI U MHDOPMALIMKN AOKHbI
obecneunBatb  ObHapyXeHMe  GaKTOB  HECAHKLUMOHMPOBAHHOTO  HAapyLUEHWs  LLEeNOCTHOCTU
MHPOPMALMOHHOM CUCTEMbI UM cogepralencs B Heln UHPOpMaumM, a TaK¥Ke BO3MOXMKHOCTb
BOCCTAHOB/AEHUA MHPOPMALMOHHOM CUCTEMBI U coAepKaLLenca B Helt UHPopMmauum.

20.10. Mepbl no obecnevyeHUto AOCTYNHOCTM  MHPOPMaLMM  AONKHbI  obecneynsaTb
aBTOPM30BaAHHbIM A0CTyN NO/b30BaTenel, MMEILWNX MNpaBa Mo TakoMy AOCTyny, K MHpopmauuu,
cogepxallenica B UMHPOPMAUMOHHOM  cucTeMe, B  LWTAaTHOM  pexume  GYHKLMOHUPOBAHMA
MHPOPMALNOHHON CUCTEMBI.

20.11. Mepbl No 3awWwmTe cpeabl BUPTYanAM3aLMWU OOMKHbI UCKAOYaTb HECAHKLMOHWPOBAHHbIN
Joctyn K uHbopmaummn, obpabaTbiBaemMoit B BUPTYyanbHOM WHOPACTPYKTYpPE, U K KOMMOHEHTam
BMPTYaNbHOM MHOPACTPYKTYPbI, @ TaKKe BO34eNCTBME Ha MHPOPMALMIO U KOMMOHEHTbI, B TOM YnUC/e K
cpencTBam  yNpaBAeHMA  BUPTYasbHOM  MHPACTPYKTYPOW, MOHUTOPY  BUPTYyaNbHbIX  MALUMH
(rvnepBu3opy), cucTemMe XpaHeHMsA AaHHbIX (BKAOYas cUCTEeMy XpaHeHus o06pa3oB BMPTyasbHOM
MHOPACTPYKTYpbl), CeTM nepefayu [aHHbIX Yepe3 3NeMeHTbl BUPTyaNbHOW WAM  GU3MYECKOM
MHOPACTPYKTYPbl, FOCTEBbIM OMNEPALMOHHBIM CUCTEMAM, BUPTYalbHbIM MallMHaM (KOHTelHepam),
cUcCTEME M CeTU pPensiMKauunm, TEPMWUHANbHbIM W BUPTYasibHbIM YCTPOMCTBAM, a TaKXKe cucTeme
pe3epBHOro KOMMPOBAHMSA M CO34aBaeMbIM €10 KONMUAM.

20.12. Mepbl NO 3alMUTE TEXHUYECKUX CPEACTB AOJ/IHbI MCKAOYATb HECaHKLUMOHWUPOBAHHbIN
AOCTYN K CTaUMOHapHbIM TeXHUYECKMM cpeacTBam, obpabaTbiBatoWmMm MHOOpPMaLMIO, CpeacTBam,
obecneumBaoWUM GYHKLMOHMPOBAHME MHPOPMALMOHHOM cucTembl (ganee - cpeacTsa obecneyeHun



OYHKUMOHNPOBAHMA), U B NMOMELLLEHUSA, B KOTOPbIX OHW NOCTOAHHO PaCMOJ/IOMKEHbI, 3aLLUTY TEXHUYECKUX
CPEeACTB OT BHELWHWMX BO3AEUCTBMIA, a TaK¥e 3aWuty WHPopmauun, npeactaBneHHoOW B Buae
MHPOPMAaTUBHbIX INEKTPUYECKUX CUTHANOB U GU3UYECKUX MONEN.

20.13. Mepbl no 3awmte MHGOPMALMOHHON CUCTEMbI, ee CpeacTB, CUCTEM CBA3M U Nepenayu
OaHHbIX A0/IKHbl obecneymBaTb 3awMTy MHOOPMaUMM NpuM B3aMmoaeincTBum WMHGOPMaLMOHHOM
CUCTEMbBI UK ee OTAEe/IbHbIX CEFMEHTOB C MHbIMU MHGOPMALMOHHBbIMWN cUMCTEMaMU U MHOOPMALIMOHHO-
TENEeKOMMYHUKAUMOHHbIMM  CETAMU MNOCPEACTBOM MNPUMEHEHUA apXUTEKTYPbl MHGOOPMALLMOHHOMN
CUCTEMbI, MPOEKTHbIX PELUEHUI NO ee cucTeme 3aWuTbl MHGOPMALMKM, HanpaBaeHHbIX Ha obecrneyeHne
3alWNUTbI MHPOPMALMN.

21. Bbibop mep 3alWmTbl MHGOPMALMK 1A UX Peannsaumm B UHPOPMaLMOHHOM cucTeME B PaMKax
€€ CMCTeMbI 3aWMTbl UHPOPMALUK BK/TIOYAET:

onpegeneHne 6asoBoro Habopa Mmep 3awuTbl MHPOPMALUM ANA YCTaHOBJEHHOro K/jacca
3alWMNLLEHHOCTN MHOOPMALMOHHON CUCTEMbI B COOTBETCTBUM C 6a3oBbIMM Habopamu mep 3alMmThbl
nHbopmauumn, npuseaeHHbIMM B NpuaoxKeHnn N 2 K HacToawwmm TpeboBaHuaM;

aganTtaumio 6asoBoro Habopa mep 3awWuTbl MHPOPMAUUU TMPUMEHUTENIBHO K CTPYKTYPHO-
GYHKLMOHANbHBIM XapaKTepPUCTUKAM MHPOPMALMOHHON cUCTEMbI, MHPOPMALLMOHHBIM TEXHOJIOTUAM,
0Cco6eHHOCTAM (PYHKLMOHUPOBAHUA UHPOPMALIMOHHON CUCTEMBI (B TOM YuMCae NpeaycmaTpMBaloLLyIO
WCKNtoYeHWe u3 basoBoro Habopa mep 3aWuUTbl MHPOPMALUN Mep, HEMNoOCPEACTBEHHO CBS3@HHbIX C
MHOOPMALUMOHHBIMN  TEXHONIOTUAMM, HE WUCNONb3yeMbIMU B WHOOPMAUMOHHOW CUCTEME, WU
CTPYKTYPHO-OYHKLMOHANbHbIMW XapaKTEPUCTUKAMM, HE CBOMCTBEHHbIMU MHOOPMALMOHHOM CUCTEME);

YyTOYHEeHWe apanTupoBaHHOro 6asoBoro Habopa Mep 3aWnUTbl MHPOPMALMKU C Y4eTOM He
BblBpaHHbIX paHee mep 3aWmTbl MHbOPMaUUKM, NPUBEAEHHbIX B npuaoxeHun N 2 K HacToALMM
TpeboBaHMAMm, B pe3ynbTaTe 4Yero onpeaenarTcAs mepbl 3aluMTbl MHPOpmauuUK, obecneuunBsatoLme
610KMpoBaHUe (HelTpanMs3aumio) Bcex yrpo3 6esonacHoct MHPOPMaLMU, BKAKOYEHHbIX B MOAENb
yrpo3s 6esonacHoCTM MHboOpMaLmu;

OOMNO/IHEHWE YTOYHEHHOrO aganTMPoBaHHOro 6asoBoro Habopa Mmep 3awmTbl MHGOPMaUUK
Mepamu, obecneynsaloWMMKN BbINONHEHNE TpeboBaHUI O 3awmTe MHOOPMALMK, YCTAHOBAEHHbIMM
WHBIMW HOPMaTMBHbBIMM MPABOBLIMK aKTaMK B 061acTU 3alLmTbl MHGOPMALLMKM, B TOM Yucie B obiactm
3aLUWTBI MePCOHA/IbHbBIX AaHHBIX.

Ona Bblbopa mep 3awmTbl MHPOPMAULMM ANA  COOTBETCTBYHOLLEro Kaacca 3alUMLLEHHOCTU
MHGOPMALUMOHHON  CUCTEMbI  MPUMEHAIOTCA  METOAMYECKME  [OKYMEHTbl, pa3paboTaHHble U
yTBepaeHHble ®CTIK Poccum B cOOTBETCTBMM C NOANYHKTOM 4 nyHKTa 8 MNMonoxeHna o PenepanbHom
cny»Kbe no TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJILO, YTBEPKAEHHOrO YKasom MpesnaeHTa Poccuiickol
depepaunn ot 16 asrycta 2004 r. N 1085.

22. B nHPOpPMaULMOHHOM CUCTEMEe COOTBETCTBYIOLWLErO Kiacca 3alMLEHHOCTM B pamMKax ee
CUCTEMbI 3aLLMTbl MHPOPMALMKM AO/TKHbI ObITb peasn30BaHbl Mepbl 3alWnTbl UHGOPMaLUK, BbIGPaHHbIE
B COOTBETCTBMM C MyHKTOM 21 Hactoawmux TpeboBaHM M obecneunBatowme 6J10KMpPOBaHME
(HeiTpanmsaumio) Bcex yrpos 6esonacHoOCTU MHPOPMaLLUN.

Mpu 3ToMm B WHPOPMALMOHHOM CUCTEME [O/MKEH ObiTb, KaK MWHUMYM, pPeasn30oBaH
afanTUpoBaHHbIM 6a30Bblit Habop Mep 3aWwuTbl MHPOPMALMKU, COOTBETCTBYIOLLMN YCTAaHOBEHHOMY
Kaaccy 3aWmeHHOCT MHGOPMALLMOHHOM CUCTEMDI.

22.1. B cnyyae ecam Mepbl 3aWMTbl UHPOPMaUMKM, PeannsoBaHHble B WMHPOPMALMOHHO-
TENEKOMMYHUKALMOHHOW MHOPACTPYKType LeHTpa 06paboTkM AaHHbIX, obecneunBatoT 610KMpoOBaHNE
yrpos 6e3onacHoCTM  MHPOPMaLMKM, aKTyanbHbIX Ana  OYHKUMOHMpYylOWen Ha ero 6ase
MHPOPMALMOHHOM CUCTEMbI, MPUHATUE AOMNONHUTENbHLIX Mep 3aWuTbl WUHPOPMaUMK B AAHHOW
MHPOPMAUMOHHOM cucTeme He Tpebyetca. MpM 3TOM NOAHOMOYMA B YacTM 3awWuTbl MHOPMaLMUK
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OOJ/KHbI ObITb pacnpefeneHbl Mexay onepatopom MHOGOPMALMOHHOM CUCTEMBI U OMepaTopom
MHPOPMALMOHHO-TENEKOMMYHUKALMOHHON MHPPACTPYKTYPbI LLEHTPa 06paboTKM AaHHbIX.
(n. 22.1 BBeaeH Mpukaszom OCTIK Poccum ot 28.05.2019 N 106)

23. MpK HEBO3MOMKHOCTU peanmsaumm B WUHOOPMALMOHHOM CUCTEME B PaMKax €e CUCTEMbI
3aWMTbl MHPOPMAUMKU OTAENbHbBIX BbIODPaAHHbIX Mep 3aWwuTbl MHPOPMAUMKM Ha 3Tanax aganTauuu
6a30Boro Habopa mep 3aWmnTbl MHGOPMALMN AN YTOYHEHUA adanTUPOBaHHOTO 6a3oBoro Habopa mep
3aWmTbl UHGOPMaUMKM MOTYT pa3pabaTbiBaTbCA MHblE (KOMMEHCUpPYoLWMe) Mmepbl 3alnTbl MHPOpMaLMK,
obecneunBatowme agekBaTHoe 610KMpPOBaHUE (HENTPaNU3aLMIo) yrpo3 6e3onacHoCcT MHbOoPMaUUU.

B aTom cnyyae B xo4e paspaboTKu cucTemsbl 3alwmuTbl MHGOPMaLUM MHGOPMALLMOHHOM CUCTEMbI
AONIKHO 6bITb NpoBeAeHO 060CHOBaHME NPUMEHEHUS KOMMEHCUPYIOWMX Mep 3alMTbl MHPOPMaLUK, a
NpW aTTeCcTaUMOHHbIX UCMbITAHUAX OLLEHEHA A0CTaTOYHOCTb M a4€KBAaTHOCTb AaHHbIX KOMMEHCUPYIOLLMX
mep ana 6710KkMpoBaHuA (HenTpanusaumm) yrpos 6esonacHocT MHGoOpMauuu.

24. Mepbl 3awWwmTbl MHPOPMaLMKN BbIBUPAOTCA U pPeanmsytoTcs B MHGOPMALMOHHOM cucteme B
pamKax ee cucTembl 3aLnTbl MHPOPMALMK C y4eTOM yrpo3 6e3onacHOCTU MHGopMaLUM NPUMEHNTESIBHO
KO BCceM 0b6beKTam M cybbekTam AocTyna Ha anmnapaTHOM, CUCTEMHOM, MPUKAALHOM M CETEBOM
YPOBHSX, B TOM YMCJIE B Cpeie BUPTyannsauum n 061a4yHbIX BbIMUC/IEHNNA.

25. OpraHu3aumoHHble Mepbl W CcpeacTBa  3aWmTbl  MHPOPMALMKW, NPUMEHSIEMble B
MHPOPMALMOHHOM CUCTEME, AO/KHbI 06ecneynBaTh:

B MHCI)OpMaLI,MOHHbIX cuctemax 1 Knacca 3aWMWEHHOCTU - 3alnTy OT Yyrpos 6esonacHocTH
MHd)OpMaLI,MM, CBA3aHHbIX C AeﬁCTBMﬂMM HapyLUMTEHEVI C BbICOKMM NOTEHUMNANOM,

B MHPOPMAUMOHHBIX cMCTeMax 2 Kinacca 3aWMWEHHOCTM - 3aWuTy OT yrpo3 6e3onacHocTu
NMHPOPMaLMK, CBA3AHHDIX C AENCTBMAMMN HAPYLLUMTENEN C NOTEHLIMANOM He HUMKe yCuieHHoro 6a3oBoro;

B MHPOPMALMOHHBLIX cucTeMax 3 Knacca 3alMWEHHOCTM - 3alWuTy OT yrpo3 6esonacHocTu
MHdOPMaLMK, CBA3AHHbIX C AENCTBMAMMN HAPYLLUMTENEN C NOTEHLMANOM He HUKe 6a3oBoro.

MoTeHUMan HapywuTenein onpeaenseTcs B XOo4e OLEHKM UX BO3MOXKHOCTEN, NMPOBOAMMON Mpu
onpeaeneHnn yrpos 6e30MacHOCTM MHPOPMALMM B COOTBETCTBUM C MyHKTOM 14.3 HacToALMX
TpeboBaHuiA.

OnepaTopom MOMET O6biTb NPUHATO PelleHWe O MNPUMEHEeHUUM B MHOOPMALMOHHOM cucTeme
COOTBETCTBYIOLLErO KAacca 3allMLEeHHOCTU Mep 3awmTbl MHPopmaumm, obecneymBalowmx 3awmTy ot
yrpos 6esonacHoCcT1 MHbOPMaLUK, PeaU3YEMbIX HaPYLUUTENAMM C BONee BbICOKMM NOTEHLMAIOM.

(n. 25 B peg, Mpukasa ©CTIK Poccum ot 15.02.2017 N 27)

26. TexHU4YecKkmMe Mmepbl 3alWnTbl MHGOPMALIMK PeaNN3yOTCA NOCPEACTBOM NPUMEHEHUS CPeacTB
3aLWMTbl UHPOPMALMK, B TOM YMC/Ie MPOrPaMMHBIX (MPOrpaMmMHO-annapaTHbIX) CPEACTB, B KOTOPbIX OHU
peann3oBaHbl, UMelLLMX Heobxoanmble yHKLMM BesonacHocTu. Mpu aTom:

B WHPOPMAUMOHHBbIX cucTemax 1 Knacca 3aWMWEHHOCTM MNPUMEHAIOTCA CPeACTBa  3allumThbl
MHOPMaLMK He HUKe 4 KNnacca, a TakKe CPeAcTBa BbIYMCNUTENbHOM TEXHUKM He HUXKe 5 Kiacca;

B MHd)OpMaLI,MOHHbIX cuctemax 2 Kaacca 3alMLEHHOCTM NMPUMEHAIOTCA CpeacTBa 3alluUTbl
MHd)OpMaLI,MM He HUXKe 5 Knacca, a TakXKe cpeacTsBa BbIYNCNTENIbHOMN TEXHMKU HE HUXKe 5 Kacca;

B MHd)OpMaLI,MOHHbIX cuctemax 3 Kaacca 3alMLEHHOCTM NMPUMEHAIOTCA CpeacTBa 3alluUTbl
MHd)OpMaLI,MI/I 6 Knacca, a Takxe cpenctea BbIYMCNUTENILHOMN TEXHUKM He HUMKe 5 Knacca.

B MHbOPMALMOHHbIX cucTemax 1 Knacca 3aWMLWEHHOCTU MPUMEHSIOTCS CepTUPULMPOBAHHbIE
cpeacTBa 3awuTbl MHPOpMauuu, cooTBetcTBylowme 4 uan 6H6osiee BbICOKOMY YPOBHIO goBepusA. B
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NMHOOPMALMOHHbBIX CUCTeMax 2 KacCa 3alliMLLEeHHOCTM MPUMEHAIOTCA CepTMOULIMPOBaHHbIE CPeacTBa
3aWmMThl  MHbOPMaLMM, COOTBETCTBYIOWME 5 uaM  6onee BbICOKOMY YPOBHIO AosBepus. B
MHOOPMALMOHHbBIX CUCTeMax 3 Kaacca 3aliMLLEeHHOCTM MPUMEHAIOTCA CepTMOULIMPOBaHHbIE CPeacTBa
3aLWmThl MHGOPMALIMM, COOTBETCTBYIOLWME 6 MK Bo/lee BbICOKOMY YPOBHIO A0BEPUS.

(B pea. Mpukasa GCTIK Poccum ot 28.05.2019 N 106)

Knaccbl 3awWmThbl M YPOBHU JOBEPUA ONPeaenatoTcA B COOTBETCTBMM C HOPMATUBHbLIMU NPABOBbLIMU
aktamm OCTIK Poccuun, nspgaHHbIMKM B COOTBETCTBUM C noanyHkTom 13.1 nyHKTa 8 [losoXKeHua o
depepanbHOM caybe MO TEXHUYECKOMY W IKCMOPTHOMY KOHTPOAIO, YTBEPXKAEHHOrO YKasom
Mpe3ngeHTa Poccuiickon Peaepauymm ot 16 asrycta 2004 r. N 1085.

(8 pea. Mpukasa PCTIK Poccum ot 28.05.2019 N 106)

B  WHOOPMAUMOHHBIX  cUCTeMax  NPUMEHAIOTCA  CpeacTBa  3aWmMTbl  MHbOpMaUUu,
cepTUPUUMPOBAHHbIE HA COOTBETCTBME 0b6A3aTeIbHbIM TpeboBaHUAM No HesonacHoOCTU MHOpPMaL MK,
ycTtaHoBNeHHbIM PCTIK Poccum, MnnM Ha cooTBeTcTBME TpeboBaHMAM, YKasaHHbIM B TEXHUYECKUX
ycnosuax (3agaHuax no 6esonacHoctu). Mpu aTom PyHKLMM 6E30MacHOCTU TaKUX CPEACTB AOJIXKHbI
obecneynBaTh BbINOAHEHME HAacTOALWMX TpeboBaHMN.

(n. 26 B peg, Mpukasa ©CTIK Poccun ot 15.02.2017 N 27)

26.1. Mpn NPOEKTUPOBAHUN BHOBb CO343BAEMbIX WAN MOLEPHUIUPYEMbBIX UHGOPMALMOHHBIX
CUCTEM, MMEKLWMX AO0CTYN K WMHOOPMAUNOHHO-TENEKOMMYHUKALMOHHON ceTn "UHTepHeT", O0KHbI
BbIOMpPATbCA MapLpyTU3aTopbl <2>, cepTUMUMPOBAHHbIE HA COOTBETCTBME TpeboBaHMAM MO
6e3onacHOCTN MHPOPMaLMK (B YacTU peann3oBaHHbIX B HUX GYHKLMIA Be3onacHocTy).

(n. 26.1 BBeaeH Mpukaszom OCTIK Poccum ot 28.05.2019 N 106)

<2> MNyHKT 4 rnasbl || Knaccudpukaumm cpeacts NporpammHoOro, TeXHMYecKoro obecneyeHus, pabot
n ycayr (npunoxernve N 2 K MeTogMyeckum yKasaHMAM MO OCYLLECTB/IEHMIO yYeTa MHPOPMALLMOHHBIX
CUCTEM U KOMMOHEHTOB MHPOPMALMOHHO-TEIEKOMMYHUKALMOHHON MHPPACTPYKTYPbI, YTBEPKAEHHbBIM
npukasom MuHkomcesasn Poccum ot 31 mas 2013 r. N 127).
(cHocka BBeaeHa Mpukasom PCTIK Poccmm ot 28.05.2019 N 106)

27. B cnyyae o06pabotkm B WMHPOPMALMOHHOM cucTeme WHPoOpmaUuK, coaep:Kallen
nepcoHanbHble AaHHble, peannsyemble B COOTBETCTBMM C NyHKTamu 21 u 22 HacToawmx TpebosaHuit
Mepbl 3aLWnTbl MHGOPMaLMK:

ana MHPopmaLMoHHON cuctembl 1 Knacca 3awmuweHHoOcTn obecneumsatoT 1, 2, 3 M 4 ypOBHM
3aWWMLLEHHOCTM NEePCOHANbHbIX AAaHHbIX <1>;

<1> YcTaHaBNMBAETCA B COOTBETCTBUM C TPe6OBAHMAMM K 3aLLMUTE NEPCOHANbHbIX AAaHHbIX MPU MX
06paboTKe B MHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AAHHbIX, YTBEPKAEHHBIMW NOCTaHOBAEHUEM
MpasuTenbctea Poccuiickon Peaepauum ot 1 Hoabpa 2012 r. N 1119.

AN MHOOPMALLMOHHOM CUCTeMbl 2 Kiacca 3allMLLeHHOCTM obecneumBatoT 2, 3 U 4 ypoBHU
3aLUMLLEHHOCTM NEPCOHAJbHBIX AaHHbIX <*>;

AN MHPOPMAUMOHHONM cucTembl 3 Knacca 3aliMulieHHOCTM obecneunBaloT 3 M 4 ypOBHMU
3aLUMLLEHHOCTM NEPCOHANbHbIX AAHHbIX <*>;

ab3au, uckntoyeH. - Mpukas ®CTIK Poccum ot 15.02.2017 N 27.

28. MpKn UCNoNb30BaHMM B MHGOPMALIMOHHbIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONAOMUI U
BbIAB/IEHUWN LOMNOJHUTE/bHBIX Yrpo3 6€30MacHOCTU MHPOPMALMK, AN KOTOPbIX He onpeaesieHbl mepbl
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3aWmTbl MHGOPMALMM, AOSKHbI Pa3pabaTbiBaTbCA KOMMEHCUPYIOLLME MepPbl B COOTBETCTBUM C MYHKTOM
23 HacToAwmx TpeboBaHU.

MpunoxkeHne N 1

K TpeboBaHMAM 0 3awmTe MHGOPMaLUK,

He COCTaBMAIOLLEN rOCYAapPCTBEHHYIO TAMHY,
copeprrallenca B rocyaapCTBEHHbIX
MHGOPMALMNOHHBIX CUCTEMAX

ONPEAENEHUE K/TACCA 3ALLULLEHHOCTU UHOOPMALMOHHON CUCTEMbI

CN1COK U3MEHSIOLLMX AOKYMEHTOB
(B pea. Mpukasa ®CTIK Poccum ot 15.02.2017 N 27)

1. Knacc 3awmuieHHocT nHbopmaunoHHoW cuctembl (nepsbiit Knacc (K1), BTopoi knacc (K2),
Tpetuih Knacc (K3)) onpegenserca B 3aBUCMMOCTM OT YPOBHA 3HaYMMocTM WHbopmauumn (Y3),
obpabaTtbiBaemoit B 3TOM WHGOOPMAUMOHHOM cuCTEMe, U MacwTaba MHPOPMALMOHHON CUCTEMBI
(bepepanbHbIi, perMoHanbHbIi, 06bEKTOBLIN).

(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

Knacc 3awmweHHoctH (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLIMK; MacluTab cuctembl].

2. YpoBeHb 3HaYMMOCTM WMHPOPMALMK ONpPedenseTca CTeneHbid BO3MOMKHOro yuwepba ans
obnapatena uHpopmaumm (3akasumka) u (M) onepatopa OT HapyWeEHUs KOHOUAEHLMANbHOCTM
(HenpaBomepHble AOCTYM, KOMNWPOBaHWe, MNpPeaoCTaBAeHWE WAWM PacnpocTpaHeHue), LefoCTHOCTU
(HenpaBomepHble YHUUTOMKEHME wanM mMmoanduuMpoBaHMe) WAM  AOCTYMHOCTM (HempaBomepHoe
610KMpoBaHne) MHGOPMaL UK.

Y3 = [(KoHdMAeHUMaNbHOCTb, cTeneHb yuwepba) (LenocTHocTb, cTeneHb yuiepba) (4oCTynHOCTb,
cTeneHb yuepba)l,

roe crerneHb BO3MOXHOTO yuwepba onpegensetca obnagatenem MHbopmauumn (3akasumkom) u
(nn) onepaTopom CaMOCTOATENbHO KCNEPTHLIM UM UHBIMU METOLAMM U MOKET BbITb:

BbICOKOW, €CNM B pe3ynbTaTe HapylleHWs o4HOro w3 cBOWCTB 6He3omacHocTM MHbopmMaumu
(KOHOUAEHUMANbHOCTY,  LUENOCTHOCTM,  AOCTYNMHOCTM) BO3MOMKHbI  CYLUECTBEHHbIE  HeraTUBHbIe
nocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHbIX
obnactax pgeatenbHoctM U (MauM) uHPopmauMoHHas cuctema U (Mnm) onepatop (obnagatens
MHbOPMaLMM) HE MOTYT BbINONHATL BO3/10XKEHHbIE Ha HUX QYHKLUNWK;

cpeaHel, ecnn B pesy/nbTaTe HapylleHWs OAHOro M3 CBOWCTB 6e3omacHoCTM WHopmauum
(KoHdPMAEHUMANbHOCTH, LLENOCTHOCTU, AOCTYMHOCTM) BO3MOMKHbI YMEPEHHble HeraTuBHble NocieacTBma
B COLMANbHOW, MOSIUTUYECKOWN, MEXAYHapOoAHOM, SKOHOMMYECKON, GMHAHCOBOMW MAWM MHbIX obnacTax
aeAatenbHocT U (Mnn) nHdopmaumoHHas cuctema u (Mamn) onepatop (obnagatens MHbopmauumn) He
MOTYT BbINONHATb XOTA 6bl 04HY U3 BO3/IOXKEHHbIX Ha HUX QYHKLMIA;

HM3KOW, €eCcnuM B pesy/bTaTe HapylweHUA OoZHOro M3 CBOMCTB 6e3omnacHOCTM WHbopmauuu
(KOHOUAEHUMANbHOCTY, LLENOCTHOCTM, AOCTYMHOCTM) BO3MOMHbl He3HauyuTeNibHble HeraTuBHble
nocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHbIX
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obnactax peatenbHoctM U (MauM) uHPopmauMoHHaa cuctema U (unm) onepatop (obnapaTens
MHbOPMaLUM) MOTYT BbINOJIHATL BO3/I0MKEHHbIE Ha HUX GYHKUUU C HeAoCTaToYHOM 3DPEKTUBHOCTbLIO
UK BbiNoNHEHME GYHKLMIN BO3MOXKHO TOJIbKO C MPUBAEYEHNEM AOMONHUTENbHbIX CUA U CPeaCTB.

NHpopMaums MMeeT BbICOKUIA ypoBeHb 3HaumMmocTtu (Y3 1), ecam xota 6bl g1a ogHOro M3 CBOMCTB
6e3onacHOCTN HopmaLUUKn (KOHOUAEHUMANBHOCTHU, LLIENNOCTHOCTU, AOCTYNHOCTM) onpeaeneHa BbiCOKasn
cTeneHb yuwepba. MHGopmaumusa nmeert cpeaHuin yposeHb 3HauMmocTu (Y3 2), ecam xota bbl gns ogHOro
M3 cBOKNCTB b6e3onacHocT WHPopmaumn (KOHOUAEHLUMANbHOCTU, LENOCTHOCTW, [OCTYNHOCTH)
onpeaeneHa cpefHaAn cteneHb ywepba U HET HU OAHOIO CBOMCTBA, 419 KOTOPOro onpeaeneHa BblCOKas
cTeneHb yuwepba. MHGopmaLma MmeeT HU3KMI ypoBeHb 3HauMmocTu (Y3 3), ecam anAa Bcex CBOWMCTB
6e30nacHOCTM UHOOPMaUUMK (KOHOUAEHLMANBHOCTH, LEeNOCTHOCTHN, AOCTYMHOCTM) onpeaeneHbl HU3KNe
cTeneHu yuwepba.

A63au, nckatoyeH. - MNpukas PCTIK Poccum ot 15.02.2017 N 27.

MNpn obpaboTke B MHPOPMALIMOHHOM cucteme AByX U bosiee BUAOB MHPopmMauun (cnyxebHas
TallHa, Hanoroeas TaiHa U MHble YCTAaHOBNEHHbIe 3aKOoHoAaTeNnbCcTBOM Poccuiickoit ®epepaumn suapl
MHbOPMaLMKN OrPaHUYEHHOro A0CTYNa) ypoBeHb 3HaUMMocT nHdopmaumm (¥Y3) onpeaenatcs oTaebHO
ONs Kaxkaoro snga uHbopmaumun. UTorosbii ypoBEHb 3HAUMMOCTM MHPOpPMaLMK, obpabaTbiBaemoli B
MHPOPMALMOHHON CUCTeMe, YCTaHaB/AMBAETCA MO HAMBbLICWIMM 3HAYEHUAM CTerNeHM BO3MOMKHOIO
ywepba, onpeaeneHHbiMm Ana KoHOUMAEHUMANbHOCTKU, LENOCTHOCTU, AOCTYMHOCTM WHPOopMauum
Kaxkgoro sMaa nHoopmauum.

3. UHbopmaumoHHas cuctema mmeeT denepanbHbli MaclwTab, ecnm oHa ¢GyYHKUMOHUPYET Ha
Tepputopun Poccuitickoii ®egepauyn (B npegenax denepanbHOro OKpyra) MU MMEET CerMeHTbl B
cybbekTax Poccuiickoit Peaepaumm, MyHUUMNAAbHbIX 06pa3oBaHMAX U (MAK) OpraHM3aLMsAX.

NHPOpMAUMOHHAA cucTeMa MMEET PermoHanbHbli MacwTab, ecin oHa GYHKUMOHWMPYET Ha
TeppuTopun cybbekTa Poccuiickoit deaepaumm M MMEET CermMeHTbl B OAHOM WM  HECKOJIbKUX
MYHUUMNANbHbIX 06pa3oBaHMAX U (M1M) NOABEAOMCTBEHHbIX U MHbIX OpraHn3aumusx.

NHdopmaLMOoHHan cucTema MMeeT 06bEeKTOBbIN MacliTab, ecin oHa GYHKLUMOHMpPYET Ha 0bbeKTax
ofHoro denepanbHOro opraHa rocygapCcTBEHHOW BAAacTW, opraHa rocygapcTBEHHOM BNACTU CybbekTa
Poccuiickolt depepaumm, MyHUUMNaAbHOTO 06pa3oBaHnAa U (MIM) OpraHM3aumMmn U He UMEEeT CerMEHTOB B
TeppUTOPMaA/bHbIX  OpraHax, npeacTaBUTENbCTBaX, GuAMaAnax, nNoABeAOMCTBEHHbIX W MHbIX
OpraHu3saumax.

4. Knacc 3almieHHOCTM UHGOPMaLMOHHOM CUCTEMbI OnpeaenaeTca B COOTBETCTBUN C Tabauuei:

YpoBeHb 3HaYMMOCTH MacwTtab nHGOPMaLNOHHON cUCTEMDI
nHpopmaymm
depepanbHbIn PernoHanbHbIN O6beKTOBbIN
y31 K1 K1 K1
Y32 K1 K2 K2
y33 K2 K3 K3

(Tabnuua B pea. MNpukasa PCTIK Poccum o1 15.02.2017 N 27)

MpunoxkeHue N 2
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K TpeboBaHMAM 0O 3aWmTe MHbOPMALLUN,

He COCTaB/AIOLWEN roCyAapCTBEHHYIO TaliHy,
coaeprKallenca B rocyaapCcTBeHHbIX
MHGOPMALMOHHBIX CUCTEMAX

COCTAB
MEP 3ALLUTbI NHOPOPMALIMN N NX BA3OBbIE HABOPbDI
ONA COOTBETCTBYIOLLIEITO K/IACCA 3ALLULLEHHOCTH
MH®OPMALIMOHHOM CUCTEMbI

CNUCOK M3MEHAIOLLMX AOKYMEHTOB
(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

YcnosHoe Mepbl 3aWmTbl MHPOPMaALMK B UHPOPMALMOHHbBIX CUCTEMAX Knaccbl
o603HayeHune 3aWMLLEHHOCTH
M HOMmep MHGOPMALNOHHOM
mepbl cucTembl
3 2 1

I. UaeHTUdMKaUMa 1 ayTeHTUDUKALUMA cyObeKTOB A0CTYNa 1 06bekTos aoctyna (MAD)

NA®.1 NoeHTUOMKaumAa u©  ayTeHTUPUKaumMAa nonb3oBaTenewn, | + + +
ABAAOLWMXCA pabOTHUKaMM onepaTopa

NA®D.2 NoeHTUdMKaumMa n ayTeHTUPUKAUMA YCTPOMUCTB, B TOM + +
yncae CTauMOoHaAPHbLIX, MOBUNBHBIX U MOPTATUBHbIX

NA®.3 YnpasneHne maeHTMGMKATOpamm, B TOM 4Yucie co3gdaHue,| + + +
NPUCBOEHME, YHUUTOXKEHNE AEHTUDMKATOPOB

NA® .4 YnpaBneHue cpenctBamu ayTeHTUPUKaUMM, B TOM uucie| + + +
XpaHeHue, Bblgaya, UHUUMANM3aLmaA, 6NOKMpoBaHWE CpeacTB
ayTeHTUOUKALMN U MPUHATUE Mep B c/ydae yTpaTbl U (1aun)
KOMMNpOMETALMKN CPeaCTB ayTEHTUMKALNK

NA®D.5 3awuTa 0bpaTHOM CBA3KU NpU BBOAE ayTEHTUDUKALUMOHHOM | + + +
nHpopmauum

NAD.6 NpeHTUdMKauma M ayTeHTUOMKauMAa nonb3osaTenen, He| + + +
ABNAOLLMNXCA paboTHMKamu onepartopa (BHELWHMX
nosab3oBatenemn)

NAD.7 NaeHTudMKauma n ayteHTUdUKauma obbekToB daitnosoi

CNCTEMDI, 3anyCKaemblX U UCNOSTHAEMbIX Mop,yneﬁ, 06BbEKTOB
CncTem ynpasaeHuA 6asamu AaHHDbIX, O6'bE'I-(TOB, co34aBaemMblX
npuKnagHbiMm U cneynasibHbiM NPorpamMmmHbIM O6€CI'Ie‘-IeHl/IeM,
MHbIX 06bEKTOB Ao0CTyna

. YnpaBneHue AoCTynom cybbeKkToB AoCTyna K ob6bekTam goctyna (YMNA4)

yna.1 YnpaBneHue (3aBedeHWe, aKkTMBauus, O/MOKMpoBaHue M| + + +
YHUYTOXKEHME) YYETHbIMU 3anUCAMM MOJIb30BaTeNiel, B TOM
yncne BHeLHMX Nosb3oBaTenei
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yna.2

Peanusauma HeobXxoAMMbIX MeTOAO0B (AMCKPELMNOHHBIN,
MaHAATHbIN, POJSIEBON WAN WHOW MeToAd), TUMOB (4TeHwue,
3anucb, BbINOAHEHME UAWN UHOW TUN) M NPaBUA pasrpaHnYeHnn

JocTyna

ynga.3

YnpasneHve (bunbTpaums, MapLUpPyTU3aLUA, KOHTPO/b
coegMHEHU, OAHOHANPaB/NeHHas nepegada MU UHble cnocobbl
ynpasneHus) MHPOPMALMOHHBIMM NoToKamMm mexay
YCTPOMCTBAMM, CermeHTamum MHPOPMALMOHHOM CUCTEMDBI, a
TaKXe mexay MHPOPMALMOHHBIMN CUCTEMAMM

yna.a

PaspeneHne nonHomouuii  (poneit) nonb3oBaTenew,
aAMMHUCTPATOPOB " iy, obecneynBaroLLmX
bYHKLMOHNPOBaHME NHPOPMALLMOHHOM CUCTEMDI

yna.s

HasHayeHMe  MUHMMANbHO  HeobXoAMMbIX NpaB U
NpUMBWAErUiA MONb30BaTENAM, ALAMUHUCTPATOPAM W MLAM,
obecneumBalownm  GYHKUMOHMPOBAHME WHPOPMALMOHHOM
cucTembl

yna.6

OrpaHuyeHune HeycreLHbIX NONbITOK BXOAa B
MHPOPMALMOHHYIO cUcTeMy (ZocTyna K WMHPOPMALMOHHOM
cucrteme)

yna.7

MpegynpexaeHue nonb3oBaTena nNpu  ero BXxode B
MHPOPMAUMOHHYIO CMCTEMY O TOM, YTO B MHGOPMALMOHHOWN
cucTeMe peann3oBaHbl Mepbl 3alWmMTbl MHOPMALMKM, U O
HeobxoAMMoCTH cobnogeHus Um YCTaHOBNEHHbIX
onepaTopom npasua 06paboTkM MHPOpMaLUn

yna.8

OnoseleHne MoAb30BaTENA NOC/AE YCNEeWwHoro BXxoAda B
MHPOPMALMOHHYIO CUCTEMY O ero npeaplayliem Bxone B
MHPOPMALMNOHHYIO cUCTEMY

yna.o

OrpaHuyeHWe yucna napanfefbHblX CEeaHCOB AOCTyna Ans
KarKAOW Yy4yeTHOM 3anucu nosb3oBaTens WMHPOPMALMOHHOM
cucTeMmbl

yNnJ.10

BNoKMpoBaHMe ceaHca A[oCTyna B MHOOPMALMOHHYIO
cucTeMy nocse  YCTaHOB/IEHHOro BpemeHu b6e3gencTeua
(HeaKTMBHOCTM) NoNb30BaTENA UM MO €ro 3anpocy

yna.11

PaspeleHune (3anper) AencTenii nosb3oBaTtenen,
pa3peLleHHbIX 40 NAeHTUPUKALUMM U ayTEHTUDUKALLUN

yng.12

Moaaep:kka W coxpaHeHue aTpubytoB 6HesonacHocTU
(meTok b6e3onacHocT), cBA3aHHbIX C MHPopmaumeln B
npouecce ee xpaHeHUA U 06paboTKM

yng.13

Peannsauma sawmueHHoro yY4aneHHoro Aocryna Cy6beKTOB
AocTtyna K obbeKkTam AocTtyna yepes BHELWHNE
MHd)OpMaLI,MOHHO-TEﬂeKOMMYHMKaLI,MOHHbIe cetn

yna.14

PernameHTauMs M KOHTPO/Ib  WUCMONb30BaHMA B
MHPOPMALMOHHOM cUCTeme TexHosormi  6ecnpoBoAHOro




JocTyna

ynga.15

PernameHtauus " KOHTPO/Mb  WUCMO/Ib30BaHUA B
MHGOPMALNOHHOM CUCTEME MOBUBbHBIX TEXHUYECKUX CPeacTB

yna.16

YnpasneHve B3aMMOAENCTBMEM C MWHQPOPMALMOHHBIMMI
cuctemamm CTOPOHHMUX opraHusaumi (BHewWwHwue
MHPOPMaLMOHHbBIE CUCTEMBI)

yna.17

ObecneyeHune OOBEPEHHOM 3arpysku cpencTs
BbIYUC/IUTENbHOM TEXHUKMU

[Il. OrpaHunyeHne nporpammHoi cpegbl (OMNC)

onc.1

YnpasneHve 3anyckom (0bpaweHusasmMn) KOMMOHEHTOB
nporpammHoro obecneyeHus, B TOM 4ucie onpegefeHne
3amMycKaemblX KOMMOHEHTOB, HAacTPOMKA MapameTpoB 3amnycKa
KOMMOHEHTOB, KOHTPOJIb 33  3aMyCKOM  KOMMOHEHTOB
nporpammHoro obecrneyeHus

onc.2

YnpaBneHue YCTAHOBKOM (MHCTannsauuei) KOMMNOHEHTOB
nporpammHoro obecneyeHusa, B TOM 4uCAe oOfnpeaeneHue
KOMMOHEHTOB, noAneralmx YCTaHOBKe, HacTpoliKa
nMapamMeTpoB  YCTaHOBKM  KOMMOHEHTOB, KOHTPO/ib  3a
YCTaHOBKOW KOMMNOHEHTOB NPOrpaMmmHoro obecneyeHus

onc.3

YcTaHOBKa  (MHCTannAuMA)  TOIbKO — paspelleHHoro K
MCMNONb30BaHMNIO MporpammHoro obecrnedyeHus U (uaum) ero
KOMMNOHEHTOB

onc.a4

YnpaBneHne BpemMeHHbIMK daitnamm, B TOM Yncae 3anper,
paspelleHue, nepeHanpasneHue 3anucy, yAaneHue
BpeMeHHbIx ¢panios

IV. 3awmTa MalMHHbIX HocuTenen nHbopmaunn (3HN)

3HU.1

YyeT MalMHHbIX HocuTenei nHpopmauum

3HW.2

YnpasneHve  JOCTYNOM K  MAlMHHBIM  HOCUTENsM
nHpopmauum

3HW.3

KoHTponb nepemelLeHus MaLUNHHBIX HocuTenen
HdopMauun 3a npeaenbl KOHTPONMPYEMOM 30HbI

3HWN.4

MCKNloYeHne  BO3MOXKHOCTM  HECaHKLMOHWMPOBAHHOMO
03HaKOMJ/IEHUA C CoAepKaHNEM MHDOPMALIMM, XPaHALLENCA Ha
MaLUMHHBIX HOCUTeNax, u (Mnn) McnoNb3oBaHWUA HoOCUTeNek
MHPOPMaLMN B UHbIX MHGOPMALMOHHBIX CUCTEMAX

3HW.5

KoHTponb McCNonb3oBaHUA WHTepdeicoB BBoda (BbiBoAa)
MHPOPMaLMKM Ha MaLLUHHbIE HOCUTEeNN MHbOPMaL MK

3HN.6

KoHTponb BBOAa (BbiBOAa) MHOOPMAUMM HA MalUUHHbIE
HoCMTeNu MHGopmMaumn

3HW.7

KOHTpOJ’Ib NOAKNKOYEHUA MaLINHHbIX HocuTenemn




nHbopmaumnm

3HW.8

YHuUuTOXEHME (CTMpaHMe) WMHPOPMAUMM Ha MaLUMHHbIX
HOCUTENIAX MpU WX Mepedade Mexagy Mosib3oBaTeNaMn, B
CTOPOHHME OpraHu3aLMuM A8 PEMOHTA WAW YTUAM3ALMM, a
TaK)Ke KOHTPOJIb YHUUTOXKEHMSA (CTUPaHUS)

V. Peructpaumsa cobbitnin 6esonacHoctu (PCE)

PCB.1

OnpepeneHve cobbiTMit  6e30MacHOCTM,  MOAJIEXALLNX
perncTpaLmumn, n CPOKOB NUX XpaHeHUs

PCB.2

Onpe,u,eneHme COCTaBa U coaep*xaHumA VIH(I)OpMaLI,MM (0}
cobbITHAX 6e3OI'IaCHOCTM, nognexawmnx perncrtpauunm

PCB.3

Cbop, 3anucb M XpaHeHne wuHbopmauum o cobbITMAX
6e30MacHOCTU B TEYEHME YCTAHOBNIEHHOIO BPEMEHM XPaHEeHMUA

PCB.4

PearmpoBaHuMe Ha c6bou npu perucTpauun  cobbiTuin
6e30MacHOCTM, B TOM YMC/e annapaTHble WM NporpammHble
ownbkM, cbon B MexaHMamax cbopa uHPopmauum w
AOCTUXEeHWe npedena UM nepenosiHeHus obbema (eMKocTu)
namaTu

PCB.5

MOHUTOPUHT (npocmoTp, aHanus) pesynbTaToB
perucrpauum cobbiTnii 6e30nacHOCTN 1 pearMpoBaHMe Ha HUX

PCB.6

leHepupoBaHME BPEMEHHbIX METOK U (MAKN) CUHXPOHM3AUMA
CUCTEMHOTO BpeMeHM B MHPOPMALMOHHON cnucteme

PCB.7

3awmTta nHdpopmaummn o cobbITUAX 6e€30NacHOCTH

PCB.8

ObecneyeHne BO3MOXKHOCTM MNPOCMOTPa W  aHanAusa
MHOOPMALMKN O [ENCTBUAX OTAENbHbIX MOJ/b30BaTesiell B
MHPOPMALMOHHON cucTeme

VI. AHTMBMpPYCHas 3awmTa (AB3)

AB3.1

Peannsauua aHTMBMpyCHOVI 3alUTbI

AB3.2

O6HoBneHMe 6a3bl AaHHbIX MNPWU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX MPOrpamm (BUPYcCoB)

VII. O6HapyxeHue BTopxKeHni (COB)

COB.1

O6Hapy»KeHne BTOPKEHN

COB.2

O6HoBNeHMe 6a3bl peLlatoLmx Npasua

VIIl. KoHTponb (aHanums) sawmuweHHocTn nHdopmaumm (AH3)

AH3.1

BbiABneHne, aHanuM3 ysa3BUMMOCTEM MHPOPMALMOHHOM
CUCTEMbI M OMEPATUMBHOE YCTPaHEHWEe BHOBb BbIABAEHHbIX
YA3BMMOCTEMN

AH3.2

KOHTpONb  YCTaHOBKM  OBHOBAEHMI  MPOrPaMMHOTO
obecneyeHus,  BK/OYas  OOHOB/JEHME  MPOrPAMMHOrO




obecneyeHus cpencts 3alUThbI VIH(I)OpMaLI,VIM

AH3.3 KoHTposib paboTocnocobHOCTN, NapameTpoB HACTPOMKK U +
NpPaBuMAbHOCTH bYHKLMOHNPOBAHUA NPOrpaMmmMmHoOro
obecneyeHuns 1 cpeacTs 3aWwmnTbl UHGOPMALUK

AH3.4 KOHTpONb cocTaBa TEXHUYECKMX CPeacTB, MPOrpammHoro +
obecneyeHua 1 cpeacTs 3aWmTbl MHGOPMaLMK

AH3.5 KOHTpoAb npaBua  reHepauuMm U CMeHbl naponen +

nonb3oBaTesield, 3aBeAeHMA W yaaneHusa YYeTHbIX 3anucei
nonb3oBaTesield, peanusauuMm  MNpaBu  pasrpaHUYeHus
[O0CTynom, NoJIHOMOYMIA nonb3oBaTesielt B UHPOPMALMOHHOM
cucTeme

IX. O6becneyeHume LENOCTHOCTU MHGOPMALMOHHOM cucTeMbI U MHPopmaumm (OLL)

oun.i

KOHTpONb LENOCTHOCTM nporpaMmmHoro obecneveHus,
BK/lOYAA nNporpaMmmHoe obecrnevyeHne Cpeacts  3aliuTbl
nHbopmaumun

+

oun.2

KOHTpONb UENoCTHOCTM WHOpMaumK, cogepkalleica B
6asax AaHHbIX MHGOPMALMOHHOW CUCTEMDI

oun.3

ObecneyeHune BO3MOYKHOCTH BOCCTaHOB/NEHMA
nporpammHoro  obecrnedyeHusa, BKAOYaA  NporpammHoe
obecneueHne  CcpeacTB  3awmTbl  MHGOPMAUMM,  Npu
BO3HWKHOBEHWW HELWTATHbIX CUTYaLUiA

oun.4

Ob6Hapy)KeHMe U pearMpoBaHMe Ha MOCTynjeHne B
MHPOPMALMOHHYIO CUCTEMY He3anpallMBaeMblX 3JIEKTPOHHbIX
coobuleHnit (Nnucem, AOKYMEHTOB) U MHOW MHPOPMALINK, He
OTHOCALUMXCA K  DYHKUMOHMPOBAHUIO  MHPOPMALMOHHOM
cucTtemsl (3alLmTa oT cnama)

ou/1.5

KoHTponb copeprkaHua WHboOpMauun, nepesaBaemolt U3
MHOOPMALMOHHOW CUCTEMbI (KOHTEMHEPHbIN, OCHOBaHHbIN Ha
CBOMCTBax 0b6beKTa AOCTyNa, U KOHTEHTHbIM, OCHOBAHHbIN Ha
MOWCKe 3anpelieHHoM K nepegadve  MHbopmMauum ¢
MCNONb30BAaHMEM CUFHATYp, MAcOK W WHbIX MEeTOoAO0B), M
UCK/IOYEHWE HEMPABOMEPHON nepesaun uHbopmauum us
MHPOPMALNOHHOMN CUCTEMBI

ou1.6

OrpaHuyeHve Npas No/sib3oBaTeselt No BBoAY UHGOPMaLUn
B MHOOPMALIMOHHYIO CUCTEMY

oun.7

KOHTPOAb TOYHOCTWM, MOAHOTHI M MNPABMALHOCTU AAHHbIX,
BBOZMMbIX B UHPOPMALMOHHYIO CUCTEMY

ou/1.8

KoHTpOAb owmnboYHbIX AENCTBMIA NOAb30BaTEIei NO BBOAY
n (uan) nepefdade uMHOOpMaAUMM M NpeaynpexaeHue
nonb3oBaTesnieit 06 oWMBOUHbIX AENCTBUAX

X. ObecneyeHne AOCTYNHOCTM MHPopMauun (OAT)

oAT.1

Mcnonb3oBaHue OTKa30yCTOVIHMBbIX TEXHUYECKUNX CPpeacTs




oAaT.2

PesepBMpoBaHME TEXHWYECKMX CPeACTB, NPOrpammHOro
obecneyeHusn, KaHalOB nepefdayn WHPOpMaLMK, CpeacTs
obecneyeHun dYHKLMOHMPOBAHUA NHPOPMaLMOHHOM
cucTembl

oAr.3

KoHTponb 6e30TKasHOro ¢pyHKUMOHMPOBAHMA TEXHUYECKUX
CpeAacTs, 0obHapyKeHne n JNloKanusaumn OTKa30B
OYHKUMOHNPOBAHNA, MPUHATME Mep MO BOCCTaHOBAEHMIO
OTKa3aBLUMX CPEACTB U UX TECTUPOBaAHME

oAaT.4

Mepuoguyeckoe pesepBHoOe KonMpoBaHMe MHGOPMaLMK HA
pe3epBHble MalUMHHbIe HOCUTENN MHOPMALMM

oAr.5

ObecneyeHune BO3MOXKHOCTU BOCCTAHOBEHMA MHOPMaL UK
C pe3epBHbIX MaLLMHHbIX HOCUTeNel MHGopMauun (pesepBHbIX
KOMNWIM) B TeYEHWNE YCTAHOBNIEHHOIO BPEMEHHOIO MHTEPBaNa

oA4r.6

Knactepusauma MHOOPMaUMOHHON cucTeMbl U (Man) ee
CermeHToB

oAaT.7

KOHTpONb  COCTOAHMA M KayecTBa NPeAOCTaBJAEHUSA
YNOAHOMOYEHHbIM  /IMUOM  BbIYMCAUTENIbHLIX  PECYpPCOB
(MowHocTe#), B Tom umcsie no nepegaye MHGOPMaLLMM

XI. 3awmTa cpeapl BupTyanmnsaumm (3CB)

3CB.1

NaeHTUdMKauma 1 ayTeHTMdMKauMA cybbeKkToB AocTyna M
06bEKTOB A0CTYNa B BMPTYa/NbHOM WHPPACTPYKTYpe, B TOM
yncne aiMWUHUCTPATOPOB ynpaBneHus cpeacTBamm
BMPTYyanusaunm

3CB.2

YnpasneHne poctynom cybbeKkToB AocTyrna K ObbeKTam
[0CTyNna B BUPTYaNbHOM MHPPACTPYKTYPE, B TOM YMCAE BHYTPU
BMPTYasIbHbIX MaLLUH

3CB.3

Pernctpauma cobbiTMii 6e30nacHOCTM B BUPTYasibHOM
MHPPaACTPYKTYpe

3CB.4

YnpasneHve (ounbTpauma, MapluipyTM3aLuMs, KOHTPOJb
COeAMHEHWs, OAHOHAMpaB/ieHHas Mepejaya) MOTOKaMU
MHPOopMaLUn Mexay KOMMOHEHTaMM BUPTYaibHOW
MHPPACTPYKTYpbl, @ TakXKe MNo NepuMeTpy BUPTYasIbHOM

MHOPACTPYKTYpbI

3CB.5

[loBepeHHasa  3arpyska  CepBepoB  BUPTyaAusaumu,
BMPTYanbHOM MalwWHbl (KOHTeWHepa), CepBepoB ynpaB/ieHus
BUPTyannsaumen

3CB.6

YnpaBneHve  nepemelleHMem  BUMPTYasbHbIX  MaLUMH
(KoHTelHepoB) n obpabaTbiBaeMbIX Ha HUX AAHHbIX

3CB.7

KOHTpPOAb LLesI0CTHOCTU BUPTYaibHOM MHPACTPYKTYpbI U ee
KOHUrypaumi

3CB.8

Pe3sepBHoe KOoMnunupoBaHune  AaHHbIX, pe3epsnpoBaHmne
TEXHUYECKUX cpeAacts, nporpamMmmHoOro obecneveHus




BMPTYaNbHOM WHQPPACTPYKTYPbl, @ TaKXKe KaHa/oB CBA3W
BHYTPU BUPTYasibHOW MHPPACTPYKTYpPbI

3CB.9

Peanusauma u ynpasneHve aHTUBUPYCHOM 3alMUTON B| + +
BMPTYaNbHOM MHPACTPYKType

3CB.10

PaszbueHne BMPTYyanbHON WHPPACTPYKTYPbl Ha CermeHTbl| + +
(cermeHTMpoBaHWe  BUPTYyanbHON  WMHPPACTPYKTYpbl)  ANA
06paboTKN MHbOPMALUN OTAENbHLIM MOJib30BaTENEM U (UNK)
rpynnoi nonb3oBaTenemu

XIl. 3awmTa TexHuyecknx cpeacts (3TC)

3TC.1

3awmta mMHPopmaumu, 0b6pabaTbiBAEMOM TEXHUYECKMMMU
CPeACcTBamMM, OT ee YTEUKM MO TEXHUYECKMM KaHanam

3TC.2

OpraHu3auma KOHTPOIMPYEMOM 30HbI, B Npeaesiax KoTopon | + +
MOCTOAHHO  pPa3MeLLaloTCs  CTaUuMOHapHble  TeXHU4Yeckue
cpeactsa, obpabatbiBatowme wHboOpMaUUio, WU CpeacTsa
3aWmMTbl  MHPOPMAUMKM, a TaKKe CcpeacTBa obecneyeHus
dYHKUMOHNPOBaHMUA

3TC.3

KoHTponb ¥ ynpaBneHne ¢GU3MYECKMM  AOCTYNom K| + +
TEXHUYECKMM CpeacTBam, CpeacTBam 3almTbl MHbOPMAULUMK,
cpeactBam obecnevyeHnss GYHKUMOHMPOBAHUSA, a TaKKe B
NMOMELLEHNSA N COOPY!KEHMA, B KOTOPbIX OHM YCTAHOB/EHDI,
WCKNtOYaloLWMe HEeCAaHKLMOHNPOBaHHbIM GU3MYECKUN JOCTYN K
cpeactBam 06paboTKM  MHPOpMaUUKM, cpeacTBamMm  3aLLUTHI
nHbopmauum n cpeacteam obecneyeHuns GYHKLMOHUPOBAHUSA
MHOOPMALNOHHOM CUCTEMbBI U NMOMELLEHUA U COOPYKEHUA, B
KOTOPbIX OHM YCTAaHOB/IEHbI

3TC.4

PasmelieHune yCTpoWMcTB BbIBOAA (oToBpaskeHnsa) | + +
MHPOPMALUMKN, UCKAKOYalOLWEe ee HeCaHKLMOHUPOBaHHbIN
nNpocMmoTp

3TC.5

3almTa OT  BHEWHWX  BO3AEWCTBMI  (BO34encTBUMIA
OKpyKatowen cpeabl, HecTabuabHOCTU 3NEKTPOCHAbKeHus,
KOHANUMOHMPOBAHMA U MHbIX BHEWHMX GpaKkTopoB)

X, 3awumTa

MHPOPMaLMOHHOM CUCTEMbI, €€ CPeACTB, CUCTEM CBA3M U Nepeaadn AaHHbIX (3

ne)

31C.1

PaspeneHne B MHPOPMaLMOHHON cucteme GYHKLMA MO +
ynpasneHunto  (aAMUHUCTPUPOBAHUIO)  MHOPMALMOHHOM
CUCTEMOM, YynpaBAeHUO (agMUHUCTPUPOBAHMIO) CUCTEMOW
3aWmTbl MHPopMaumn, GyHKLMIA No 06paboTKe MHbOpMaLUM U
WHbIX QYHKLMI MHPOPMALUMOHHOM CUCTEMBI

3M1C.2

MpepoTBpalLeHme 3a[ePrKKM nm npepbIBaHMSA
BbIMNO/IHEHWUA NPOLECCOB C BbICOKMM NPUOPUTETOM CO CTOPOHbI
NPOLECCOB C HU3KUM NPUOPUTETOM

3UC.3

ObecneyeHne 3awmuTbl MHPOPMaAUMKM  OT  packpbiTMAa, | + +
MmoandurKaumMmM 1 HaeasblBaHMA (BBOAA NOXKHOM MHOPMaLUK)
npu ee nepegaye (NOAroTOBKe K Nepegaye) No KaHanam CBA3M,




MMELWMM BbIXo4 3a npeaenbl HOHTpOﬂMpyeMOﬁ 30HbI, B TOM
ynucne GECHPOBOAHbIM KaHa/siam CBA3U

3ncC.4

ObecneyeHne [0OBEpPEHHbIX KaHana, MapwpyTa Mexay
aJMUHUCTPATOPOM, MNONb30OBaTeNEM W CPeACTBAMW 3aLLUTDI
nHbopmauun (PyHKLMAMM 6HE30MacHOCTU CPencTB 3aLumTbI
MHbopmaunn)

3UNC.5

3anpeT HecaHKUMOHWPOBAHHOW YyAaneHHoW aKTuBauuu
BMAEOKamMep, MUKPODOHOB U UHbIX NepUdEepPUnHbIX YCTPOMICTB,
KOTOpble MOTYT aKTMBMPOBATbCA YAa/NeHHO, U onoBselleHue
nosibsoBatenen 06 akTUBALLMM TAaKUX YCTPOICTB

3MNC.6

Mepegaya WM KOHTPOAb  LENOCTHOCTM  aTpubyToB
6esonacHocT  (MeToK  6e30MmacHOCTM),  CBA3aHHbIX C
nHbopmaumenn, npu obmeHe uHPOpmaUMen C  WMHbIMMK
MHPOPMALMOHHBIMUK CUCTEMAMM

3nC.7

KoHTponb CaHKLUMOHNPOBAHHOIO " NCKAtoYeHne
HECaHKUMOHMPOBAHHOIO NCMNO/Ib30BaHUA TEXHONOTN
MOOUNBHOTO KOAa, B TOM 4YMCAE perucrpauus cobbituii,
CBA3aHHbIX C UCMO/Ib30BAHNEM TEXHOOMMN MOBUNBHOFO KOZa,
MX aHa/lM3 W pearnpoBaHMe Ha HapyLeHWUs, CBA3aHHble C
NCNOoJIb30BaHNEM TEXHONOTMI MOBUABHOIO KoAaa

31C.8

KoHTponb CaHKUMOHNPOBAHHOIO n UCKAoYeHne
HeCcaHKLUWOHNPOBAHHOIO NCMNO/1b30BaHKA TEXHONOTUM
nepegayn pedyu, B TOM uuCne pernuctpauusa cobbiTui,
CBA3aHHbIX C UCNO/b30BaHMEM TEXHOIOMMI Nepeaayn pedn, nux
aHaAM3 W pearMpoBaHWe Ha HapylleHWA, CBA3aHHble C
MCMo/Ib30BaHWEM TEXHOIOTMIA Nepeaadn peun

3M1C.9

KoHTponb CaHKLUMOHMPOBAHHOM n UCKAoueHue
HEeCaHKLMOHNPOBaHHOM Nepedayn BuaeonHGopmaumm, B TOM
yncne perucTpaumsa cobbiTU, CBA3AHHbLIX C Mepeaayent
BuaeonHbopmaumMmM, UX aHaAM3 M pearMpoBaHMe Ha
HapyLleHus, CBA3aHHbIE C Nepegayelt BuaeoMHbopmaLmm

31C.10

MoaTeepXxaeHne NPOUCXOXKAEHUA NCTOYHUKA
MHbOPMaLMK, MONYYaeMON B NpoLLecCe onpeaesieHns ceTeBbIX
afpecoB MO CETEBbIM MMEHaM WKW OnpenefieHns CeTeBbIX
MMEH MO CeTEBbIM agpecam

31C.11

ObecneyeHune NoAMHHOCTU CETEBbIX COeAUHEHMI (CeaHCoB
B3aMMOZENCTBMA), B TOM uucne AAA 3aWwmTbl OT MNOAMEHbI
CeTeBbIX YCTPOWCTB U CEPBUCOB

31C.12

UCKloueHne BO3MOMKHOCTM OTPULAHMA TMOJib30BaTe/IEM
¢$aKTa 0TNpPaBKKM MHOOPMALMM APYFrOMY MOJ1b30BATENIO

31C.13

MCKNloYeHNe BO3MOMKHOCTM OTPMLAHMA MNOJb30BaTesIeM
daKTa noayveHMsa MHGOpPMaLMKM OT APYroro Noib3oBaTens

3nC.14

Mcnonb3oBaHWe YCTPOMCTB TePMMHAJbHOTO AOCTyna A/
06paboTKn MHPopMaLmn




31C.15

3awmTa apxmBHbIX $alinoB, MNapamMeTPoB HACTPOMKM
CPeACTB 3aLnTbl MHPOPMALMKM U NPOrpaMmHOro obecneyeHus
M MHbIX AAHHbIX, HE MOANEeXKAlMX WU3MEHEeHWo B npoLecce
06paboTKn NHPopMaLUn

3M1C.16

BbiaBneHue, aHanus n 6a1okuposaHme B MHGOPMALNOHHOM
CUCTEME CKPbITbIX KaHanoB nepegaym nHbopmaumm B ob6xon,
peann3oBaHHbIX Mep 3awuTbl WMHGOPMAUUM WAWN  BHYTPU
pa3peLleHHbIX CETEBbIX MPOTOKO/I0B

3nC.17

PasbueHne MUHPOPMALMOHHON CUCTEMbI Ha CErMeHTbl
(cermeHTUpOBaHMe MHbOPMaLNOHHOM cUCTeMbl) u
obecneuyeHne 3alLmThI nepumeTpoB CermeHToB
MHGOPMALNOHHOM CUCTEMBI

31C.18

ObecneyeHune 3arpyskm M MUCNONHEHMA NPOrpamMmHOro
obecneyeHus C MaLWWNHHbIX HocuTenen MHd)OpMaLI,MM,
AOCTYNHbIX TOJNIbKO AON1A4 4YTEHUA, U KOHTPOJIb UENOCTHOCTU
AaHHOIo NporpammHoro obecnevyeHus

31C.19

M3onaums  npoueccoB  (BbIMOJAIHEHME  nNporpamm) B
BblAe/IeHHOM 06/1aCTN NamaATH

31C.20

3awmta 6ecnpoBOAHbIX COEAMHEHWIN, MPUMEHAEMbIX B
MHPOPMALMOHHOM cucTEME

31C.21

UcknioueHne pgoctyna nosib3oBaTenss K MHopmauumu,
BO3HMKLWEN B  pesynbTaTe  AEWCTBUA  MNpeaplayliero
Nnosib30BaTesIn  Yepes peecTpbl, OMNEPaTUBHYID MNaMATb,
BHELWHWE 3aMoOMMHalOWMe YCTPOMCTBA M WHble obwme pns
nosb3oBaTtesieit pecypcbl UHGOPMALMOHHOM CUCTEMDbI

31C.22

3awuTa WHPOPMAUMOHHOMW  cUCTEMbl  OT  Yyrpos
6e30MacHOCTM MHOOPMALMK, HaMNpPaBAEHHbIX Ha OTKas B
06CNyKMBAHUN MHGOPMALIMOHHOW CUCTEMDI

31C.23

3awmta nepumetpa (dusmMyeckuMx U (MAKM) NOTUYECKMX
rpaHuL,) MHGOPMALMOHHOKN CUCTEMbBI NMPU ee B3aUMOAEeNCTBUM
C MHbIMU UHPOPMALMOHHBIMU CUCTEMAMU U MHDOPMALIMOHHO-
TE/IeKOMMYHUKALMOHHbIMU CETAMM

3U1C.24

MpeKpalieHe ceTeBbIX COEAMHEHMA MO WX 3aBepLIeHUM
MAM NO MUCTEYEeHMM 3a[aHHOMO OMNepaTopoM BPEMEHHOro
WHTEepBasa HEaKTUBHOCTW CETEBOrO CoeanHeHUs

3N1C.25

Mcnonb3oBaHne B WHPOPMAUMOHHOM cUCTeMe WUAKU ee
CermeHTax Pas/iMyHbIX TUMOB 0B6LLECUCTEMHOrO, NPUKAAAHOIO
M cneumanbHOro nporpammHoro obecnedyeHus (cosgaHue
reTeporeHHol cpeapl)

3N1C.26

Mcnonb3oBaHue NpUKnagHoro n cneuynanbHOro
nporpammHoro 06ecnequMﬂ, MMELWNX BO3MOXHOCTb
d)YHKLI,MOHMpOBaHI/I’r'I B Cpeaax pas3zindHblX onepauynoHHbIX
cncrem




3nC.27

CosfaHue (aMynaums) NOXMHbIX MHGOPMALMOHHbBIX CUCTEM
WU UX KOMMNOHEHTOB, NPeAHA3HAYeHHbIX ANA 0BbHapy»KeHus,
perucTpauum u aHanusa AencTBUIA HapywuTenei B npouecce
peanusaumn yrpo3 6e30nacHocT1 MHpopMaL MK

3U1C.28

BocnpousBeaeHne JNIOXHbIX UM (MAKN) CKPbITUE WCTUHHBIX
OTAENbHbIX  MHOOPMALMOHHLIX  TexHosormii  un  (naum)
CTPYKTYPHO-QYHKLMOHANbHbIX XapaKTePUCTUK
MHGOPMALNOHHOM cUCTEMBI nnu ee CEerMeHTOB,
obecneunBatolee HaBA3bIBaHWE  HAPYLIWUTENIO  JIOXKHOTMO
npeacTaBAeHnAa 06 UCTUHHBIX MHOOPMALMOHHbBIX TEXHOOTUAX
M (MAn)  CTPYKTYPHO-PYHKLMOHANBHBIX  XapaKTepPUCTUKAX
MHPOPMALNOHHOMN CUCTEMDI

31C.29

MNepesoa MHGOPMALMOHHOM CUCTEMbI MU €e YCTPOMUCTB
(komnoHeHTOB) B 3apaHee onpeaeneHHYH KoHoUrypaumio,
obecneunBalowWyo  3aWUTy  UMHOOpMauuKM, B C/yyae
BO3HWKHOBEHMW OTKas3oB (cboeB) B cucteme  3alMTbl
nHbopmaunm MHGOPMALMOHHOM CUCTEMBI

31C.30

3almTa MOBUIbHBIX TEXHUYECKUX CPeACTB, MPUMEHAEMbIX B
MHPOPMALMOHHOM cucTEME

"+" - mepa 3awwmTbl MHGOPMALLMM BKAKOUYEHA B 6a30BbIi HAbOp Mep A1 COOTBETCTBYHOLLErO Kaacca

3aWMNLLEHHOCTU MHd)OpMaLLMOHHOVI cncrembl.

Mepbl 3awnTbl MHPOpMaLMK, He 0BO3HAYeHHble 3HAKOM "+", NpumeHAlOTCA NpW aganTaumu
6a30Boro Habopa mep 1 yTOYHEHUWN adanTMpoBaHHoOro 6a3oBoro Habopa Mep, a TakKe Npu paspaboTke
KOMMEHCUPYIOLWMX Mep 3alwmTbl MHGOPMaLMM B MHGOPMALMOHHOM CUCTEME COOTBETCTBYHOLLErO Kaacca

3aLMLLEHHOCTH.




