[okymeHT npepoctasneH KoHcynbTaHTI10C

3apeructpuposaHo B MuHiocte Poccum 14 maa 2013 r. N 28375

OEAEPANNIbHAA CNYKBA MO TEXHUYECKOMY U SKCNOPTHOMY KOHTPOJIIO

NPUKA3
ot 18 pespana 2013 r. N 21

OB YTBEPXKAEHUN COCTABA U COAEPAHUA
OPrAHM3ALUUOHHbIX U TEXHUYECKMX MEP NO OBECNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE

B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX

CrMCOK M3MEHSAIOLLMX LLOKYMEHTOB
(8 pea. Mpukasos PCTIK Poccum ot 23.03.2017 N 49,
o1 14.05.2020 N 68)

B cooTtseTctBMM C YacTbio 4 cTaTbu 19 PepepanbHoro 3akoHa ot 27 mwona 2006 r. N 152-3 "O
nepcoHanbHbIX AaHHbIX" (CobpaHue 3akoHoaaTenbcTBa Poccuiickon dPepepaumn, 2006, N 31, cr. 3451;
2009, N 48, c1. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, c1. 4173, c1. 4196; N 49, cT. 6409; 2011,
N 23, cr. 3263; N 31, c1. 4701) n NonoxeHnem o PepepanbHon cayKbe Mo TEXHUYECKOMY MU
3KCMOPTHOMY KOHTPOJIO, YTBEPXKAEHHbIM YKasom [pe3naeHTta Poccuiickoin depepaunm ot 16 asrycra
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTsa Poccuiickot Pepepaumm, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), np1KasbiBato:

1. YtBepantb npunaraemble CoCTaB U cofep’KaHMe OPraHU3aUMOHHbBIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6€30MNacHOCTM NePCOHaNbHbIX AaHHbIX NPU UX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX
NepCcoHanbHbIX AAHHDIX.

2. MpusHatb yTpatuBwKMm cuny npukas ®CTIK Poccum oT 5 despana 2010 r. N 58 "06
yTBEPHKAEHUN [oN0KEHNS O MeToAax M cnocobax 3alwmTbl MHGOPMALMKN B MHPOPMALMOHHDLIX CUCTEMAX
nepcoHanbHbIX gaHHbIX" (3apeructpupoBaH MuHioctom Poccun 19 pespans 2010 r., perucTpaumoHHbIi
N 16456).

OupekTop

PepepanbHON cnyKObl NO TEXHUYECKOMY
W SKCMIOPTHOMY KOHTPOJIHO

B.CEJ/IMH

YTBepKaeHbl
npunkaszom ®CTIK Poccmn
ot 18 ¢peBpana 2013 r. N 21

COCTAB U COAEPAHUE
OPTAHU3ALMOHHbIX U TEXHUYECKMX MEP MO OBECNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX AAHHbIX MPU UX OBPABOTKE

B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHANNbHbIX AAHHbIX
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CNM1COK M3MEHAIOLWMX LOKYMEHTOB
(B pea. Mpunkasos CTIK Poccum ot 23.03.2017 N 49,
o1 14.05.2020 N 68)

|. O6wme nonoxkeHma

1. Hactoawmn AOKyMeHT pa3paboTaH B COOTBETCTBUM C YacTblo 4 cTaTbh 19 PeaepanbHOro 3akoHa
oT 27 uiona 2006 r. N 152-®3 "O nepcoHanbHbIx AaHHbIX" (CobpaHune 3aKoHOAaTenbcTBa Poccuinckol
depepaunm, 2006, N 31, ct. 3451; 2009, N 48, ct1. 5716; N 52, ct. 6439; 2010, N 27, c1. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cT. 3263; N 31, ct. 4701) 1 ycTaHaBAMBaEeT COCTaB U
cofepKaHne OpraHM3aUMOHHbIX U TEXHMYECKUX mMep no obecnevyeHuto 6e30MacHOCTM NepPCOHaANbHbIX
OaHHbIX MpU nx 0bpaboTke B MHGOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AaHHbIX (Aanee - mepbl No
obecnevyeHntio 6e30MacHOCTM MNEPCOHaNbHbIX AaHHbIX) AAA Ka)A0ro M3 YPOBHEW 3aliULLLEHHOCTU
NnepcoHanbHbIX AAHHbIX, YCTAaHOBNAEHHbIX B TpeboBaHMAX K 3alMTe MNepCOHasibHbIX AAHHbIX MPU UX
06paboTke B MHOOPMALMOHHBIX CUCTEMAX NEPCOHA/bHbLIX AAHHbIX, YTBEPXKAEHHbIX MOCTAaHOBAEHUEM
MpaBuTenbcta Poccuiickon Pepepaumm ot 1 HoAbps 2012 r. N 1119 (CobpaHue 3aKoHOAATENbCTBA
Poccuitckoit epepaumn, 2012, N 45, cT. 6257).

Mepbl no obecneyeHuto 6e3onacHoOCTM NepCoHaNbHbIX AaHHbLIX MPUHUMAOTCA ANA 3allUTbl
NepPCOHaNbHbLIX AaHHbIX OT HENPaBOMEPHOIro waun cnyqaﬁHoro AOCTyna K HUM, YHUUTOXKEHWUA,
NU3MEHEHNUA, 6I'IOKVIpOBaHVIFI, KOnnpoeaHwuA, npeaocrtaB/sieHnAa, pacnpocTtpaHeHNA NEePCOHA/IbHbIX
AadHHbIX, @ TaKXe OT UHbIX HEMPABOMEPHDbIX AeﬁCTBMVI B OTHOWEHWN NEePCOHANIbHbLIX AaHHbIX.

B HacToAlWem [JOKYMeHTe He pacCMaTpMBalOTCA BOMpPOCbl obecneyeHus 6HesonacHocTU
MEepPCOHANbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBJIEHHOM MOpPAAKE K CBEeAEHMAM, COCTaBAAOLWMM
roCyJapCTBEHHYIO TallHy, a TaKXe Mepbl, CBfi3aHHble C NpPUMeHeHUem WNdPOBabHbIX
(KpunTOrpaduUecknx) cpeacTs 3alLmTbl UHGOPMaLUN.

2. be3onacHOCTb NepcoHasibHbIX AaHHbIX NpU Ux o0bpaboTke B MHPOPMALMOHHOM cucTeme
NnepcoHanbHbIX AaHHbIX (ganee - MHPOpPMaLMOHHaA cuctema) obecneymBaeT onepatop WAU AKULO,
ocyuiecteasollee 06paboTKy NepcoHanbHbIX AaHHbIX MO MOPYYEHUIO onepaTopa B COOTBETCTBUWN C
3aKoHoaaTenbcTBoM Poccuiickoit Pepepaumu.

Ona BbinonHeHMs paboT no obecneyeHuto 6e30NaCHOCTM MEPCOHANbHbIX AaHHbIX MPU WX
0bpabotke B WHPOPMALMOHHOM CUCTEME B COOTBETCTBUM C 3aKOHOZATeNbCTBOM Poccuitckoi
denepauun MoryT NpUBAEKATbCA HA AOTOBOPHON OCHOBE OPUAMYECKOE JNLO UAWM UHAMBUAYAIbHBIN
npeanpuHMMaTenb, WMMeKLWMe  JIMLEH3UIO  Ha  AeATEeNbHOCTb MO TEXHUYECKOW  3aluTe
KOHOUAEHUMANbHOM MHbOopMaLuu.

3. Mepbl no obecneyeHuto 6€30MACHOCTM MEPCOHANbHbLIX AAHHbIX Peanu3yTcA B paMKax
CUCTEMbI 3aWMTbl NEPCOHANbHbBIX AAHHbIX, CO34aBaeMOli B COOTBETCTBUM ¢ TpeboBaHMAMM K 3alumTe
NepcoHanbHbIX OAHHbIX NpU MX 06paboTke B MHGOPMALMOHHBIX CUCTEMAX MEPCOHAsIbHbIX AAHHbIX,
YTBEPKAEHHbIMM MocTaHOBAeHWeM [lpaBuTenbcTBa Poccuiickon Pepepaumm ot 1 Hosbpa 2012 r. N
1119, w“ po/mKHbl ObiTb HanpaB/ieHbl Ha HENTPANM3aUMI0 aKTyaNbHbIX Yrpo3 6e3onacHoCTU
NepCoOHaNbHbIX AaHHbIX.

4. Mepsbl no obecneveHuto H6esonacHoCTU NepCoHaNbHbIX AAdHHbIX Peasn3yrTCA B TOM YUcne
nocpeacrsom NnpuMeHeEHUA B MHd)OpMaLJ,VIOHHOVI cncreme CpeacTs 3aWnThI VIHd)OpMaLI,MM, npouwegwunx s
YCTaHOB/IEHHOM nopAgKe npoueaypy OueHKM COOTBETCTBMA, B C/y4daAx, Korga npumeHeHue TaKux
cpeAacts HEO6XOAMMO Aana HeﬁTpaﬂM3aLl,VIVI dKTYya/IbHbIX Yrpo3 6esonacHoCTH NepCcoHabHbIX AaHHbIX.

KoHcynbTaHTlAOC: NpuMeyaHme.
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Hymepauma nyHKTOB AaHa B COOTBETCTBUM C OPULMANbHBIM TEKCTOM AOKYMEHTA.

6. OueHKa 3¢pdEeKTUBHOCTU peaniM30BaHHbIX B pamMKax CUCTEMbI 3aLUUTbl NEPCOHasbHbIX AaHHbIX
Mmep no obecneyeHno 6e30nNacHOCTN NepcoHaNbHbIX AaHHbIX MPOBOANUTCA OMNEepPaTOPOM CaMOCTOATENIbHO
MAN C NpuUBNEYEHMEeM Ha [OrOBOPHOW OCHOBE HOPUAMYECKUX UL, W MHAUBUAYaNbHbIX
npeanpuHUmaTenein, UMeLWnX TMLEH3NI0 Ha OCYLLECTBAeHMEe AeATeNIbHOCTU MO TeXHUYECKoW 3almuTte
KOHOUAeHUMaNbHOW MHbopMaUUK. YKasaHHanA OLeHKa NPoBOAMUTCA He peXke OHOro pasa B 3 roaa.

7. Mepbl no obecneyeHuto 6e30MacHOCTUM MEPCOHA/NbHbIX AaHHbIX NpuM UX 06paboTKe B
rocyAapCcTBeHHbIX MHOOPMALMOHHbBIX CUCTEMAX MPUHMMALIOTCA B COOTBETCTBUM C TpeboBaHMAMM O
3aWwmTe MHOPMaLUKM, COoAep)Kallenca B FOCYyAapPCTBEHHbIX  WMHOOPMAUMOHHbBIX  CUCTEMAX,
yctaHasansaembimn OCTIK Poccnm B npegenax CBOMX NOJHOMOYMI B COOTBETCTBMM C YacTbio 5 cTaTby
16 ®epepanbHOro 3akoHa oT 27 utona 2006 r. N 149-®3 "O6 umHPopmauun, UHGOPMALNOHHBIX
TexHonornsax u o 3awmrte nHpopmaumm" (CobpaHume 3akoHoaaTenbcTBa Poccuiickon deaepaumm, 2006,
N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTaB 1 coaepkaHune mep no obecneveHno 6e3onacHOCTU
NepCcoHaNbHbIX AaHHbIX

8. B coctas mep no obecnevyeHuto 6esonacHoOCTU NepPCOHANIbHbIX AaHHbIX, p€a/IM3yeMbIX B paMKax
CNCTEMDI 3aWNTbl NEPCOHA/IbHbIX AAdHHbLIX C YYETOM aKTya/ibHbIX Yyrpo3 6esonacHocCTH NnepcoHabHbIX
AaHHbIX U NTPUMEHAEMDbIX MHd)OpMaLI,MOHHbIX TEXHONIOTUMA, BXO4AT:

naeHTMdrKauma n ayTeHTUPUKaLma cybbeKToB 40CTYyNa M 06BEKTOB A0CTYN3;
ynpaBs/eHue A0CTYyNom cybbeKkToB A0CTyna K 06bekTam 40CTyna;
orpaHuYeHme NPorpammHON cpeabl;

3alMTa MaLWWMHHBIX HOocuTenel MHPOpMaLMM, Ha KOTOPbIX XpaHATca U (unam) obpabatbiBatoTcA
nepcoHanbHble AaHHble (Aanee - MAaWWHHbIE HOCUTENN NEePCOHANbHbIX AAHHbIX);

perucTpaums cobbiTuii 6esonacHocTy;

aHTUBMPYCHaA 3aLWuTa;

obHapyKeHue (NpenoTBpalleHne) BTOPKEHUN;

KOHTPO/b (aHaNN3) 3aWMULLEHHOCTU NMEPCOHAbHbIX AaHHbIX;

obecneyeHne LENOCTHOCTU UHHOPMALMOHHON CUCTEMbI U NEPCOHANbHbIX AaHHbIX;
obecneyeHne AOCTYMNHOCTM NEPCOHANbHbIX AaHHbIX;

3allMTa cpeabl BUPTYanm3aumu;

3almMTa TEXHUYECKUX CPeacTs;

3aWwmTa MHGOPMaLMOHHOM CUCTEMDI, ee CPeACcTB, CUCTEM CBA3U U Nepeaadu AaHHbIX;

BblABJAEHWE MHUMAEHTOB (0AHOro COBbLITUA MAWM rPynnbl COBbITMI), KOTOPblIE MOTYT MPMUBECTU K
c6oAM MAM HapyweHno GYHKLMOHUPOBAHUA MHOOPMALMOHHOMW CUCTEMbI U (MAM) K BOSHUKHOBEHWUIO
yrpo3 6e30MacHOCTM NepPCOHa/bHbIX AaHHbIX (Aanee - UHUMAEHTbI), M pearMpoBaHue Ha HuUX;

ynpasneHue KoHourypaumei UHPOPMALMOHHOM CUCTEMbl M CUCTEMbI 3aLUMUTbI MEPCOHANbHbIX
JaHHbIX.
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CoctaB ¥ cogepraHne mep Mo obecnedyeHUo 6e30MacCHOCTM MNEPCOHaNbHbIX AaHHbIX,
HeobxoAumbIXx Ana obecneyeHWa Ka)aoro w3 YypoBHEN 3allMUIEHHOCTM MNEPCOHa/bHbIX AAHHbIX,
npuseaeHbl B MPUAONKEHMUM K HACTOALLLEMY AOKYMEHTY.

8.1. Mepbl no maeHTUOGMKAUUM U ayTeHTUPUKaLMM CyOBEKTOB A0CTyna U OOBEKTOB AOCTyna
OOJ/IKHbl 0becneymBaTb MNPUCBOEHME CybbeKTam M 0ObEeKTamM [0CTyna YHMKaA/JIbHOrO npu3HaKa
(naeHTMdUKaATOpPA), cpaBHEHME NpeabABAseMOro cybbektom (06beKkTom) AocTyna uaeHTUdUKaTopa C
nepeyHem NPUCBOEHHbIX UAEHTUOUKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU CYObeKTY (06beKTY)
A0CTyNna NpeabsBAEHHOrO UM MaeHTUGKUKaTopa (noaTeepKaeHMe NogANHHOCTH).

8.2. Mepbl MO ynpaBJeHUIO AOCTYNOM CyObEeKTOB AOCTyna K O0b6bekTam A0CTyna AOKHbI
obecneunBaTtb ynpasJeHMe NpaBamu U NPUBUAETMAMM CyEBEKTOB AOCTyMNa, pasrpaHuMYeHuWe AocTyna
Cy6bEeKTOB L0CTyNa K 06beKTam A0CTYNa Ha OCHOBE COBOKYMHOCTU YCTaHOB/IEHHbIX B MHGOPMALLMOHHOW
cucTeMe MpaBuA PasrpaHUYeHns OO0CTYNa, a TaKKe obecrneuymBaTb KOHTPOJ/Ib 33 COBMOAEHMEM 3TUX
npasu.

8.3. Mepbl No OrpaHMYEHUIO NPOrPaMMHON cpeabl A0/XHbI obecneynmBaTb YCTAaHOBKY U (Mau)
3anyCcK TO/IbKO pPa3speLleHHOro K WCMNo/b30BaHWI0 B WMHOOPMALMOHHON cuCTemMe MPOrpamMHOro
obecreyeHMa WAW  WCKAOYATb BO3MOXHOCTb YCTaHOBKM M (MAM) 3anycka 3anpelieHHoro K
NCMO/Ib30BaHMNIO B MHPOPMALIMOHHOMN cMCTEME NMPOorpaMmmHoro obecnedeHus.

8.4. Mepbl Mo 3alWMTe MAaLIMHHbIX HOCUTE/NIEl MEepPCOHaNbHbIX AaHHbIX (cpeacTtB 06paboTKu
(XpaHeHMs) NepcoHaNbHbIX AaHHbIX, CbeMHbIX MALUMHHbIX HOCUTENIEN NePCOHANbHbIX AaHHbIX) AONXKHbI
WCKNtOYaTb BO3MOMXHOCTb HECAHKLUMOHUPOBAHHOIO A0CTYMNa K MAaWMHHbIM HOCUTENAM U XPAHALLMMCA Ha
HUX MEepCOHaNbHbIM AaHHbIM, a TaKXe HeCaHKUWOHWPOBAHHOE WUCMOJIb30BaHWE CbEeMHbIX MaLUUHHbIX
HOCUTeNen NepcoHaNbHbIX AaHHbIX.

8.5. Mepbl no pernctpaumm cobbiTnii 6esonacHOCTM AO0MKHbI obecneumBaTe cbop, 3anuch,
XPaHeHWe 1 3aWnTy MHGOpPMaUnmM o cobbiTMAX 6e30NacHOCTU B MHPOPMALMOHHON CUCTEME, @ TaKKe
BO3MOXHOCTb MPOCMOTpPA U aHA/IM3a MHPOPMALLMM O TaKMUX CODBITUAX U pearMpoBaHme Ha HUX.

8.6. Mepbl N0 aHTUBMPYCHOM 3alLMTe A0MKHbI 0becneymBaTb 06HApYKeHME B MHPOPMALLMOHHOM
cucTeMe KOMMbIOTEPHbIX NPOrpamm AnMbo MHOWM KommbloTepHON MHbOPMAUUKM, NpeaHasHaYeHHOW A
HECaHKLUVOHUPOBAHHOIO YHUUTOXEHUA, 610KNPOBaHMA, MoandUKaLMM, KOMMPOBAHUSA KOMMbIOTEPHOM
MHGOPMALMM WUAN HEeUTpanus3aumm CcpeacTB 3awmTbl MHPOPMAUMM, a TaKKe pearmpoBaHMe Ha
OBHapyKeHUe 3TUX NPOrpamm U UHbopMaLuu.

8.7. Mepbl no o6HapyKeHUO0 (NpeaoTBPALLEHMIO) BTOPMKEHWIA A0/MKHbI  obecneynBaTtb
ob6HapyKeHne AelcTBUiA B MHPOPMALMOHHON CUCTemMe, HaMpaB/ieHHbIX Ha HECAaHKUMOHWPOBAHHbIN
AocTyn K uHOOpMauMM, chneuuanbHble BO3AEWCTBMA Ha WHPOPMAUMOHHYIO cuctemy w  (mManm)
NepcoHanbHble AaHHble B LENAX A06bIBaHWA, YHUUTOXKEHUA, UCKAXKEHUA U BAOKMPOBaHMA AOCTyna K
NepcoHaNbHbIM AaHHbIM, @ TaK}Ke pearmpoBaHue Ha 3TU AeACTBUA.

8.8. Mepbl MO KOHTpoA (aHanM3y) 3aWMLWEHHOCTM NEepPCoHaNbHbIX AAHHbIX  AOMXKHbI
obecneumBaTb KOHTPO/Ib YPOBHS 3ALUMLLEHHOCTU TMEPCOHANbHbIX AaHHbIX, 0bpabaTbiBaembiX B
MHPOPMALMOHHON cuCTEME, MYyTEM MNPOBEAEHUA CUCTEMATUUYECKUX MEPOnpUATMIA MO  aHanusy
3aLUMLLEHHOCTY MHOOPMALMOHHOW CUCTEMBI U TECTUPOBAHUIO PabOTOCMOCOBHOCTM CUCTEMbI 3aLLUTHI
NepPCOHa/IbHbIX AAHHbIX.

8.9. Mepbl no obecneyeHunto UenoCTHOCTH I/IHCbOpN\aLI,VIOHHOI‘/JI CNCTEemMbl U NepCoHaNbHbIX OaHHbIX
AO/KHbI obecneuunBaTb o6Hapy>KeHMe d)aKTOB HeCaHKUMNOHNPOBAHHOIo HapyweHunAa UenoCTHOCTU
MHd)OpMaLLMOHHOVI CUCTEMbI N coaepKalnxca B Hel NepCOHaNIbHbIX AdHHbIX, @ TaKXe BO3MOXHOCTb
BOCCTaHOB/1IEHUA MHd)OpMaLI,MOHHOﬁ CNCTEMDI U coaepXKallnuxca B HeWn NnepCcoHaNbHbIX AaHHbIX.

8.10. Mepsbl no obecneveHuto AOCTYNHOCTU NepPCOHa/ibHbIX AaHHbIX A0/1XKHbI obecneunsaTtb
aBTOpM3OBaHHbIﬁ AOCTyn nonb3oBaTesnen, nmeruwmnx npasa No Ao0CTyny, K NepCoHa/ibHbIM AaHHbIM,



cogeprawmmea B MHPOPMALMOHHOM cUCTeMe, B LITATHOM pexume  PYHKLMOHMPOBAHUA
MHPOPMALMOHHOM CUCTEMBI.

8.11. Mepbl No 3awWmuTe cpedbl BUPTYanu3auuMm AO0/KHbI UCKAOYATb HECAHKLMOHUPOBAHHbLIN
JOCTYM K NepcoHanbHbIM AaHHbIM, 06pabaTbiBaemMbiM B BUPTYasbHOW MHPPACTPYKTYpe, MU K
KOMMOHEHTaM BUPTYyanbHON MHPPACTPYKTYpPbI U (MAKn) BO3AENCTBME Ha HUX, B TOM YMC/IE K CpeacTBam
ynpaBaeHna BUPTYyasibHOW MHPPACTPYKTYPOMN, MOHUTOPY BUPTYasIbHbIX MaLlMH (rMnepBu3opy), cucteme
XPaHEHMs [OaHHbIX (BKAOYAA CUCTEMY XpaHeHUss 06pa3oB BUPTyanbHOW WMHOPACTPYKTYPbI), CeTU
nepefaum [AaHHbIX 4Yepes3 3/eMeHTbl BUPTyaNbHON WUAU GU3NYECKON WHOPACTPYKTYpbl, FOCTEBbLIM
OonepaLmMoHHbIM CUCTEMAM, BMPTYasibHbIM MalMHAM (KOHTeiHepam), CUCTEME U CeTM pennKauuu,
TEPMWUHANIbHbIM W BUPTyaNbHbIM YCTPOMCTBAM, a TaKXe CUCTEME pPe3epPBHOr0 KOMUPOBAHUS W
CO34aBaeMbIM €10 KOMUAM.

8.12. Mepbl NO 3aWmTe TEXHUYECKMX CPEACTB AOMKHbI MCKAHOYATb HECAHKLMOHNPOBAHHbIN JOCTYN
K CTaLMOHApPHbIM TEXHWYECKUM cpeacTBam, ob6pabaTbiBaloLMM MEPCOHasbHble AaHHble, CPeacTBaM,
obecneunBaroWmMm GYHKLUUMOHUPOBAHME MHPOPMALMOHHOM cUCTeMbl (Aanee - cpencTBa obecneveHus
OYHKUMOHMPOBAHMA), U B MOMELLLEHUSA, B KOTOPbIX OHU NOCTOSIHHO PACMOJ/IOMEHbI, 3aLWUTY TEXHUYECKUX
CPeACTB OT BHELIHMX BO3AEWCTBUI, @ TaK¥Ke 3alUUTy NepCcoHasbHbIX AaHHbIX, NPeACTaBAEHHbIX B BUAE
MHGOPMATUBHbIX 3NEKTPUYECKUX CUTHANOB U GU3UYECKUX NONE.

8.13. Mepbl no 3awmrte UHPOPMALMOHHOM CUCTEMBI, €e CPeacTB, CUCTEM CBA3M U Nepenaudu
OAHHbIX  AO/IKHbI  obecneymBaTb  3aWMTy  MEPCOHANbHbIX  AaHHbIX MPU  B3aMMOAEWNCTBUM
MHGOPMALNOHHOM CUCTEMbBI MU €€ OTAE/bHbIX CErMEHTOB C MHbIMU MHPOPMALIMOHHBIMU CUCTEMAMM U
MHPOPMALUNOHHO-TENEKOMMYHUKALMOHHBIMU ~ CETAMM  NOCPEACTBOM  MPUMEHEHUA  apPXUTEKTYpPbI
MHOOPMALMOHHOM CUCTEMbI U MPOEKTHbIX PELUEHUIA, HanpaBaeHHbIX Ha obecneyeHne 6e3onacHoOCTU
NEePCOHANbHbLIX AaHHbIX.

8.14. Mepbl NO BbIABNEHMIO WMHUMAOEHTOB WU pearMpoBaHUIO Ha HWUX OOJIXKHbI obecneunsatb
06Hapy>1<eHme, VI,CI,EHTMd)MKaLI,VIlO, adaHa/n3 MHUNOEHTOB B MHd)OpMaLLMOHHOﬁ CUCTeme, a Takxke npunHatune
Mep No yCTpaHeHUO N npeaynpexXaeHnio NHUMOEHTOB.

8.15. Mepbl No ynpaBAeHUO KOoHpUrypaumein MHPOPMaLNOHHON CUCTEMbI U CUCTEMbI 3aLUUTHI
NEPCOHANbHbIX  [AaHHbIX AO/KHbI  obecneumBaTb ynNpaB/ieHWE M3IMEHEHUAMM  KOHPUrypaumm
MHPOPMALMOHHON CUCTEMbBI U CUCTEMbI 3aLUUTbl MEPCOHANbHbIX AAHHbIX, aHaAu3 MOTEeHUMAbHOTO
BO34ENCTBMA MNJAaHUPYEMbIX M3MEHEHUM Ha obecneyeHne 6e30NaCHOCTM MEPCOHaNbHbIX AaHHbIX, a
TaKXe JOKYMEHTUpPOBaHUE 3TUX M3MeHeHVIl7l.

9. Bblbop mep no obecneyeHuto 6e30NaCHOCTM NEPCOHA/bHbLIX AaHHbLIX, NOAJEXKaALMX
peanusaumm B MHOOPMALMOHHOW CUCTEME B pPaMKax CUCTEMbl 3alMTbl MEPCOHANbHbIX AAHHbIX,
BK/IOYAET:

onpeaeneHune 6asoBoro Habopa mep No obecneyeHno 6€30NaCHOCTM NEPCOHANbHbIX AaHHbIX ANA
YCTaHOB/IEHHOrO YPOBHA 3aLMLLEHHOCTM MEPCOHANbHbIX AaHHbIX B COOTBETCTBMM C 6a30BbiMM
Habopamu mep no obecrneyeHMto 6e30NACHOCTM MNEPCOHAJNbHLIX LAHHbIX, MNPUBEAEHHbIMU B
NPUNOXKEHUN K HAaCTOoALWLEMY JOKYMEHTY,

afjanTtauuio 6asoBoro Habopa mep no obecneveHuto 6€30MACHOCTU NEPCOHANbHBIX AAHHbLIX C
YUYETOM CTPYKTYPHO-PYHKLMOHANBHBIX XapaKTEPUCTUK MHPOPMALMOHHOM cuctembl, MHPOPMaALMOHHBIX
TEeXHO0rnM, ocobeHHocTeN PYHKLUMOHNUPOBAHMA MHGOPMALLMOHHOM CUCTEMBI (B TOM YMC/E UCKIOYEHUE
n3 6a3oBoro Habopa mep, HEMocpeacTBEHHO CBA3AHHbIX C MHPOPMALMOHHBIMM TEXHONOIMAMM, He
MCMONb3YEMbIMM B MHOPMaLMOHHOM cucTeme, nm CTPYKTYPHO-OYHKLMOHANbHBIMM
XapaKTEPUCTUKAMM, HE CBOMCTBEHHbIMW MHPOPMALMOHHOM cucTeme);

YyTO4YHEeHMe adanTUnpoBaHHOIoO 6a3oBoro Ha6opa mep no obecneyeHnto 6esonacHoCTH
NepCoOHaNbHbIX AdHHbIX C Yy4YeTOM He Bbl6paHHbIX paHee Mmep, npuBeaeHHbIX B MNPUNOKEHUN K



HacToAlemMy AOKYMEHTY, B pesynbTaTe 4Yero onpegenaiwotca mepbl no obecneyeHuto 6esonacHocTu
NepcoHaNbHbIX AAaHHbIX, HaMnpaB/ieHHble Ha HeWTPaNM3aLMio BCEX aKTya/bHbIX yrpo3 6esonacHocTu
NepcoHaNbHbIX AAHHbIX AN KOHKPETHON MHDOPMALMOHHOW CUCTEMbI;

OOMOJIHEHME YTOYHEHHOro afanTMpoBaHHOro 6asoBoro Habopa mep Mo obecneyeHuto
6e30MacHOCTM NepCcoHa/bHbIX AAHHbIX Mepamu, obecneymBaloWUMM BbINOAHEHWE TpeboBaHUI K
3allMTe MEepPCOHa/bHbIX [AaHHbIX, YCTAHOBAEHHbIMU MHbIMU HOPMATUBHbLIMM MNPABOBbLIMW aKTamu B
obnactn obecneyeHma 6€30NacHOCTN NEPCOHAJbHbIX AaHHbIX M 3aWMTbl UHGOPMALUK.

10. Mpu HEBO3MOMKHOCTM TEXHUYECKOM peanusauum OTAE/bHbIX BblOPaHHbIX Mep Mo
obecneyeHnto 6e30MaCHOCTM NEPCOHasbHbLIX AaHHbIX, a TaKXKe C Y4YeTOM 3KOHOMMYECKOM
uenecoobpasHOCTU Ha 3Tanax agantauum 6azoBoro Habopa mep U (MAKM) YTOYHEHUA agaNTUPOBAHHOMO
6asoBoro Habopa mep MoOryT paspabaTbiBaTbCA MHble (KOMMEHCUMpYOWMEe) Mepbl, HanpaBaeHHble Ha
HeMTPaNn3auMIo aKkTyaslbHbIX Yrpo3 6e30MacHOCTU NePCOHasbHbIX AaHHbIX.

B atom cnydae B xode pa3paboTKM CUCTEMbI 3alMUTbl MEPCOHabHbIX AaHHbIX OOMKHO 6biTb
nposeAeHo 06OCHOBaHME MPUMEHEHUA KOMMEHCUPYIOLWMX Mep Aaa obecrievyeHns 6e30MacHOCTU
NMepPCOHaNbHbIX AaHHbIX.

11. B cnyyae onpeaesieHNss B COOTBETCTBUM C TpeboBaHMAMM K 3aLLUTE NMEPCOHasIbHbIX MPU UX
0bpaboTke B MHGOPMALIMOHHBIX CUCTEMAX MEPCOHAJIbHbIX AAHHbIX, YTBEPXKAEHHbIMM MOCTAHOB/IEHNEM
MpaBuTenbcta Poccuiickon Pepepaunmn ot 1 Hosbpa 2012 r. N 1119, B KayecTBe aKTya/ibHbIX yrpos
6e30nacHOCTN NepcoHasbHbIX AaHHbIX 1-ro U 2-ro TMNOB AONONAHUTE/ILHO K Mepam no obecneyeHuto
6€30MacHOCTU MNEepPCOHaNbHbIX [aHHbIX, YKa3aHHbIM B MyHKTE 8 HACTOALWLIEro AOKYMEHTa, MOryT
NPMMEHATLCA CneayloLmne Mepbl:

NpoBepKa CUCTEMHOTO W (MAM) NPUKNAZHOTO NPOrpamMHOrO  obecneyeHus, BKAKOYAA
NPOrpaMmHbIA  KoZ, Ha OTCYTCTBME HeAEeKNapWMPOBaHHbIX BO3MOMKHOCTEW C WMCMNO/Jb30BaHWEM
aBTOMAaTU3MPOBAHHbIX CPeACTB U (Man) 6e3 CNob30BaHNA TaKOBbIX;

TecTupoBaHne MHGOPMaLLMOHHON CUCTEMbI HA MPOHNUKHOBEHWUS;

MCNo/ib30BaHWe B MHGOPMALMOHHOM CUCTEME CUCTEMHOIO U (MAKM) NPUKNAAHOTO NPOrpPamMmMHOro
obecneyeHus, pa3paboTaHHOIO C UCMO/Ib30BAHMEM METOA0B 3aALUMLLEHHOIO NPOrPaMMUPOBAHUS.

12. TexHMYeCKMe Mepbl 3alWMUTbl NEPCOHANbHbIX AAaHHbIX PEAM3YIOTCA NOCPEACTBOM NMPUMEHEHMSA
CPeAcCTB 3aWuTbl MHPOPMALUKM, B TOM YMCNe MNPOrpaMmHbIX (MporpamMmHo-annapaTHbIX) CPeacTs, B
KOTOPbIX OHWN peann3oBaHbl, UMeloWmUx Heobxoanmble GyHKLMM 6e30NacHOCTY.

Mpy MCNonb3oBaHUM B MHOOPMALMOHHLIX CUCTEMAx CEPTUOMLMPOBAHHLIX MO TpeboBaHUAM
6e30nacHOCTN MHPOPMaLMK CPEeACTB 3aLUUTbI MHOPMaLLUK:

B MHOOPMALIMOHHbIX cuctemax 1 ypoBHA 3alMLLEHHOCTM NEPCOHAbHbIX AAHHbIX MPUMEHAIOTCA
CpeacTBa 3alMTbl MHPOPMALMM He HuKe 4 Knacca M 4 ypoBHA [0Bepusa, a TaKKe cpeacTsa
BbIYMCINTENILHOM TEXHUKM He HUKe 5 Knacca;

(B pea. Mpukasa GCTIK Poccum ot 14.05.2020 N 68)

B MHGOPMALMOHHbIX CMCTEMaX 2 YPOBHA 3alUMLLEHHOCTU NEPCOHANbHbIX AAHHbIX NMPUMEHAIOTCA
CpeAacTBa 3alWMTbl MHPOPMALMM He HUKe 5 Knacca M 5 ypoBHA A0Bepus, a TaKKe CpeacTsa
BbIYUCANTENbHON TEXHUKM HE HUXKe 5 Knacca;

(8 pea. Mpukasa PCTIK Poccun ot 14.05.2020 N 68)

B MHGOPMALIMOHHbIX cMCTEMaX 3 YPOBHA 3aLMLLEHHOCTU NMEPCOHANbHbIX AAHHbIX NPUMEHAIOTCA
cpeacTsa 3almMTbl MHbOPMaLMKM 6 Kaacca M 6 YPOBHA O0BEPMA, a TaKKe CPefcTBa BblYMCAUTENbHOW
TEXHUKM HE HMXKe 5 Kiacca;

(B pea. Mpurkasa GCTIK Poccum ot 14.05.2020 N 68)
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B MHPOPMALMOHHbIX CMCTeMaX 4 YPOBHA 3aLUMLLEHHOCTU MepPCOHabHbIX AaHHbLIX MPUMEHSIOTCA
cpeacTsa 3awWmThl MHbOPMaLUMM 6 Knacca M 6 ypoBHA [0BEPUA, a TaKKe CPeACTBa BblYMC/INTENbHOM
TEXHUKM He HUKe 6 Knacca.

(B pea. Mpukasa GCTIK Poccum ot 14.05.2020 N 68)

Knaccel 3awmTbl onpefenAalTca B COOTBETCTBMM C HOPMATUBHbIMW MPABOBbIMW  aKTamw,
M34aHHbIMW B COOTBETCTBUM C noanyHKTom 13.1 nyHKTa 8 [MosioxkeHusa o PegepasibHOM cayxbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOAIO, YTBEPKAEHHOro Ykaszom [pe3naeHta Poccuiickom
depepaunm ot 16 asrycta 2004 r. N 1085.

YpoBHM p[oBepuA YCTAaHaBAMBAKOTCA B COOTBETCTBMM C TpeboBaHMAMM nNo 6e30nNacHOCTM
MHPOPMaLUK, YCTaHABAMBAOLMMM YPOBHU LOBEPUA K CPEACTBAM TEXHUYECKON 3aWMTbl MHPOPMALLMK 1
cpeactBam obecrneyeHns 6e30MacHOCT UHPOPMALMOHHBIX TEXHONOMUIA, YTBEPKAEHHBIMU MPUKA3OM
®CT3K Poccum ot 30 mronsa 2018 r. N 131 (3apeructpuposaH MuHioctom Poccum 14 Hosbpsa 2018 r.,
pernctpaunoHHbiii N 52686).

(ab3aL, BBegeH Mpukasom PCTIK Poccum ot 14.05.2020 N 68)

Mpu wncnonb3oBaHUM B  MHPOPMALMOHHBIX CUCTEMAX CPeACTB  3aWuTbl  MHPOPMaLUWK,
cepTMOMUMPOBAHHBIX MO TpeboBaHUAM 6e30nacHOCTU MHPOPMALMK, YKa3aHHble CPeacTBa AOJIMKHbI
6bITb  cepTMdUUMPOBAHbI Ha COOTBETCTBME 0b6A3aTeNbHbiM TpeboBaHMAM no 6e3onacHoOCTU
MHGOPMALUMM, YCTAHOBNEHHbIM HOPMATUBHbIMM MPABOBbIMM aKTaMU, UAM TPeboBaHUAM, YKa3aHHbIM B
TEXHUYECKMX YCNOBUAX (3aaaHMAX No be3onacHocTy).

®yHKLMM 6e30NacHOCTU CPeacTB 3aLLMTbl MHGOPMALIMM OONKHbI 0becneynBaTtb BbINOAHEHUE Mep
no obecneyeHno 6€30MacCHOCTU NEPCOHAbHBIX AaHHbIX, COAEPKALLMUXCA B HACTOALLEM AOKYMEHTE.

A63au yTpatun cuay ¢ 1 aHeapa 2021 roaa. - NMpukas CTIK Poccum ot 14.05.2020 N 68.
(n. 12 B pea. MNpukasa ®CTIK Poccum ot 23.03.2017 N 49)

13. Mpn ncnonb3oBaHUN B MHPOPMALMOHHBIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUI U
BbISIBJIEHUN [ONONAHUTE/NbHBIX Yrpo3 6e30MacHOCTM MEePCOHANbHbIX AaHHbIX, A8 KOTOPbIX He
onpegeneHbl mepbl obecneyeHns ux 6e30nacHOCTU, AOJKHbI pa3pabaTbiBaTbCA KOMMEHCUpYyOLMe
Mepbl B COOTBETCTBUM C NYHKTOM 10 HacToALLero AOKYMeHTa.

MpunoxkeHune

K CocTaBy U cofepiKaHuto
OpPraHM3aUMOHHBIX M TEXHNUYECKUX
mep no obecneyeHnto 6esonacHoCTH
NepPCOHANbHbIX AaHHbIX MPU UX
06paboTke B MHPOPMALMOHHbIX
CUCTEMAX NEPCOHA/bHbIX AAaHHbIX

COCTAB U COAEPXAHUE
MEP MO OBECNEYEHNIO BE3SOMACHOCTU NEPCOHAJIbHbLIX AIAHHbIX,
HEOBXOAUMbIX 419 OBECNEYEHUA KAXAOIO U3 YPOBHEMN
SALUMUEHHOCTU NEPCOHAJIbHbIX AAHHbIX

YcnosHoe Cop,epmaHme mep no obecneyeHunto 6esonacHOCTH YpPOBHM 3aWMLLLEHHOCTH
ob603HauyeHune nepCcoHabHbIX AaHHbIX NnepCoHa/IbHbIX AaHHbIX
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N HOMEP Mepbl

4

|. UpeHTudunKauma n ayteHTUdUKaLMA cyOBEKTOB AOCTyNna 1 obbe

KTOB A0CTyna

(MAD)

NA®.1

NpeHTudMKauma 1 ayTeHTMdMKauMA Nonb3oBaTenei,
ABNAOWMXCA pabOTHMKaMM onepaTopa

+

+

NAD.2

NoeHTudMKauma n ayTeHTUOMKALMA YCTPOICTB, B TOM
yncae CTaunMoHaAPHbIX, MOBUNBHBIX U MOPTATUBHbIX

NAD.3

YnpasneHve wugeHtTUPMKatopamm, B TOM uucne
co3faHve, NnpuUcBOEHME, YHUUTOXKEeHMWe
naeHTMdMKaTopos

NAD.4

YnpaBneHve cpeactBamu ayTeHTMOMKauMM, B TOM
yncne XpaHeHue, BblAaua, WMHULMANM3aLMS,
6/10KMpOBaHME CPEACTB ayTeHTUOUKALMM U MPUHATUE
Mep B c/lydae yTpaTbl U (UAK) KoMnpomeTaLumm cpeacTs
ayTeHTUPUKaumm

NAD.5

3awmTa obpaTtHoM cBA3U npu BBOAE
ayTeHTUPUKaLMOHHON MHPopmaumm

NAD.6

NoeHTndMKauma mn ayTeHTUPUKaumMA nosib3oBaTesen,
He ABAAOWMXCA paboTHMKamM onepatopa (BHEWHUX
nosnb3oBatenemn)

. YnpaBneHue AocTynom cybbeKkToB A0CTyna K o6bekTam goctyna (YNA4)

yna.1

YnpasneHue (3aBegeHue, akTMBaums, 610KMpoBaHME U
YHUUYTOXEHMNE) YYETHbIMW 3aNUCAMKN NONb30BaTe e, B
TOM YMCNE BHELWHMX NOAb30BaTeNnein

+

+

yna.2

Peanunsauma HeobxoaMMbIX MEeTOL0B
(AMCKPELMOHHbIN, MaHAaTHbIA, PONEBOW WAU WHOWM
MeToA), TMMOB (YTeHWe, 3anucb, BbIMNONHEHME WU
WMHOM TUN) M NpaBUA pasrpaHMYeHUaA g4ocTyna

ynga.3

YnpasneHve (GuAbTpaLmMa, MapLLpPyTU3aLmMA, KOHTPOIb
coeaMHeHWI, ogHOHaNpaB/ieHHasa nepegaya U WHble
cnocobbl ynpasneHnn) MHGOPMALMOHHBIMWU MOTOKaMM
MeXKay YCTpoicTBaMu, cermeHTamMm MHGOPMaLMOHHOM
CUCTEMDBI, a TaK¥Ke Mexay WHGOPMaLMOHHbIMK
cuctemamm

yna.4

PasgeneHne nonHomouun (ponei) nonb3oBaTesnei,
aAMMHUCTPATOPOB n v, obecneynBatoLLmX
dYHKLMOHNPOBaHME NMHDOPMALIMOHHOM CUCTEMBI

yna.s

HasHayeHMe MUHMMaNbHO HeobXoAMMbIX MpaB W
nNpMBMAErUiA MONb30BATENAM, aAMMHUCTPATOPaM W
nmuam, obecneynBatowmm bYHKUMOHMpPOBAHME
MHGOPMALMOHHOW CUCTEMBI

yNnga.6

OrpaHuuyeHMe HeycnewHbIX MOMbITOK BXoAa B
NHPOPMaLMOHHYIO cuctemy (moctyna K




MHGOPMALMOHHOM cUCTEME)

yna.7

MpeaynpexaeHue nonb3oBaTens nNpu ero Bxode B
MHPOPMALMOHHYIO  cUcTemMy O TOM, YTO B
MHPOPMALMOHHOM cUCTEME peann3oBaHbl Mepbl Mo
obecneyeHunto 6e30MNacHOCTM NEPCOHasbHbIX AAHHbIX, U
0 HeobxoAMMOCTM  CcOobAOAEHMA  YCTAHOBJIEHHbIX
onepatopom NpaBun  06pPabOTKM  MepCoHasbHbIX
OaHHbIX

yna.8

OnoBeLLeHMe No0b30BaTeNA NOC/E YCNELWHOro BXo4a B
MHPOPMALMOHHYIO CUCTEMY O €ro npeablayLLem Bxoae
B MHOOPMALMOHHYIO CUCTEMY

yna.9

OrpaHuuyeHue Yncna napanfesibHbiX CeaHcoB AO0CTyna
ONA  KaXKaoW  yyeTHOW  3anmMcu  Nonb3oBaTens
MHPOPMaLMOHHOMN CUCTEMBI

yna.10

BfoKMpoBaHMe ceaHca AocTyna B MHGOOPMALMOHHYIO
cuctemy nocne YCTaHOBNEHHOTO BpPEMEHMU
6e3neicTeua (HEaKTMBHOCTM) MO/Ib30BaTeNs MAM MO
ero 3anpocy

yna.11

PaspeweHune (3anpeTt) AelcTBMIA NONb30OBaTesNEN,
paspeLleHHbIX 40 NAEHTUOUKALUKN U ayTEHTUPUKALUK

ynga.12

MNopaeprKka M coxpaHeHue aTpubyToB 6HesonacHocTu
(meTok 6e3onacHocTH), cBA3aHHbIX C MHOpPMaLMen B
npoLecce ee XxpaHeHMa n 06paboTkm

yna.13

Peanusauma 3allMUEHHOrO YyAafNeHHoro AocTyna
cybbeKkToB gocTyna K obbekTam pgocTyna Yepes
BHElWHWe MHOOPMALMOHHO-TENEKOMMYHMKALMNOHHbIE
cetu

yna.14

PernameHTaumMa W  KOHTPONb WCMNONbL30BAaHWMA B
MHGOPMALNOHHOM cucteme TEXHOI0MNA
6ecnpoBogHOro AocTyna

yng.15

PernameHTauMs M KOHTPO/Ib  WCMONb30BaHMA B
MHPOPMALMOHHOM cncTEME MOBUNbHBIX TEXHUYECKUX
cpeacTs

YNa.16

YnpasneHvue B3aMMoAeNCTBMEM C MHOOPMALMOHHbBIMU
CMCTEMaMM  CTOPOHHWUX  OpraHuM3auuii  (BHelwHue
NHPOPMALMOHHbBIE CUCTEMBI)

yng.17

ObecneyeHne  [OBEpPEHHOW  3arpyskM  cCpeacTts
BbIYUCUTENIbHON TEXHUKM

[Il. OrpaHMyeHme nporpammHoii cpeabl (OMC)

onc.1

YnpasneHve 3anyckom (obpalleHUsMM) KOMMNOHEHTOB
nporpaMmHoro  obecneuyeHus, B TOM  uucie
onpeaeneHne 3arnyckaemblXx KOMMNOHEHTOB, HAaCTPOWKa
NMapamMeTpoB 3anycka KOMMOHEHTOB, KOHTPO/Jb 33




3aNYyCKOM KOMMOHEHTOB NPOrpaMmHoro obecneyeHus

onc.2 YnpasneHue YCTaHOBKOW (uHCTannaumeit)
KOMMOHEHTOB NporpammHoro obecneyeHus, B TOM
yncne onpeaeneHMe KOMMOHEHTOB, MOAJ/eXKalmX
YCTAHOBKE,  HACTPOMKa  MapameTpoB  YCTaHOBKMU
KOMMOHEHTOB, KOHTPO/Ib 33 YCTAHOBKOM KOMMOHEHTOB
nporpammHoro obecneyeHusn

onc.3 YcTaHoBKa (MHCTannaumMsa) TONMbKO paspeLleHHoro K
MCNO/Ib30BaHMIO NPOrpammMHoro obecrneyeHus n (nam)
€ro KOMMOHEHTOB

onc.4 YnpaBneHve BpeMeHHbIMU daiiamu, B TOM 4ucne
3anpeT, pa3spelwleHue, MepeHanpaBieHne 3anucu,
yAaneHve BpemMeHHblIx dpaitnos

IV. 3aWmTa MalMHHbIX HOCUTEIEl NePCOHaNbHbIX AaHHbIX (3HU)

3HN.1 YyeT MalUMHHbIX HOCUTeNeN NepcoHanbHbIX AaHHbIX

3HWN.2 YnpasneHne [OCTYNOM K MAWWHHBIM  HOCUTENAM
NnepcoHanbHbIX SAHHbIX

3HN.3 KoHTpo/sb NepemMelyeHns  MaWMHHbIX  HOCUTenek
NepcoHanbHbIX AaHHbIX 33 Npeaesibl KOHTPOAMPYEMOIA
30HbI

3HU.4 McKnoyeHne BO3MOXHOCTM HECAHKLMOHMPOBAHHOIO

O3HAKOMNEHUA C  COAEpPMKaHWemM  MNepcoHasbHbIX
AaHHbIX, XPaHAWKUXCA Ha MAWUHHbLIX HOCUTENAX, U
(vnn)  wmcnonb3oBaHMA  HOCUTENEW NepPCcoHasbHbIX
AaHHbIX B UHbIX VIHd)OpMaLI,VIOHHbIX cnuctemax

3HWN.5 KoHTponb  ucnonb3oBaHuMAa  MHTepdelicoB  BBOAA
(eblBOAA) WHPOPMALMM HA MALUMHHbIE HOCUTENM
NepcoHaNnbHbIX AAaHHbIX

3HWN.6 KoHTponb BBOga  (BbiBOga) uvHbOpmauuMmM  Ha
MalUMHHble HOCUTENU NePCOHA/IbHbIX AaHHbIX

3HN.7 KOHTpO/Nb  MOAKAKYEHWA  MALWIMHHBLIX  HOCUTenen
NepcoHaNbHbIX AAaHHbIX

3HW.8 YHuutoeHne  (ctupaHue) wam  obesnmMumsaHue
NePCOHaNbHbIX AAHHbIX Ha MaLUMHHbIX HOCUTENAX Npu
UX nepefadye Mexay nosb30BaTeNsiMW, B CTOPOHHUE
opraHv3aumMy N PemoHTa UAWU YTUAU3ALMUK, a TaKkKe
KOHTpO/b YHUUTOXKEHUA (cTMpanus) nnu
obe3nnumsaHua

V. Peructpauus cobbituii 6esonacHoctu (PCB)

PCB.1 OnpegeneHve cobbiTMA Ge3onacHOCTM, noafexawmx| +
perucTpaLmn, U CPOKOB UX XpaHeHUA




PCB.2 OnpeaeneHne cocTaBa U cogep’kaHma uHoopmauum o| + +
cobbITnAX 6e30MacHOCTH, NoaNeXKaALUNX PETUCTPALMUM

PCBE.3 Cbop, 3anucb U xpaHeHWe MHPOpPMAUMKM O cobbiTmax| + +
6€30MacHOCTM B TeyeHWe YCTaHOBAEHHOro BPEMEHMU
XpaHeHus

PCB.4 PearmpoBaHue Ha cbou npu perucTpaumm cobbiTiit

6esonacHOCTM, B TOM uuC/le annapatHble WU
nporpammuble ownbKM, cbon B MexaHM3Max cbopa
MHPOpMauMM M AOCTUXEHMe  npegena  UAn
nepenosiHeHMA ob6bema (eEMKOCTH) NamaATK

PCB.5 MOHUTOPUHT  (MPOCMOTP, aHanmMs)  pesynbTaToB
perncrpauunm cobbiTuii 6e3onacHoOCTM N pearnpoBaHue
Ha HUX

PCB.6 FeHepupoBaHME  BPEMEHHbIX METOK U  (nan)
CUHXPOHM3aLMA CUCTEMHOTO BPEMEHMU B

MHGOPMAUMOHHOM cUCTemE

PCB.7 3awuTa MHbopMaunmn o cobbiTuax GesonacHoCTH + +

VI. AHTMBMpYCHas 3awuTa (AB3)

AB3.1 Peannsauns aHTMBUPYCHOM 3aLLNTbI + +

AB3.2 O6HoBNeHMe 6asbl AaHHbIX NMPU3HAKOB BPEAOHOCHbLIX | + +
KOMMNbIOTEPHbIX Nporpamm (Bnpycos)

VII. ObHapy:KeHue BTOp:KeHu (COB)

COB.1 O6Hapy»KeHe BTOPKEHNM

COB.2 O6HoBeHMe Ha3bl peluaroLLmnx Npasu

VIII. KoHTpoAb (aHanu3) 3almieHHOCTU NepCcoHasbHbIX gAaHHbIX (AH3)

AH3.1 BbiABneHue, aHanu3 yA3BMMOCTEN MHGOOPMALMOHHOWN +
cUCTEMbl M OMepaTMBHOE  YCTpaHeHWe  BHOBb
BbIAB/IEHHbIX YA3BMMOCTEMN

AH3.2 KOHTpoNb YyCTaHOBKM OBHOBAEHWI nNporpammHoro| + +
obecneyeHnn, BKIOYas OOHOBNEHWE NPOrPaMMHOrO
obecneyeHuns cpeacTs 3aWwnTbl MHGOPMALUM

AH3.3 KoHTposb pabotocnocobHoCTH, napameTpoB +
HacTPOMKM U NPaBUNLHOCTU  OYHKUMOHUPOBAHMA
nporpamMmHoro obecneyeHus W CPeACTB  3alUMTbI

nHpopmauunm

AH3.4 KoHTponb cocTtaBa TeXHUYECKNX cpencTs, +
nporpammHoro obecnevyeHns W cpeacTB  3aWmThI
nHbopmaumnm

AH3.5 KOHTpoAb NpaBuMA reHepauum U CMeHbl naponen




nonb3oBaTesniell, 3aBeAeHWUA W YOANEHUs  YYeTHbIX
3anuceit  nosnb3oBaTtenen, peanusauMM  NpPaBwA
pasrpaHMyeHnn 4oCTyna, NoJIHOMOYMI Nob3oBaTenemn
B MHOOPMALIMOHHOM cucTeme

IX. Obecney

eHune UeoCTHOCTH VIHd)OpMaLI,VIOHHOl‘/JI CNCTEMbI N NepPCoOHabHbIX AaHH

bIx (OUN)

ounl

KOHTpONb LENOCTHOCTM MPOrpamMmmMHOro obecneyeHus,
BK/ItOYas NporpammHoe obecneyeHune cpeacTs 3amThl
nHpopmauum

oun.2

KOHTPO/b  LEeNOCTHOCTU  MepPCOHaNbHbIX  AAHHbIX,
coaepKawmxca B 6asax AaHHbIX MHOOPMALMOHHOM
cucTembl

oun.3

ObecneyeHune BO3MOKHOCTU BOCCTaHOBNEHMWA
nporpaMmmHoro obecneyeHus, BKAOYas NPOrpammHoe
obecneyeHne cpeacTB 3awWwmTbl MHPOPMaLMK, NpK
BO3HWKHOBEHWWN HELWITATHbIX CUTYaLMiA

oun.a

O6Hapy)KeHMe M pearMpoBaHWE Ha MOCTYMNAeHWE B
MHPOPMALNOHHYIO cuctemy HesanpawmnBaembix
3/IEKTPOHHbIX Cco0bWeHnt (nMcem, AOKYMEHTOB) U
NHOW MHbopmaunm, He oTHOCALWMXCA K
GYHKUMOHUPOBAHUID  MHPOPMALMOHHOM  CUCTEMDI
(3awmTa ot cnama)

oun.s

KoHTposib copepkaHnsa nHbopmauum, nepeaaBaemon
M3  WMHOOPMALMOHHOW  cUCTEeMbl  (KOHTEMHEpPHbIN,
OCHOBAHHbIN Ha cBOWCTBax obbeKTa goctyna, u (Mam)
KOHTEHTHbIN, OCHOBAHHbIN Ha MOWUCKEe 3anpeLLeHHON K
nepefaye MHGOPMALUM C UCMOSAb30BAHMEM CUTHATYD,
MacokK W  MHbIX  METoZOoB), U  WUCKAIOYEHUEe
HenpaBoMepHOM nepegauu MHbOpPMauum us3
MHPOPMALNOHHOM CUCTEMDI

oun.e

OrpaHuyeHve npasB nosb3oBaTenell NO  BBOAY
MHbOPMaLUK B MHPOPMALIMOHHYIO CUCTEMY

ous1.7

KOHTPONb  TOYHOCTWM, MOJIHOTbI WU  NPaBUAbLHOCTU
AadHHbIX, BBOAUMbIX B VIHd)OpMaU,VIOHHYPO cncremy

oun.s

KoHTponb owmnbOYHbIX AENCTBMIA nosb3oBaTenei no
BBOAY M (MM) nepegadye NepcoHaNbHbIX AaHHbIX W
npeaynpexaeHve nonb3oBateneir 06 oOWMOOYHbIX
aencremax

X. ObecneyeHune AOCTYNHOCTN NepCOHaIbHbIX AaHHbI

x (04T)

oar.1

Mcnonb3oBaHue 0TKa30yCTOﬁqMBbIX TEXHUYECKUNX
cpeacrte

OAT.2

PesepBupoBaHue TEXHUYECKMX cpeacrTs,
nporpamMmHoro obecneyeHus, KaHafoB nepegayu
nHdopmaumm, cpeacTs obecneyeHnn




bYHKLMOHNPOBAHMA MHPOPMALLMOHHOM CUCTEMBI

oAr.3

KoHTponb 6e30TKa3Horo dYHKUMOHMPOBaHMWSA
TEXHUYECKUX CPeACTB, OBHApy)KeHWe M JoKanusauus
OTKa3oB OYHKUMOHWPOBAHMA, MPUHATME Mep o
BOCCTAHOBJ/IEHMIO  OTKAa3aBLWIMX  CPeactB U WX
TecTupoBaHue

oAaT.4

I'Iepmop,w-lecr(oe pe3epBHOE KonnposaHune
NEePCOHANbHbIX AadHHbLIX Ha pe3epBHbleé MallNHHbIE
HOCUTENN NepCOHaANIbHbIX AAaHHbIX

oAr.5

ObecneyeHune BO3MOKHOCTU BOCCTaHOB/IEHUSA
MepPCoOHaNbHbIX AaHHbIX C PEe3epPBHbIX MALMHHbIX
HOCUTE/lei NepPCoHaNbHbIX AAHHbIX (Pe3epBHbIX KOMuii)
B TEYEHME YCTAaHOB/IEHHOIO BPEMEHHOI0 MHTEPBANa

XI. 3awmTa cpeapl BupTyanusaumm (3CB)

3CB.1

NoeHTUdMKauma un  ayTeHTMdMKAumMA  cybbekToB
JocTyna W 0ObeKTOB A0CTyna B  BUPTYa/bHOM
MHOPACTPYKTYpe, B TOM 4uUC/le agMMHUCTPATOPOB
ynpasneHua cpeacTsaMm BUPTyannsaLumm

3CB.2

YnpasneHne A0CTynom cybbeKkToB AoCTyna K o6beKkTam
[0CTyna B BUPTyasibHON MHDPACTPYKTYPE, B TOM YucCie
BHYTPU BMPTYa/IbHbIX MALUMH

3CB.3

Pernctpauma cobbiTii 6€30NacHOCTM B BMPTYasbHOM
MHPPACTPYKTYpe

3CB.4

YnpasneHve (dunbTpaLma, maplupyTM3aumsa, KOHTPOIb
coeguHeHus, OfiHOHanpaBaeHHasnA nepezava)
NOTOKaMu  MHPOPMaLMU  MeKAY KOMMOHEHTaMMU
BMPTYaNbHOM MHPPACTPYKTYPLI, @ TaKKe No nepumeTpy
BUPTYaNbHOM MHPACTPYKTYpPbI

3CB.5

[loBepeHHaa 3arpyska CcepBepoB BMPTya/M3aumm,
BMPTYanbHOM MalWMWHbl  (KOHTeMHepa), cepBepoB
ynpaB/ieHuna BUpTyanmsaumei

3CB.6

YnpaBneHuve nepemelleHMEM BUPTyasbHbIX MaLUKUH
(KoHTeliHepoB) M 06pabaTbiBaEMbIX HA HUX AaHHbIX

3CB.7

KOHTPO/b LLeNOCTHOCTU BUPTYanbHOM MHPPACTPYKTYpPbI
N ee KoHoUrypaumm

3CB.8

PesepBHOE KOMMpOBaHME [aHHbIX, PEe3epBMPOBAHME
TEXHWUYECKMX CpeacTs, NpPOrpaMmMHoro obecnevyeHus
BMPTYanbHON MHOPACTPYKTYPbI, a TaKKe KaHaN0B CBA3U
BHYTPU BUPTYanbHOW MHPPACTPYKTYpPbI

3CB.9

Peanusauma v ynpasneHve aHTUBUPYCHOWM 3alLMTOM B
BMPTYa/NbHOM MHpPACTPYKType

3CB.10

PasbueHne  BMpTyanbHOM  MHGPACTPYKTYpPbl  Ha




CErMeHTbl (cermeHTMpoBaHMe BMPTYyaNbHOW
MHOPACTPYKTYpbl) Ana  06paboTKM  nepcoHasnbHbIX
JaHHbIX OTAe/bHbIM Mo/ab30oBaTenem M (Mau) rpynnow
nosib3oBaTtesel

XIl. 3awmTa TexHu4yecknx cpeacts (3TC)

3TC.1

3awuTa nHbopmaumuy, obpabatbiBaemoli
TEXHWUYECKMMW  CPeacTBaMK, OT €ee  YTeuyku Mo
TEXHWMYECKMM KaHanam

3TC.2

OpraHusauma KOHTPOJIMPYEMOM 30HbI, B npeaenax
KOTOPOM MOCTOAHHO Pa3sMELLAlTCa CTalMOHapHble
TexXHUYyecKue cpeAacTsa, obpabaTtbiBatowme
nHpopmaumio, U cpeactsa 3awmtbl MHGopMauuu, a
TaK»Ke cpencTsa obecneyeHma PyHKUMOHUPOBaAHMUA

3TC.3

KoHTponb W ynpaBneHne ¢usmMyeckum [OCTyrnom K| +
TEXHUYECKMM  CpeacTBaM,  CpeacTBam  3alUWTbI
nHpopmaymu, cpeacTeam obecneyeHus
OYHKUMOHMPOBAHMA, a TaKXKe B MOMeWeHna U
COOPY)KEHUS, B  KOTOPbIX OHM  YCTAHOB/IEHbI,
WCKNtOYalOWMe HECAHKUMOHMPOBAHHLIA  GU3NYECKUI
JOoCTyn K cpeactBam  06paboTkn  MHbopmaumm,
cpeacTBam  3awuTbl  MHbOpMaLMM U cpeacTBam
obecneyeHns ¢GyHKUMOHMPOBAHUA WMHPOPMALLMOHHOM
CUCTEMDbI, B TOMELLLEHUS U COOPYKEHMSA, B KOTOPbIX OHM
YCTaHOB/IEHDI

3TC.4

PasmeleHne ycTpolcTB BbiIBOAA (OTObparkeHus)| +
nHbopmaumu, UCKAoYatoLwee ee
HECaHKUMOHMPOBaHHbIA NPOCMOTP

3TC.5

3aWwuTa OT BHELWHWX BO3AelNCcTBMIA (BO3AeNCTBUIA
OKpy:KatoLen cpeapbl, HecTabunbHOCTU
3/1IeKTPOCHAbKeHMA, KOHAWULUMOHMPOBAHMA U UHbIX
BHELWHNX GpaKkTopoB)

XIll. 3awmTa HGOPMALLMOHHOM CUCTEMBI, €€ CPEACTB,
CUCTEM CBA3U M Nepeaaun aaHHbix (3UC)

3nC.1

PasgeneHue B HGOpMaUMOHHON cucTeme GYHKLUUI Mo
ynpasneHuto (aaMUHUCTPUPOBAHMIO)
MHPOPMALMOHHOM cucTemon, ynpas/eHuto
(aaMUHUCTPUpPOBaHMIO) cucTemol 3aLnTDI
NMEPCOHANbHbIX [AaHHbIX, ¢YHKUMIA no obpaboTke
NMepPCOHaNbHbIX  AAHHbIX n MHbIX  QYHKUMI
MHPOPMALNOHHOM CUCTEMDI

3M1C.2

MpenoTBpalleHne  33a4EPXKKM  UAW  MpepbiBaHUSA
BbIMNO/IHEHNA MPOLECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI NPOLLECCOB C HU3KMM NPUOPUTETOM

3UC.3

ObecneyeHune 3alnTbl NEPCOHa/IbHbIX AadHHbLIX OT +
PacKpbITUA, MOAVId)I/IKaLI,I/IVI M HaBA3blBaHUA (BBO,CI,a




NIOXKHOW MHbOpPMaUMK) Npu ee nepegaye (Nnoarotoeke
K nepefaye) No KaHanam CBA3M, MMEIOLWUM BbIXOJ, 3a
npegenbl KOHTPOAMPYEMOM 30Hbl, B TOM uucne
6ecnpoBoAHbIM KaHanam CBA3N

3ncC.4

ObecneyeHre foBepeHHbIX KaHana, MapLlipyTa Mmexay
aJMUHUCTPATOPOM, NONb30OBaTeENEM U CpeacTBamm
3aWmThl  MHPopmaumn (GyHKUMAMKM Be3onacHOCTU
CpeAcTB 3aWmuTbl MHPOpPMaLMK)

3NC.5

3anper HeCaHKUMOHMPOBAHHOW yAaNEeHHOM aKTUBaLUMK
BUOEOKAMEpP, MUKPOPOHOB U UHbIX nepudepuitHbix
YCTPOMCTB, KOTOPble MOTYT aKTUBMPOBATLCA YAa/IEHHO,
M onoselleHMe nosib3oBaTesien 0b akTMBaUUU TaKuX
YCTPOMCTB

31C.6

Mepegaya WM KOHTPOAb  LLENOCTHOCTM  aTpubyTos
6esonacHocTM (MeToK 6e30MacHOCTU), CBA3AHHbIX C
NepcoHanbHbIMU AaHHbIMU, NTPU 06MEHE MU C UHBIMMK
MHPOPMaLMNOHHBIMU cUCTEMaMU

3nC.7

KOHTPO/Ib  CaHKLMOHMPOBAHHOIO W  UCK/IOYEHMUE
HECaHKUMOHMPOBAHHOTO WMCMO/b30BAaHUA TEXHOIOMMA
MOOUIBHOTO KOAa, B TOM YMC/IEe PerucTpaumns cobbitmi,
CBA3aHHbIX c NCNO/Ib30BaHMEM TEXHOJIOTUM
MOOMNbHOTO KOZa, MX aHa/M3 W pearMpoBaHWe Ha
HapyLweHus, CBA3aHHblEe o NCNo/Ib30BaHMEM
TeXHo0rnM MmobunbHOro Koaa

31C.8

KOHTPONb  CAaHKUMOHMPOBAHHOIO U UCKIOYEHUE
HECaHKLUVOHUPOBAHHOIO MCMOJ/Ib30BaHUA TEXHONOMMM
nepefayvm peyun, B TOM 4YMC/e perucTpauma cobbiTUi,
CBA3AHHbIX C MUCMNO/Ib30BaHMEM TEXHO/IOMMI Nepeaayu
peyn, WUX aHaAu3 M pearMpoBaHME Ha HapyLleHus,
CBA3aHHbIE C MCNO/Ib30BAHMEM TEXHO/IOMMI Nepesayn
peun

31nC.9

KOHTPO/Mb  CaHKUMOHWPOBAHHOW U WCK/OYEeHUe
HeCaHKLMOHWPOBaHHOM nepegauu
BUAEOUHOOPMALMKN, B TOM UUCAEe  perncrpauus
cobbITWIA, CBA3aHHbIX C Nepeaayeli BugeonHdbopmaumm,
WX aHa/N3 U pearMpoBaHUE Ha HapyLUeHWs, CBA3aHHbIe
C nepefaven sBugeonHpopmaLmm

31C.10

MoaTeepxaeHue NPOUCXOXKAEHUA MCTOYHMKA
MHpOpMaLMK, Noay4aemon B NpoLecce onpeneneHms
ceTeBblX aApecoB MO CETeBbIM WMMEHam  MAu
onpeaeneHna CeTeBbIX UMEH No CeTeBbIM agpecam

31C.11

ObecneyeHne MNOAJAMHHOCTM CETEBbIX COEAMHEHWUN
(ceaHcoB B3aMmoAeincTBMA), B TOM YMcCae AN 3aWuTh
OT NOoAMEHbI CETEBbIX YCTPOWCTB 1 CEPBUCOB

31C.12

MckntoveHune BO3MOXHOCTU OoTpUuLUaHnA
nosib3oBaTenem d)aKTa OTNpaBKHU NnepCcoHabHbIX




AaHHbIX Apyromy nosib3oBaTeNto

31C.13 UcknoveHue BO3MOXHOCTHU oTpuuaHuA
nosnb3oBatenem ¢GakTa MOAYYEHUS MNEPCOHANbHbIX
JaHHbIX OT Apyroro noab3oBaTtens

31nC.14 Mcnonb3oBaHME YCTPOWMCTB TEPMMHANbHOMO A0CTyNa
ana 06paboTKM NepcoHabHbIX JAHHbIX

31C.15 3awmTa apxmeHbIX ¢ainnos, NapameTpoB HACTPOMNKMK
CpeacTB  3alWMTbl MHPOPMALMM WM MPOrPaMMHOIO
obecneyeHMs W WHbIX JaHHbIX, He MoANeXKalmX
M3MEeHeHuto B npouecce 06paboTKM NepcoHaNbHbIX
OaHHbIX

31C.16 Bbiasnenue, aHanu3 " 610KMpoBaHUe B
MHOOPMALUMOHHOM  CUCTEME  CKPbITbIX  KaHasoB
nepeaaun MHpopmaumm B 06xoa peannusoBaHHbIX Mep
WM BHYTPU Pa3peLLeHHbIX CETEBbIX MPOTOKO/0B

31nC.17 PazbueHne MHPOPMALMOHHON CUCTEMbI Ha CErMeHTbI
(cermeHTMpoBaHWE WHPOPMALMOHHOW CUCTEMBI) WU
obecneyeHne  3aWMUTbl  MEPUMETPOB  CErMEHTOB
MHPOPMALNOHHOM CUCTEMDI

31C.18 ObecneyeHune 3arpyskn U UCNOJHEHMA NPOrPAMMHOrO
obecneyeHns C MalMHHbIX HOCUTENEN NEePCOHANbHbIX
OAHHbIX, AOCTYMHbIX TONbKO ANA YTEHUA, U KOHTPOJb
LEeNOCTHOCTM AAaHHOr0 NporpammHoro obecneyeHms

31C.19 M3onaums npoueccoB (BbINONHEHME Mporpamm) B
BblAgeleHHON 061acTM NamaTh

31C.20 3awuTa 6ecnpoBOAHbIX COEAUHEHUIA, NPUMEHSAEMbIX B
MHPOPMALNOHHON cucTeme

XIV. BbisiBNeHWE MHUMAEHTOB 1 pearnposBaHue Ha Hux (MHLL)

MHL.1 OnpepeneHne nuul, OTBETCTBEHHbLIX 3a BblABAEHMWE
MHUNOEHTOB U pearnpoBaHne Ha HUX

MHL,.2 ObHapy)KeHue, uaeHTUGMKauMa W perncrpaums
WHUWAEHTOB
MHL.3 CsoeBpemeHHOe nHbOpMMpOBaHUE anu,

OTBETCTBEHHbIX 3a BblABN1EHNE MHUMNAOEHTOB n
pearnposaHne Ha HUX, 0 BOSHUKHOBEHUU UHUNOEHTOB
B I/IHCI)OpMaLI,MOHHOﬁ cucreme  nonb3oBatenAMn U
AOMUHUCTPATOPaAMMU

MHU.4 AHann3 MWHUMAOEHTOB, B TOM 4ucCae onpegeneHue
WUCTOYHMKOB M NPUYMH BO3HUKHOBEHUA UHLWUAEHTOB, a
TaK¥Ke OLeHKa UX NocneacTBuit

MHLU.5 MpuHATME Mep N0  YCTPAHEHMIO  NOCAeacTBUM
WHUWAEHTOB




MHL.6 MnaHnpoBaHne N NPUHATME Mep NO NPeaoTBPaALLEHUIO + +
NMOBTOPHOIO BO3HMKHOBEHUA MHUUAEHTOB

XV. YnpasneHue KoHourypaumeit MHGOPMALUNMOHHOM CUCTEMbI U CUCTEMBI 3aLLUTbI MEPCOHANbHbIX

AaHHbIX (YKOD)
YK®.1 OnpeaeneHne nuL, KOTOpPbIM paspeLleHbl AeNCTBUS Mo + + +
BHECEHUIO N3MeHeHU B KoHbuUrypaumio

MHq)OpMaLI,MOHHOVI cncrembl M CUCTEMDLI  3aWNTDbI
NepCoHaNbHbIX AaHHbIX

YK®.2 YnpasneHue U3MEeHeHUAMMU KOHUrypaumum + + +
WHOOPMAUMOHHOM CUCTEMBI M CUCTEMbI  3aLMUTHI
NnepcoHaNnbHbIX JAHHbIX

YK®.3 AHann3 noTeHUMaNbHOro BO34ENCTBUS MAAHUPYEMbIX + + +
U3MEHEHUA B  KOHOUrypauum  UHGOOPMaALNOHHOWM
CUCTEMbBI U CUCTEMbI 3aLUUTbl NEPCOHA/bHbBIX AAHHbIX
Ha obecneyeHWe 3alWUTbl MNEPCOHAMbHbIX AAHHbLIX M
corsiiacoBaHue U3MEHEHUN B8 KoHdUrypaumm
MHOOPMALMOHHOM CUCTEMBI C AONKHOCTHBIM JINLOM
(paboTHMKOM), OTBETCTBEHHbIM 3a obecnevyeHue
6€30MacHOCTN NePCOHA/bHbIX AaHHbIX

YK®.4 [JoKymeHTUpoBaHUe  WHbopmauumn  (AaHHbIX) 06 + + +
M3MEHEHMAX B KOHPUrypauum MHPOPMALMOHHOM
CUCTEMbI U CUCTEMBI 3aLLMTLI NEPCOHANbHbIX AaHHbIX

"+" - mepa no obecneyeHnto 6€30MNaCHOCTU NEPCOHA/NbHBIX AAHHbIX BKAOYEHA B 6a30BbIi Habop
Mep AN COOTBETCTBYIOLLENO YPOBHA 3aWMWEHHOCTU NEPCOHANbHBIX AaHHbIX.

Mepbl no obecneyeHnto 6e30MaCHOCTU NEPCOHANbHBIX AAHHbIX, HE 0603HaYeHHble 3HaKom "+,
NPUMeHsOTCA Npu aganTauum 6a3osoro Habopa mMep U YTOUHEHUU aAanTMPOBaHHOro 6a3oBoro Habopa
Mep, a TaKXe nNpu paspaboTke KOMMNEHCUPYOLWMX Mep No obecneyeHMto 6e30NacHOCTM NepPCcoHasbHbIX
OaHHbIX.




