AAMUHUCTPAILIVIA TOPOAA KOBPOBA
BAAAVIMUPCKOM OBAACTU
YIIPABAEHUE OBPA30OBAHUA

ITPMMKA3

«06» man 2024 Ne 257
Kospos

OO0 yTBep:KIeHHH JOKYMEHTOB N0 3auluTe HH(popMaHH

B COOTBETCTBHH C JEHCTBYIOIIMM 3aKOHOAATeNbcTBOM Poccuiickoit Denepalinu o
samure wHGOpManuHM, ¢ IUenblo obecrmedeHus OesomacHocTH MHbOpMalmMH M
nepconansHbix gaHHeX (ITJJH) ynpaBneHus oOpa3oBaHUS aIMHUHHCTPalliM Iopoja
KoBpoBa (ajiee 1o TeKCTY — YIIpaBJIeHHE) 1 P H K 2 3 bl B 2 10:

1. VYTBepauTh cleayrolue JOKYMEHTEI:

1.1. TlonmmTuky ympaBienus oOpa3oBaHusi agMHUHHCTpaimu ropoga Kosposa B
oTHOImeHNH o6paboTky uHbopmarwu u [1/Ta cormacHo mpunoxenuo Ne 1;

1.2. HucTpyKuuio o paboTe M0Ib30BaTeNs B TOCY IaPCTBEHHBIX, peTHOHAIBHBIX U
ABTOMATH3UPOBAHHBIX WMH(MOPMALIMOHHBIX CHCTEMaX, HCIIOJNB3YEMbIX B YIPaBICHUM
06pa30BaHus aIMUHKUCTpAIUK ropoa KoBposa coriacHo IpuioKeHuo Ne 2;

1.3. MHCTPYKUMIO TII0 OpraHM3alldd aHTHBHPYCHOW  3alIUTEl  COIJIACHO
npunoxeHuro Ne 3;

1.4, VIHCTPYKIUIO TI0 IPUMEHEHHIO NTaPOJIEHOM IIOJIUTHKH COTTIACHO IIPUI0KEHHIO
Ne 4;

1.5. TlepeueHr WH(OPMALMOHHBIX CHCTEM B yIpaBIeHWHM O0Opa3soBaHHA
aqMUHHCTpanuud ropoma Koepoa s 00paGoTKM — IMEPCOHANBHBEIX  JAHHBIX W
COIyTCTBYyIOIIEH MHGMOPMAIMH, HE COCTABILIONIEH TOCyJapCTBEHHYIO TaiHYy, COINIACHO
IIPUIIOXKEHHIO Ne 5;

1.6. IlonoxeHHue IO 3alIUTe UHOOPMALMU B FOCYIapCTBEHHON HHPOPMAITHOHHOM
cucreMe «PervoHaNbHBIA CErMEHT eIuHOM (elepalbHOM MEXKBEIOMCTBEHHON CHCTEMBI
yueTa KOHTHHTEHTa OOYHYalOIIUXCs II0 OCHOBHBIM 0O0pa3oBaTelbHBIM IPOrpaMMaM M
JIOTIOHATEIFHBIM 00IIe06pa30BaTeIbHEIM IPOrpaMMamMy COTTIaCHO MPHIoxkeHw0 Ne 6;

1.7. MeroauKky ¥ aKkT OIpeleNeHHs Kiacca 3aIlUIICHHOCTH rOCYIapCTBEeHHOM
HHPOPMAIMOHHOM  cucTeMe  «PerMoHanbHBIA ~ CErMEHT — e[UHOH dbenepanbHOR
ME)XBEIOMCTBEHHOM CHCTEMBI ydYeTa KOHTHHI€HTa OOYJaloIluXCs I10 OCHOBHBIM
06pasoBaTeNBHEIM  [pOrpaMMaM M JIOTIONHUTENbHBIM  0011e00pa3soBaTebHbIM
porpaMmamy COTVIACHO IIPHIIoKeHHo Ne 7;

1.8. TTomoxenue no 3ammre uadopmanmu B YIC «1C: [Ipennpuarue. byxranrepus
roCyJapCTBEHHOTO YUPEXKIEHUsD COTTIaCHO MpUnoxeHuto Ne 8;



1.9. Meromguky wu axT omnpexgeneHus kimacca 3amumenHoctd HMC  «1C:
[Ipennpustue. byxrantepus rocyAapCTBEHHOIO YUYPEXACHUS» COITIACHO IIPUIIOKEHHIO
Ne 9;

1.10. ITonokenue 1o 3ammre HHGOpMalUM B PerroHasbHON HHMOpPMalMOHHON
cucreMe oO0ecrmedeHHss  IPOBEASHUS  TIOCYAapCTBEHHOM  WTOTOBOM  aTTeCTalldu
o0ydJaroImuxcs, OCBOUBIINX OCHOBHBIE 00pa30BaTe/IbHbBIe IIPOTPaMMbl OCHOBHOT'O OOIIIEro
U cpenHero obiero oO6pa3oBaHus cornacHo npunoxeHuo Ne 10;

1.11. Mertonuky u akT oOIpelelieHHs Kiacca 3allMIIeHHOCTH PermoHaibHOU
MH(POPMAIMOHHON CHUCTEMBI oOOecledueHUs] TPOBENEHUsS TOCYIAapPCTBEHHOM MTOTOBOM
aTTecTalMd OOYydYaroIUXCs, OCBOMUBIIMX OCHOBHBIE OOpa3oBaTelIbHBIE IIPOTPaMMBI
OCHOBHOT'O 00IIIEr0 U cpefHero o01ero o0pa3oBaHus COriacHo mpuoxeHuro Ne 11;

1.12. TlonoxxeHue 1O 3amuUTe WHOOPMANWW B ABTOMATH3HPOBAHHON CHCTEME
«AppecHas  conmanbHas ~— nomomey»  (b/[-Butpura — peruoHampHOro - opraHa
VICTIOJTHUTEJIbHOM BJIACTH )» COIJIACHO MPUIIOKEHUIO No 12;

1.13. MeToauKky U axT ollpelelIeHHsl Kilacca 3aliIeHHOCTH ABTOMaTU3UPOBaHHOM
cucreMe «AnpecHas coumnanbHas nomonis» (BJ/I-BurtpuHa permonanpHOro oprasa
HCIIOITHUTEIBHOM BIIACTH)» COIVIACHO MPUI0XKEHUI0 Ne 13;

1.14. bnaHkd yBEIOMIIEHHHM YIOIHOMOHYEHHBIX OpPraHOB COIVIACHO IPUIIOMKEHUIO
No 14;

1.15. branku yBegomiieHHid cy0bpekToB I1/IH coracHO nmpuioxeHuto Ne 15;

1.16. bmanku 3asBnenuii cyobpexToB I1JIH cormacHo npunoxeHuto Ne 16;

1.17. ®opmy obs3aTenbeTBa O HepasameHud MHpopManuy, conepxarmeit [1/1H;
cornacHo nprioxeHuto Ne 17;

1.18. MHCTpYKUMIO O TOpSAKEe HEWCTBUM BO BHEINTATHBIX CHTyalUUsxX U
BOCCTaHOBIIEHHUIO TI0CIIe cOOsI COTTIacCHO MIPHIIOXKEeHHIO Ne 18.

1.19. Unctpykuuio 1o paboTre ¢ HOCHUTEISIMH IEPCOHANBHBIX JAaHHBIX B
yhnpaBieHud 00pa3oBaHMs aAMUHHUCTpanuu ropoaa KoBpoBa» cOIIacHO IIPUIIOKEHUIO
Ne 19;

1.20. ITopsimox  O3HaKOMJIeHHss  pabOTHHKOB  yIpaBleHHs  o0pa3oBaHHA
agMuHHACTpauuu ropona KoBpoBa, HEIOCPENCTBEHHO OCYIIECTBIAIOMNX 00paboTKy
TIEPCOHATIBHBIX JT@HHBIX WM OCYIIECTBISIOIMX NOCTYI K HHM COIJIaCHO IIPUIIOKEHHUIO
Ne 20.

2. Vr1BepauTh crenyromue GopMEl XKypHAIOB:

— JKypnan uHCTpyKTaXka 1o 3amuTe nHGopMauuu U I1J]H cornacHo IpHIOKEHHIO
No 21;

— JKypHaym ydera cCpeAcTB 3aIlMTBl HHPOPMALMK M  OIKCIUIyaTallAOHHOM
JOKYMEHTAIMK COTJIACHO MPUIIOKEHHIO Ne 22;

—  Xypnan ydera MEPONPUATHIHA IO KOHTPOIIO HaJl COOMIOACHHEM PEXUMA 3aLUThI
UHGOPMALIMH COTVIACHO IMpHIoXKeHuto Ne 23;

—  XKypnan yueta obpamenuii cyosexToB [1/]H cornacHo npunoskeruio Ne 24;

— JKypHan ydeTra mpolenyp pe3epBHOI0 KONMPOBAHMUS COTJIACHO IPUIIOKEHHIO
Ne 25;

— JKypHan ydera HOCHTeNell MMepCOHANBHBIX AAHHBIX YIpaBIeHHUsS 00pa3oBaHMA
aZAMUHUCTpanuu ropoja Kospoaa cornacuo npuioxeHuto Ne 26.



3. ADIMUHHUCTpATOpam uHGOPMaIIMOHHOK 0e30macHOCTH IIPOBOJIUTE
NEepBUYHBIM/OUepeTHO!  MHCTPYKTaXM [0  yTBEPKIEHHBIM  JOKyMEHTaM  Cpenu
COTPYOHMKOB YIIpaBIIEHHS, YYacTBYIOIIMX B TIpolecce oOpabOTKM 3alluIaeMoin
uH(bOpMaIHH, o MoANnKch B JKypHane HHCTPyKTaxXeH.

4, Benyiemy WHXEHEPY — CHCTEMHOMY aIMHHUCTPATOPy WHGPOPMALUMOHHO-
METOUYECKOTO IIEHTpa MpU yIpaBieHuHu obpasoBanus MenbHuxkoBy C.A. pasMecTUTh
HACTOSIIHUK TTPUKa3 Ha OPUIIMATBFHOM caiiTe YpaBieHus.

5. Ilpu3HaTh yTPATHUBIIAM CHITy IIPUKa3 YIIpaBlIeHUs 00pa30BaHUs aIMHUHUCTpAIUH
ropoga Kosposa oT 25.05.2016 Ne 295 «O6 yTBepkAeHHHM IOKYMEHTOB IIO 3alllUTe
uHMOpMaLHK» (C M3MEHEHUSIMHU U JOIIOIHEHUSIME).

6. KoHTpo/Ib HCIIOJIHEHHS HACTOSIIEr0 IIPHKa3a BO3JIOXKHTh Ha 3aMECTHTENS
HAyaJlbHHKA, Ha4YalbHHKAa  OTHeNla OpraHW3alMOHHOM W  KaJpoBOo#  paboTsl
Exuxosy E.H.

HauanbsHUK ynpaBlieHUs % 20 E.A. YnesHOBa



ITpunokerne Ne 1
K MpHKa3y ynpasieHusa o0pa3oBaHus
ot 06 mas 2024 Ne 257

IHOJIUTHUKA
ynpasJjieHusi 00pa3oBaHus aAMHHHCTpauuu ropoaa KospoBa B oTHoleHHH
00paboTkH HHpOPMANUH H IEPCOHATBHBIX JaHHbIX

1. TepMuHEI U onpeeneHus

ITepconansuere panueie (I1[H) - mobas urdGOpMaLus, OTHOCAIIAACS K IPAMO MM
KOCBEHHO OTIpe/IEJICHHOMY HJIH ollpezieiseMoMy huzndeckoMy uily (cyonsexrty IT/IH).

Ormeparop - rocy1apCTBEHHBIH OpraH, MyHHIMIIAIBHEINA OpPraH, IOPHIAYECKOE MK
¢usHIecKoe U0, CAMOCTOSITENIFHO UIIH COBMECTHO C JAPYTMMHU JIMIAMHA OPraHU3YIOIIHE H
(umm) ocymecTpisromue obpaborky IIJIH, a Takxke ONpeAeNsronHe LeaH o6paboTKH
ITTH, cocras I1/IH, moanexammx ob6paboTke, HeicTBHs (OIepaluM), COBEPIIAEMEIE C
[11H.

Obpabotka II/In - moboe neficTBue (omeparys) WIH COBOKYIIHOCTH IEHCTBHMH
(omepanuii), coBepllaeMbIX C HCIIONB30BaHHEM CpEICTB aABTOMATH3ALMM HIH 0Oe3
UCIIOJB30BaHus Takux cpeiactB ¢ II/lH, Bxrouas cOop, 3amMCh, CHCTEMAaTH3AIMIO,
HaKOIUICHWE, XpaHeHWe, yTOuHeHHe (OOHOBIEHHE, U3MEHEHHE), H3BIICYECHHE,
UCIIOJI30BaHHKE, nepenady (pacmpocTpaHeHue, IIPEI0CTaBIICHHUE, JOCTYTI),
obeznu4uBaHue, OIIOKMpOBaHUE, yalleHue, yHuuTo)eHue T1/1H.

ABromartusupoBaHHas obpabotka IT/IH - o6pabGorka IT/I[H ¢ mOMOIIBIO CPENCTB
BEIYHCIIUTEIBHON TEXHUKH.

Pacnpoctpanenue IIJlH - gelicTBUs, HampaBleHHble Ha packpeite I1J[H
HEOIPeIeIEHHOMY KpYTY JIHII.
[IpenocraBnenue IIJ[H - peiicTBus, HampaBieHHBIE Ha packpeitae I1JH

OIIpe/ieJIEHHOMY JIHITY WJIH OIIpeAesIEHHOMY KPYTY JIHII.

bnoxuposanue I1/I1 - BpeMeHHOe npekparmienue obpabotku [1/]H (3a UcKITIOUeHHEM
ciIy4aeB, ecinu oOpaboTka HeoOxonuma Juis yrounesust [1/1H).

Vuauuroxxenue I1/1H - neficTBus, B pe3ybTaTe KOTOPBIX CTAHOBHTCS HEBO3MOXKHBIM
BoccTaHOBUTh comepkanne IIJJn B HMCII[ln u (unm) B pe3ynbraTe KOTOPHBIX
YHUUTOXKAIOTCA MaTepuanbHble Hocutenu [1/1H.

O6e3nuuuBanve [I/lH - 1OeHCTBUS, B pe3yibTare KOTOPBIX CTAHOBHUTCS
HEBO3MOXXHBIM 0€3 HCIIONB30BaHMS [OIOJHUTENBHOM MH(OpPMAalUH ONpeHeuTh
npuHaIexHocTh [1JIH KoHKpeTHOMY cyOBekTy IT/1H.

Tpancrpanuunas nepenaua [1/In - mepenaua I1/IH Ha TeppUTOPUIO WHOCTPAHHOTO
rocyapcTBa OpraHy BJIAaCTH MHOCTPAHHOT'O TOCYJapCTBa, MHOCTPAHHOMY (DHU3HYECKOMY
JIUITY WIK HHOCTPAHHOMY IOPHANYECKOMY JIHILY.

2. HasznayeHnue u npaBoBas OCHOBA JOKYMEHTa

[Tonutuka ynpaBneHust oOpa3oBaHHs agMUHHCTpalu ropojga Kosposa (manee 1o
Tekcty — IlonuTHKa) oOInpenenseT CHCTEMY B3IJISJ0B Ha IpobieMy obecrieueHus
6eszomacHoctH [I/IH W mpencTaBisieT co0oif CHCTeMaTH3MPOBAaHHOE U3JOXEHHe Ilellel U
3a[a4 3aIlWThl, KaK OHO WJIM HECKOJBKO IIPAaBHWJI, IIPOLEAYpP, IPAKTHUYECKUX IIPUEMOB U
PYKOBOJAIIUX IIPUHLHUIIOB B oOnacté HMH(DOPMAIMOHHOM O€3011aCHOCTH, KOTOPHIMH



PYKOBOJCTBYETCsI yIpaBiieHrne oOpa3oBaHHUs aAMMHUCTpamuu ropoga Kosposa (maiee —
Viupasnenue) B CBOeH MNEATETBHOCTH, a TaK)Ke OCHOBHBIX IPHHIIMIIOB ITOCTPOCHHS,
OPraHM3allMOHHBIX, TEXHOJOTHYECKAX U IpPOLEAYPHBIX AaCleKTOB OOecredeHus
6e3omacHOCTH HHPOPMALIHH.

3aKoHOMATEIFHOM OCHOBOM Hacrosmed [lomutuxku sBiusioTes KOHCTHTYIHS
Poccuiickoii @enepanuu, ['pakgaHckuii, YTOJOBHBIH KOAeKChl, PeaepanbHbId 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHalnbHBIX MaHHBIX», PenepalbHbli 3akoOH P® oT
27.07.2006 Ne 149-@3 «O6 uHbpopManuy, UHGOPMALMOHHBIX TEXHOJIOTHAX U 3allUTe
uHQOpManu», 3aKOHBI, yKas3bl, IIOCTAHOBJICHHS, APYrHe HOPMATUBHBIE JIOKYMEHTEI
HelcTByromero 3akoHoaarenseTBa Poccuiickoit @enepanun, nokyMmenTsl @CTOK u @Ch
Poccuun.

Wcnons3oBanue paHHOH IlomMTHKM B KadecTBE OCHOBBI /I ITOCTPOEHHS
KOMILTEKCHOH CHCTeMbl HH(pOpManuOHHOW ©e3omacHOCTH HHMOpManuu YIIpaBlIeHHSA
TIO3BOJTUT ONTHMH3HUPOBAThH 3aTPaThl HA €€ IOCTPOEHHE.

IIpu paspaborke IIONMUTUKM YYHUTHIBAIMCH OCHOBHBIE IIPHHIIMIIEI CO3/JIaHHA
KOMILIEKCHBIX cHcTeM obecreyeHus Oe3ormacHOCTH WMH(OpMAINM, XapaKTepUCTHKH H
BO3MOXKHOCTH OPraHU3aIl[HOHHO-TEXHUYECKHX METOJNOB M COBPEMEHHBIX amnlapaTHO-
IPOTPaMMHBIX  CpPEACTB  3aIUUTBl W IPOTHBOAEUCTBHSA yrpozaM 0e30I1aCHOCTH
HHGOOPMAITHH.

OcHoBHble TON0XKeHHS [lomuTuku OasupyroTCAs Ha KauyeCTBEHHOM OCMBICIEHHH
BOIIPOCOB 0€30MacHOCTH HMH(OpPMAlMM W HE 3aTparuBalOT BOINPOCOB KOHOMHYECKOTO
(KOJIMYeCTBEHHOI'0) aHajlk3a PUCKOB M OOOCHOBaHHS HEOOXOAMMBIX 3aTpaT Ha 3alllUTy
“H(OPMAITUH.

3. OCHOBHBIMH OOBEKTAaMH CHCTEMBI 0€30MacHOCTH MH(OpMalMU B YIIPaBICHHUH
SBIIAIOTCSL:

— WH(OPMAIMOHHEIE PECYPCHl C OTPaHMYEHHBIM JOCTyNoM, coiepxamue IT/IH u
COIYTCTBYIOLIYI0 HMH(MOPMAIMIO, HE COCTABJIAIONIYI0 TOCYIApCTBEHHYIO TalHy, B TOM
ypcjle O POAMBIIMXCS M 3apETHCTPUPOBAHHBIX MO MECTY JKUTENbCTBA O0yJaroluxcs, a
TaKXe cBeIeHus 000 Bcex 3ranax o0ydeHus nereif;

— mporecchl 06paboTk HHGOpPMaUK B MHGOPMALIMOHHBIX CUCTEMax Y IIpaBlIeHHs,
MH(pOPMAIMOHHBIE TEXHOJIOTHH, PErTTaMeHThI ¥ Ipoleaypsl cbopa, 00paboTKH, XpaHEHUsI
M Tepeqady MH(OpPMALWK, [EPCOHAN IOJH30BaTeIell CHUCTEMBI U €€ 00CIy)KHMBAIOLIUMA
IIepCOHaT;

— uHdopManuoHHas UHGPACTPYKTypa, BKIIOYAIOI[as CHCTeMBl 00paboTKu H
aHanM3a MHPOPMAIMH, TEXHUYIECKHE U IIPOrpaMMHBIE CpeJicTBa ee 00paboTKu, repenadu
¥ 0TOOpakeH s, B TOM YKCJIe KaHaIBl HHOOPMAMOHHOIO 0OMEHa U TENEKOMMYHHUKALIWH,
CHCTEeMBl M CpeICTBA 3aIIUTHl HMHGpOpMalUM, OOBEKTHI M IIOMEIIEHHs, B KOTOPBIX
PACIIONIOXKEHBI TEXHUYECKHE CpeicTBa 00paboTKH HHPOpMAIKH.

4. VlaTepechl 3aTparuBaeMbIX CyOBEKTOB HHPOPMALHOHHBIX OTHOLIECHHH

Cy6spexkramMu MH(GOPMALMOHHEIX OTHOLICHUH IIpu obecnedeHn Oe30IaCHOCTH
uHGOpMaK YIIpaBIeHHs SBIISIOTCS:

— Vmpasnenue, kaKk COOCTBEHHHK HH(OPMAIMOHHBIX PECYPCOB M TEXHHYECKHX
cpezcTB 06paboTka HHGOPMAIHUH;




— CyObexTel NEpCOHANbHBIX JaHHBIX, B TOM YHCJIE€ pPOJMBIIHECS H
3aperuCTPUPOBAHHBIE II0 MECTY JKUTEIbCTBA (00ydaromuecs).

[Tepeuncnennsle cyOBEKTHl HH()OPMAIMOHHBIX OTHOIICHWH 3aMHTEPECOBAaHBl B
obecrieueHuH:

— CBOEBPEMEHHOI0 JIOCTYIa K HeoOX0oAuMol nH(popMaluu (AOCTYIHOCTD);

— JIOCTOBEpHOCTH  (TIOJTHOTBI,  TOYHOCTH,  QJEKBATHOCTH,  LEJIOCTHOCTH)
uHpOpMAaIIUY;

— KOH(HIEHIHAIBHOCTH (COXpaHEeHHUs B TaitHe) HH(OpPMAaLUH;

— 3aI0UTBl OT HAaBS3BIBAHMS MM JIOKHOM (HEJOCTOBEPHOH, MCKa)KEHHOM)
uH(pOpMaLIHH;

— pasrpaHWYeHHs OTBETCTBEHHOCTH 3a HapylIeHHUs HX IIpaB (MHTEpecoB) U
YCTaHOBIIEHHBIX ITPaBWJI 0OpaleHus ¢ “HpopMalueit;

— BO3MOXXHOCTH OCYIIECTBJIICHHS HENpephIBHOIO KOHTPOJS M  YIpaBlIeHH
nporeccaMu 00paboTKu U nepenayr UHQOPMAaIIUH;

— 3aIIUTHI HHPOPMAIIUH OT HE3aKOHHOI'0 PaclpOoCTpaHeHHs.

4.1. Ilenu 3aIUTHI

OcHOBHOHM 1enbl0, Ha JOCTH)KEHHWE KOTOpDOWM HaIpaBIIEHBl BCE ITOJIOXKEHHS
HacTosiedt IlomuTukm, siBisiercss 3ammTa CyOBEKTOB WH(OPMAIMOHHBIX OTHOIIEHHH
VYnpaBiaeHUs] OT BOZMOXXHOT'O HaHECEHHUS UM MaTepHalbHOro, (PU3HIeCKOro, MOPaJIbHOTO
WIX HHOTO yiepOa, MOCPeICTBOM CIIy4aiHOrO WM IPeJHAMEPEHHOIro BO3JEHCTBUS Ha
HH(OPMALIHIO, UX HOCUTEIIH, ITpoIecchl 00paboTKy U Iepeayu.

VYKazaHHas 1[enb JIOCTUraeTcs IIOCPEACTBOM O00ECledeHHuss W IOCTOSIHHOTO
HOJIepXKaHUsI CIIeIyIONUX CBOUCTB MH(OpMAITUH:

— JIOCTYIIHOCTH JJIS JIETAJIbHBIX TOJIb30BaTeNeH (yCTOHIHBOro (GyHKIHOHUPOBAHHUS
WH(QOPMAI[HOHHEIX CHCTEM YIpPaBIeHWs, INpPH KOTOPOM IIOJIB30BATEIH HMEIOT
BO3MOJKHOCTh ITOJIy4eHHsI HeoOXOAUMON MHGOpMallUi U pe3yJbTaTOB pEIleHus 3a1ad 3a
IpUeMIIeMOe ISl HUX BPEeMs);

— IEJIOCTHOCTH ¥ ayTeHTUYHOCTH (LOATBep)xaeHHe aBTopcTBa) I1/IH, XpaHUMBIX U
obOpabaTsiBaeMbIX B HMH(POPMAalMOHHBIX CHUCTeMaX YTIIpaBICHHS M IIepelaBaeMoOi II0
KaHajaM CBSI3H;

— KOHQUIEHIMAIBHOCTH - COXpaHeHWs B TailHe OIpelNeNeHHOM 4YacTH
uHpOpMaIuK, XpaHUMOH, 00pabaTeiBaeMoi U epeaBaeMoi 110 KaHaJlaM CBS3H.

HeoOXxoauMelif ypOBEHB JOCTYIHOCTH, IEJIOCTHOCTH M KOHQHAEHIMAIBHOCTH
HHpOpPMALUK ObecrieyuBaeTCsl COOTBETCTBYIOIIMMH MHOXECTBY 3HAUMMBIX YIpo3
MeTOJJaMH U CpPeJICTBAMH.

4.2. OcHOBHBIE 3312491 CHCTEMEI 0OecriedeHns 6€30macHOCTH HHBOPMAITUK

Jlns [OCTHIKEHHMsS OCHOBHOM LM 3allUTHl M OOEeCIedeHHs] YKa3aHHBIX CBOMCTB
WHOQOpPMaIMK cHcTeMa obecnedeHHUs HHPOpMaLUOHHOH 6e30macHOCTH Y IIpaBIeHus
Jo/bKHA oOecrieunBaTh 3 (eKTHBHOE pelleHHe CIeAyIONHUX 3a1ay:

— CBOEBPEMEHHOE BBISBIIEHHE, OIIEHKa W IPOTrHO3MPOBAHHME HCTOYHHKOB YIpo3
HHPOPMALMOHHON 0e30MacHOCTH, NPUYMH M YCIOBHH, CIOCOOCTBYIOIIMX HAHECEHHIO
yiepba 3aMHTEPECOBaHHBIM CyObekTaM HH()OPMAIMOHHBIX OTHOIIEHHH, HapyLICHHIO
HOPMAaJIBHOTO PYHKIIMOHUPOBAHUS HHOPMAIIHOHHBIX CHCTEM;




— CcO3JaHHEe MEXaHHW3Ma OIIEPAaTHBHOIO pearkpoBaHMs Ha Yrpo3bl 0€30I1acHOCTH
WH(OPMALIUH U HeTaTUBHbIE TEH/ICHIINH,

— CO3[aHWe YCIOBHUM IUIsi MHHHUMH3AlMH M JIOKAJIH3alMM HAHOCHMOro yepba
HENPAaBOMEPHLIMH  JEHCTBUAMH GH3MYECKHX ¥ IOPHOMYECKMX JIMI, oOcjabieHue
HETaTUBHOIO BIMSHMS W JIMKBUJAIUS IIOCIEJCTBUH HapylleHHs O0e30MacHOCTH
HHOpMaLuy;

— 3aIUTy OT BMEIIATeJIhCTBA B IpolLece (YHKIIMOHUPOBAHUS WHGOPMAI[MOHHBIX
CHCTEM IIOCTOPOHHHUX JHI (ZOCTYNl K HMH(OPMAIMOHHBIM pecypcaM IODKHBI HMETh
TOJIBKO 3apETHCTPUPOBAHHBIE B YCTAHOBICHHOM IOPSJIKE TI0Ib30BaTENIH);

— pasrpaHMYeHHe [OCTyIa IIoJIb30BaTeNedl K HMHGOpPMAIMOHHBIM, AalllapaTHBIM,
IPOrpaMMHBIM M HMHBIM pecypcaMm YTpaBieHHs (BO3MOXXHOCTh IOCTyNa TOIBKO K TeM
pecypcaM ¥ BBIIIOJHEHHS TOJNBKO TeX OINepalii ¢ HHMH, KOTOpble HEOOXOIMMBI
KOHKPETHEIM IT0JIb30BaTEISIM JUIsI BEITIOJTHEHHUS CBOUX CIIyKeOHBIX 00s3aHHOCTEH), TO €CTh
3alUTy OT HECAHKIIHOHUPOBAHHOTO AOCTYIIa;

— obecrieueHue ayTeHTU(UKAITUH TI0JIE30BaTENeH, y4aCTBYIOIINX B
HHPOPMALMOHHOM OOMeHe (IIOATBEpXKAEHUE MOIJUHHOCTH OTIIPABUTENS WM IOIydaTes
UH(bOpMALIVH);

— 3aMTy OT HECAaHKUMOHMPOBAaHHONW  MOAU(HKAIMH  MCIONB3YEMBIX B
MHOOPMALMOHHEIX CHCTeMaxX YIIpaBleHHs MPOrpaMMHBIX CPEICTB, a TakXKe 3alluTy
CHCTEMBI OT BHEIpPEHWsS HECAHKIIMOHHPOBAHHBIX IIPOTPaMM, BKIIOYAs KOMIIBIOTEPHBIE
BUPYCHI;

— 3ammTy WH(GOPMAIUK OTPaHHYEHHOTO IOIB30BAHUSA OT YTE€YKHU 110 TEXHUYECKHM
KaHaJlaM IIpH ee 00paboTKe, XpaHEHWH U Nlepefade 110 KaHajlaM CBSI3H.

4.3. OcHOBHBIE ITyTH pelleHus 3a7a4 CUCTEMBI 3allIUThI

[TocTaBneHHBIE OCHOBHBIE LIEJH 3alIUTHl U PEIICHUE NEPEUUCICHHBIX BBIIIE 3a/1a4
IOCTUTAIOTCSA

— CTPOrMM Y4YE€TOM BCeX MOJIEXKAIINX 3alIUTe PEeCypCOB HHMOPMAITMOHHBIX CHCTEM
Vnpaenenus (uHbopmanmu, 3amad, HTOKYMEHTOB, KaHajOB CBA3H, CEPBEPOB,
aBTOMATHU3UPOBAHHEIX pabOYHX MECT);

— JKypHAJIMpPOBaHHWEM HEWUCTBUI IEpCOHANA, OCYLIECTBIIAIONIEr0 OOCIy)KHBAHUE U
MOIM(DUKAITHIO IIPOTPAMMHBIX M TEXHHYECKHUX CPEICTB HHPOPMAIIHOHHBIX CHCTEM;

— IOJIHOTOM, peaJbHOM BBHIMOJIHUMOCTBIO W HETIPOTHBOPEYHMBOCTBIO TpeOOoBaHMI
OpraHU3aI[OHHO-PACIIOPSIUTENbHEIX ~ JAOKYMEHTOB ~ YIpaBleHHs  II0  BOIIpOcam
obecrieyeHus 6€30MacHOCTH UH(OPMAIIUH;

— IMOATOTOBKOM  JOJDKHOCTHBIX JIMII  (COTPYIHHKOB), OTBETCTBEHHBIX 32
OPraHM3alMI0 M OCYIIECTBIEHHE IPAKTHIECKAX MEPOIPHATHH 10 00eCIeYeHHIO
6e3omacHoctu I1/[H u mporreccoB ux oOpaboTkH;

— HaJeIeHUEM KaXI0ro COTPYIHHKA (II0IE30BaTells ) MUHIMAIIBHO HEOOXOAUMBIMH
IIUISL BBITTOJTHEHHS UM CBOMX (DYHKITMOHAIBHBIX 0053aHHOCTEH IIOJTHOMOYHSMH I10 JOCTYITY
K HH()OPMAIIMOHHBIM pecypcaM YTIpaBjIeHHUs,

— YETKAM 3HAaHHEM H CTPOTHM COONIIOJIEHHEM BCEMH  IIOJIb30BATEIISIMU
HHGOPMAITHOHHEIX CHCTEM Ynpasnenus TpeboBaHuU OpraHu3aloOHHO-
pacIoOpsIUTENFHEIX JOKYMEHTOB 110 BOIIpOcaM obecrieueHust 6€30I1acCHOCTH HHOOPMAIIWH;



— IEepPCOHAJIPHOH OTBETCTBEHHOCTBIO 3@ CBOM JEMCTBHS KaXXIOTO COTPYJHMKA, B
paMKax cBOMX (yHKIMOHAIBHBIX 00A3aHHOCTEH HMEOIIEro JOCTYI K HHPOPMALHOHHBIM
pecypcaM YrpaBlIeHHS,

— HENpPEepBIBHBIM  TOAIEeP)KaHWEM  HeOOXOAMMOIO  ypPOBHS  3alIMIIEHHOCTH
2JIEeMEHTOB UH()OPMAITHOHHOM CpeIbl;

— mpuMeHeHHeM (U3MYIEeCKUX U TeXHHYeCKUX (IporpaMMHO-alIapaTHBIX) CPEICTB
3alIUTEl PECYPCOB CHCTEMbl M HENPEPHIBHOM aJMHHHUCTPAaTHBHOM IIOJNEPKKOM HX
HCITI0JIb30BaHMUS;

— 3¢ heKTHBHEIM KOHTPOJIEM HaJ cobmoieHueM I10JIE30BATEIISIMU
MH(POPMAIMOHHEIX PECYPCOB TpeOOBaHUH 110 obecredeH 0 6e30acHOCTH HHPOPMAlIKH;

— IOpUIWYECKOH 3al[UTOM MHTepecoB YIpaBIGHHSA IIpH B3aMMOJEWCTBHH C
BHENIHHMHU OpraHU3alusaMu (CBA3aHHOM ¢ 0OMeHOM WH(OpManueil) OT IPOTHBOIPABHBIX
NEHCTBHI, KaK CO CTOPOHBI 3THX OpraHM3alyii, Tak U OT HECaHKIHOHMPOBaHHBIX
JlercTBHUI 00CIy)KUBAKOIIEro IIepcoHalia ¥ TPEThHX JIHII.

5. ITocTpoeHue cucTeMbI, oOecriedeHre 6e30MacHOCTH HH(OpMallul YTIpaBleHHs U
ee (YHKIMOHUPOBAHUE IODKHBI OCYIIECTBIATECA B COOTBETCTBHH CO CIEIYIOIIMMHU
OCHOBHBIMM IPUHIUATIAMHU:

5.1. 3aKOHHOCTH

IIpeamnonaraeT OCyIIECTBIEHHE 3alUTHBIX MEPONPHATHH U pa3spabOoTKy CHCTEMEL
6esomacHocTH MHGQOpMaMK  YTpaBiIeHHWS B  COOTBETCTBHHM C  JAEHCTBYIOLIUM
3aKOHO/IATEILCTBOM B O0JIACTH 3alIUTHI HHGOPMALIUH, a TalkKe JApYIHX 3aKOHOAATENBHBIX
aKToB I10 Oe3omacHocTH HHMDOpMaruu PO, ¢ mpumMeHeHHEM BCceX 103BOJEHHBIX METO/OB
o6HapyXKeHHs W MpecedYeHus paBoHapyIleHuil npyu padore ¢ uH(Opmanue. [IpunaTsie
Mepel 6e3zomacHocTH [I/IH He MODKHBI MPEMATCTBOBATEH JOCTYITy MPaBOOXPaHUTENBHBIX
OpraHoOB B IIPeyCMOTPEHHBIX 3aKOHOIATEIECTBOM CITydasX.

Bce monb3oBaTend HHOOPMAIMOHHBIX CHCTEM IO/DKHBI MMETh IpENCTaBlIeHHE 00
OTBETCTBEHHOCTH 32 [IPABOHAPYIICHHUS B 00JIaCTH 3aIlUThl HH(QOPMAIKH.

5.2. CuctemMHOCTB

CucTeMHBIH OAXO/ K TIOCTPOEHHIO CHCTEMBI 3alIUThl HHGOpMAalMK B YTIpaBIeHHH
TIpeojiaraeT yueT BCeX B3aMMOCBSA3aHHBIX, B3aUMOJIEUCTBYIOUIMX H U3MEHSIOLIUXCS BO
BPEMEHH DJJIEMEHTOB, YCJIOBHH M (DAaKTOPOB, 3HAYMMBIX [UIA [OHMMaHUS U DPEIICHHS
npo6ieMsl obecrieueHHst 6e3011acHOCTH HHGOpMAlIUH.

IIpy CO3NaHMM CHCTEMBI 3all[UTHI JOJDKHBI YYUTHIBAThCA Bee Clabble W Hamboiee
ySI3BEMBIE MECTA HH(POPMAIMOHHBIX CHCTEM, a TAKXKe XapakTep, BO3MOXKHBIE OOBEKTH! U
HaNpaBlIeHUss  aTak Ha  Hee  CO CTOPOHBI ~ Hapymutened  (0COOeHHO
BBICOKOKBaJIH(HUIIMPOBAHHBIX 37I0YMBIILIEHHHKOB).

CucTeMa 3alUThl JOJDKHA CTPOUTHCS € YI€TOM He TOJIBKO BCEX U3BECTHBIX KaHAJIOB
TIPOHUKHOBEHHs ¥ HECAHKIIMOHMPOBAHHOTO JOCTyNa K HMH(OpPMAIMH, HO M C Y4ETOM
BO3MOXKHOCTH  IIOSBIIEHHS NPUHIMIIMAIBHO HOBBIX IIyT€H  pealu3allii  yrpo3
0e30MacHOCTH.

5.3. KommiekcHOCTB

KomMmiekcHOe UCIIONB30BaHUE METOLOB H CpeacCTB 34U Thl KOMIIBHOTEPHBIX CHCTEM
Ipe/nojiaraeT COINIacOBaHHOE NPUMEHEHHWE DPasHOPOIHBIX CPEICTB INpH IOCTPOCHHH
[IE/IOCTHON CHCTEMBI 3alIUTHI, ePEeKPHIBAIOMIEH BCe CYIECTBEHHBIE (3HAUYMMBIE) KaHAIIbI



peammM3alliid yrpo3 M He cojepkamied cnabplX MeCT Ha CThIKax OTJCNbHBIX €€
KOMIIOHEHTOB. 3alll¥Ta JOJDKHA CTPOMTHCS JSIIEIIOHHPOBaHO. BHemIHss 3amuTa I0JDKHA
obecreunBaThCs HQU3UISCKHUMH CPEICTBAMU, OPTaHU3AI[MOHHBIMU U IPABOBEIMU MEPaMHU.

5.4. HenpeprIBHOCTH 3allUTHI

OGecnieuenne 0Oe30mMacHOCTH HWHGOPMAIMM - TPOIECC, OCYIIEeCTBISIEMBIA
PYKOBOACTBOM  VYTIpaBieHHs, aJMHHHCTPaTopoM O€30macHOCTH HHQOpMalMKd U
COTpYJHHKAaMH BCeX YpOBHEH. DTO He TOIBKO M He CTOJIBKO NIpolleAypa MM IOJMTHKA,
KOTOpasi OCYILECTBIISETCS B ONpe/IeIeHHBIH OTPe30K BPEMEHU MIIH COBOKYITHOCTB CPEJICTB
3aIUTHI, CKOJIBKO MPOLECC, KOTOPBINA JOJIKEH MOCTOSIHHO WITH HA BCEX YPOBHSAX BHYTPH
VipaBieHus W KaXIbli COTPYOHHK [O/DKEH NPUHMMATh Y4acTHE B 3TOM IIPOIIECCE.
JlesiTenpHOCTE MO ObOecreyeHHI0 MH(OPMAIIMOHHONW 0e30IIacHOCTH SBIIIETCS COCTaBHOM
YacThIO MOBCEIHEBHOM HesTensHOCTH YmpasieHus. M ee 3QdeKTMBHOCTh 3aBHCUT OT
y4YacTHsI PYKOBOACTBa YTIpaBlieHHWss B oOecrnedeHWu MHGPOPMALMOHHON Oe30macHOCTH
uHbOpMAaIUH.

Kpome Toro, GONBIIMHCTBY (HU3WYECKMX M TEXHHYECKHX CPEICTB 3allUTBI JUIS
3¢ (hEKTHBHOrO BBIMTOJIHEHUS CBOMX (DYHKIMM HEOOXOQMMa ITOCTOSIHHAs OpraHU3allMOHHas
(amMMHMCTpaTHBHAs) MOJEP)KKa (CBOEBpeMEeHHass CMeHa M oOecreueHue IpPaBUIIBHOTO
XpaHeHHs W IpUMEHEHWs WMeH, I[apojeil, mepeomnpeseleHde IOJHOMOYHM H T.IL).
IlepepsiBbl B paboTe CpeICTB 3aIUTHI MOTYT OBITH MCIOIB30BaHBI 3JI0YMBINUIEHHHKAMH
JUIs aHajK3a [MPHMEHSEMBIX METOOB M CPEJCTB 3allUThl, JJI BHEAPEHUS CIEIHaIbHBIX
IIPOrpaMMHBIX M aIlllapaTHBIX "3aKiIafoK" U APYTUX CPEACTB IIPEONOIEHHUs 3allIUTHL.

5.5. (CBoOeBpeMEHHOCTH

[IpennonaraeT ympexAarolldii Xapaktep Mep ofecredeHus 6e30macHOCTH
UHPOpPMAIMK, TO €CTh MOCTAHOBKY 3aJad I10 KOMILUIEKCHOW 3alure HHOOpPMalHUu H
peanuzanuio Mep oOecredeHHs Oe30macHOCTH HHMOpMAallMM Ha pPaHHHX CTaIuix
pa3paboTku HHGOPMAITMOHHBIX CUCTEM B IIEJIOM M UX CUCTEM 3alUThI, B YACTHOCTH.

Pa3paboTka CHCTEMBI 3alUTHl JIOJDKHA BECTUCH NApajIeNbHO ¢ pa3paboTKoi H
Pa3BUTHEM CaMHX 3alUIIaeMbIX HHGOPMAIHOHHBIX CHCTEM. JTO IIO3BOJIHT Y4YECTh
TpeOoBaHUS 0e30IIaCHOCTH IpH IPOEKTUPOBAHHUH apXUTEKTYPEI M, B KOHEYHOM CYeTe,
co3naTh Gosee s dexTHBHEIE (Kak I10 3aTpaTaM PecypcoB, TaK M IO CTOHKOCTH) CHCTEMBI,
006J1a/jao1He TOCTATOYHBIM YPOBHEM 3aLIUIIEHHOCTH.

5.6. IlpeeMCTBEHHOCTH U COBEPILIECHCTBOBAHHE

IIpenmonaraeT IOCTOSHHOE COBEpIIEHCTBOBAHME MEP M CPEACTB  3AIUTEI
uH(OpMaIMK HAa OCHOBE IIPEEeMCTBEHHOCTH OPraHM3aLMOHHBIX M TEXHHYECKHMX DEIleHHH,
KaJpoOBOrO  COCTaBa, aHaj u3a (PYHKIHMOHHPOBAaHHSA  HH(MOPMAIIMOHHBIX  CHCTEM
VipaBieHHs W CHCTEMBl MX 3allUTBl C Y4eTOM HM3MEHEHHH B MeETOJaX H CpeACTBax
nepexsara WHGOpPMAIMM, HOPMATUBHBIX TpeOOBaHMH I10 3al[UTe, JOCTUTHYTOT'O
OTEUECTBEHHOTO U 3apy0OeiHOro OIbITa B 3TOH 00JIaCTH.

5.7. PasymHas I0CTaTOYHOCTH (3KOHOMUYECKas 11e7ecO00pa3HOCTh)

IIpeamonaraeT COOTBETCTBHE YpOBHS 3aTpaT Ha obecmedeHue O0e30I1aCHOCTH
MHGMOPMAINM IIEHHOCTH HH(POPMAIMOHHBIX PECYPCOB ¥ BEJIMYMHE BO3MOXKHOTO yiiepba
OT MX pasriallleHHs], YTPaTsl, YTeYKH, YHHYTOXKEHHS U UCKaXKeHus. Mcronp3yeMerie MepEI
U cpeacTBa obecredeHus 0e30MaCHOCTH HHGQOPMALMOHHBIX PECYpCOB He JIOJKHBI
3aMeTHO  yXyJAIIaTh  OPrOHOMHYECKHE  IOKa3aTelnd  pabOThl ~ KOMIIOHEHTOB



MHOPMALMOHHBIX CHCTeM. V3nmumiHue Mepsl 0e30IacHOCTH, MOMHMO 3KOHOMHYECKOH
Hea()HEKTUBHOCTH, IIPUBOIAT K YTOMJICHHIO U Pa3IpaXXeHHIO IEpCoHaa.

Cospmate aOCOMIOTHO HENPEOJONUMYK) CHCTEMY  3alllUThl  IPHHIMIIHAIBHO
HEeBO3MOXHO. IToka uHpOpMaIUs HaXOOUuTcs B OOpallleHHH, IIPHHHUMAaeMble MEPEI MOTYT
TONIBKO CHM3WTh BEPOSTHOCTh HETATHBHBIX BO3AEHCTBUNA MM ymepd OT HHX, HO He
HCKIIFOYUTE UX TOJHOCTEIO. [IpH 10CTaTOYHOM KOMUYECTBE BPEMEHH U CPELCTB BO3MOXKHO
IpeooNieTh 0Oy 3amMTy. [l03TOMy HMeeT CMBICI paccMaTpHMBaTh HEKOTOPBIH
IpreMIIeMBI ypoBeHb obecredeHust Oe3omacHOCTH. BricoxoaddexTBHas cHcTeMa
3aIUTE CTOMT JOPOTO, UCIIONIB3YeT MpH paboTe CYIIeCTBEHHYIO YaCTh PECYPCOB M MOXKET
CO3/1aBaTh OIIYTHMEIE JOIOJHHUTEIbHEIE HEey100CTBa M0Ib30BaTeIsIM. BaKHO NpaBUIIbHO
BBIOpaTh TOT AOCTATOYHBIM ypOBEHb 3alUTHI, IIPH KOTOPOM 3aTpaThl, PHCK H pasMep
BO3MOXXHOT'O yiep0a ObLu OBl TpUeMIIEMBIMH.

5.8. IlepconansHasi OTBETCTBEHHOCTH

[TpeamonaraeT BO3JIOXEHHE OTBETCTBEHHOCTH 3a obecredeHne 06e30macHOCTH
uH(GOpMAallMd W CUCTEMBI UX OOpabOTKHM Ha KaXKIOro COTPYAHHKA B Mpelenax ero
MIOJTHOMOYHM. B COOTBETCTBHM C 3TUM TPHHIIMIIOM paclpeesieHue Ipas U 0053aHHOCTEH
COTPYOHHMKOB CTPOMTCS TakuM oOpa3oM, 4TOOBI B ciydae JH0O0ro HapyIIeHHs KpyTr
BUHOBHHKOB OBLIT YETKO U3BECTEH WJIM CBEIEH K MUHUMYMY.

5.9. MuHUMHA3AIIKS TOTHOMOYUH

Os3HavyaeT IIpeIOCTaBICHHE II0JIb30BATEsIM MHHHMAIBHBIX IIpaB JOCTyla B
COOTBETCTBHM CO CIOyXeOHO#M HeoOxomumocThio. JlocTyn K HHGOpMAIUH IOJDKEH
IIPEIOCTABIIATECS TOJIBKO B TOM Cllydae U 0ObeMe, eClId 3TO HEOOXOAUMO COTPYIHHKY JUIs
BBITIOJTHEHHS €T0 JOJKHOCTHBIX 00s13aHHOCTEM.

5.10. HckmogyeHne KOH(IUKTa HHTEPECcOoB (pa3neneHue QyHKIui)

DddextrBHass cucreMa  oOecliedeHHss  MHGOPMALMOHHOW  0€30macHOCTH
TIpe/roaraeT YeTKoe pas3zieieHne 0053aHHOCTeH COTPY/THUKOB M UCKIIFOUEHHE CUTYAllUH,
Korja cdepa OTBETCTBEHHOCTH COTPYIHHKOB IOIMycKaeT KOHQIMKT MHTepecoB. Cdeps
IOTEHIUAIBHEIX KOH(MIMKTOB JOJDKHBI BBISBIIATHCS, MUHHMH3MPOBATHCS, H HAXOIUTCSH
O] CTPOTHM HEe3aBHCHMBIM KOHTpoJIeM. Peanusanus JaHHOrO MpHHLKIA MpeATionaraeT,
YTO He OJIUH COTPYAHHMK He JOJDKeH MMETh IIOJTHOMOYHMH, TO3BOJIAIONIMX eMY €IHHOIUIHO
OCYIIECTBIISATH  BBIIOJHEHWE KPUTHYHBIX omepauui. Hajenenwe coTpynHHKOB
MIOJTHOMOYHSMH, TIOPOKIAIOIMMHA KOHQIMKT MHTEPECOB, HaeT €My BO3MOXHOCTb
TIOATACOBBIBATh MH(DOPMAIIMIO B KOPBICTHBIX IIEJISIX WA C T€M, YTOOBI CKPHITh IIPOOIIEMBI
WM TOHECeHHBle yOBITKM. [/ CHIDKEHHS PUCKa MAaHUITYJIUPOBaHMS HHObOpManuen u
pHCKa XMILEHHMS, TaKUe TTOJTHOMOYHSI JOJDKHBI B MAaKCUMAIBHO BO3MOXKHOM CTEIEHU OBITH
pasjielieHbl MeXIy pa3JIMYHbIMH COTPYJHMKAMH WM TIOJpasIeleHUsMU YIPaBICHHUS.
Heo6XomuM0O TPOBOAHMTH IEPUOAMYECKHE IIPOBEpKH oOOsA3aHHOCTEH, OQyHKIMH H
IEeSITeBHOCTH COTPYAHMKOB, BHIIONHSIOMMX KIIOUYeBbIe (YHKIHH, C TEM, 9TOOB OHU HE
UMeTM BO3MOXHOCTH CKpBIBATh COBepIIEHHE HeNmpaBOMEpHBIX neWcTBuil. Kpome Toro,
HEeOOXOMUMO IIPUHHUMATh CIeNUalbHble Mephl II0 HEIOMYyIIEHHIO CroBopa MexIy
COTPYAHUKAMH.

5.11. Bz3aumojelcTBHE U COTPYIHUYECTBO

[Ipeanonaraet co3fanue 61aronpusTHOH atMochepsl B KOIIEKTUBE YipaBiieHus. B
TaKoi 0OCTAHOBKE COTPYIHHKH IOJDKHBI OCO3HAHHO COOMIONATh YCTAHOBIIEHHBIE TPAaBHIa
W OKa3bIBaTh COJEHCTBYE NeATeIbHOCTH aqMUHHACTpATopa 6e301acHOCTH HHHOPMALIHH.



BaxHbIM 3j1eMeHTOM d(Q(GeKTHBHOW CcHcTeMbl obecredeHuss Oe30IMacHOCTH
uHbOpMaIMy B YTpaBJeHHH SBISIETCS BBICOKas KyIbTypa paboThl ¢ HHOOpMaIUew.
PykoBOJCTBO YIIpaBJIeHHs HECET OTBETCTBEHHOCTh 33 CTPOroe COONIOJCHHE 3TUYECKUX
HOPM M CTaHAApPTOB IPO(QECCHOHATBPHONW JeATENbHOCTH, MOAYEpPKUBAIOLIEH U
JIEeMOHCTpUpYIOIIeHl  IMepcoHally Ha BCeX YPOBHAX  BAXHOCTh  oOecreyeHus
HHPOPMAIMOHHOM Ge3omacHOCTH YmpaBleHHs. Bce cOTpyAHMKH YTIpaBieHHs HOJDKHBI
TIOHMMATh CBOIO pOJib B Tpolecce obecredeHus HMH(POPMAIHMOHHON 0e30I1acHOCTH H
IpUHMMAaTh y4acTHe B 3TOM Ipollecce. HecMmoTps Ha TO, 4YTO BBICOKast KYJIBTypa
obecriedenuss HWHOOPMAIMOHHOM 0€30MacHOCTH HE TrapaHTHUPYeT aBTOMAaTHYECKOIo
IOCTHDKEHMsI IIeJIel, ee OTCYTCTBHE CO3[aeT OOJbIle BO3MOXKHOCTEW Ul HapyIIeHHS
6e30MmacHOCTH WK He 00HapyeHUs (aKTOB ee HapyIIeHHs.

5.12. I'nbkoCTh CHCTEMBI 3aIUTEI

Cucrema obecriedeHns HH(GOPMAIMOHHOM 0€30IaCHOCTH JOJDKHA OBITH CIOCOOHA
pearupoBaTh Ha M3MEHEHHsI BHEIIHEeH Cpe[bl U YCIOBHH OCYIIECTBICHHs YIIPaBICHHEM
CBOE€# iesTenbHOCTH. B unciio Takux M3MEHEHHH BXOJIAT:

— M3MEHEHHs OPraHH3aI[HOHHOW U IITATHOH CTPYKTYPHI Y IIPaBJICHHS;

— HM3MEHEHHe CYIIECTBYIOIIMX MM BHEJAPEHHE IPHHIUIIMAIBHO  HOBBIX
UH(OPMALIMOHHBIX CUCTEM;

— HOBBIE TEXHHYECKHE CPEJICTBA.

CBoiicTBO THMOKOCTH CHCTeMBI ofecrieueHHs WH(QOPMAaIMOHHONW 0€30IacHOCTH
130aBIsgeT B TAKHMX CHTYalMsSX OT HEOOXOJMMOCTH IIPHHATHSA KapAWHAIBHBIX MEp IO
MOJNHOM 3aMeHe CpEeACTB W METOAOB 3alllUThl Ha HOBBIE, YTO CHIDKaeT ee OOIIyro
CTOMMOCTb.

5.13. OTKpBITOCTH AITOPUTMOB ¥ MEXAHU3MOB 3aIIIATEI

CyTh MPHUHIMIIA OTKPHITOCTH AJTOPUTMOB M MEXaHW3MOB 3aIlUTEl COCTOMUT B TOM,
YTO 3al[UTa HE [O0JDKHA OOeCHeYHBATHCS TOJIBKO 3@ CHET CEKPETHOCTH CTPYKTYPHOH
OpraHW3alli¥ M aJTOPUTMOB (DYHKIIMOHMPOBAHUS ee IIOJCHCTeM. 3HaHHE aJrOpUTMOB
paboTHl CHCTEMBI 3AlIUTHl HE JOJDKHO IaBaTh BO3MOXHOCTH €€ IPEONOJeHHs (Jaxe
aBTOpaM). JTO0, OJHAKO, HE O3Ha4aeT, 4yTo HH(OpMalHs 00 HCIIONB3YEMbIX CHCTEMax H
MeXaHM3Max 3alUTHl JODKHA OBITh 001eN0CTYIIHA.

5.14. IlpoctoTa IprMEHEHHS CPENICTB 3alUTEI

MexaHu3MBl ¥ METO/IbI 3alUThl JOJDKHEI OBITh HHTYMTUBHO IOHSATHEI U IIPOCTEHI B
UCIIONB30BaHuH. [[pUMeHeHre CPeACTB ¥ METO/OB 3alUThl HE JOJDKHO OBITH CBA3aHO CO
3HAHHEM CIEeLHaIbHBIX S3BIKOB WA C BBIIOJHEHWEM JEHCTBHH, TpeOyromux
3HAYUTENIBHBIX JOTIOTTHUTEIIBHBIX TpyZo3aTpaT pH 0OBIYHOM pabote
3aperuCTPUPOBAHHBIX MOJB30BATENeH, a TakXkKe He NO/DKHO TpeOoBaTh OT IOJIB30BATENI
BBITIOJTHEHHS PYTHHHBIX MAJIOIIOHATHBIX €My OIlepaliyid.

5.15. OGOCHOBaHHOCTB U TEXHHUYECKAas peali3yeMOCThb

HubopMaIioHHBIe TEXHOJIOTUH, TEXHUIECKHE U IIPOrPaMMHBIE CPE/ICTBA, CPEJICTBA
H Mephl 3alIUTHl WHGOPMALUU JOJDKHBI OBITH pealn30BaHbl HA COBPEMEHHOM YPOBHE
Pa3BUTHS HAYKH U TEXHUKH, 0OOCHOBAHBI C TOYKH 3pEHHs JOCTHIKEHHS 38JaHHOTO YPOBHA
GezomacHOCTH MHGOPMALIMA U DKOHOMHYECKOM Ie1eco00pa3sHOCTH, a TaKKe MOJIKHBI
COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpPMaM H TpeboBaHMAM IO 0€30IaCHOCTH
MH(OpPMAaLIUH.




5.16. Cnenuanusaius 1 NpoQeccHoHaIN3M

IIpeamonaraer MpuBiIeYeHHE K pa3pabOTKe CPEACTB U pealu3alliid MEp 3alUTHI
vHGOPMAIMK  CTEUaTH3UPOBAHHBIX OpraHW3alud, HauOonee IOJATOTOBIEHHBIX K
KOHKPETHOMY By AESATENbHOCTH IO obecredeHHI0 0e30macHOCTH WH(OPMAIMOHHBIX
PECYPCOB, UMEIOLIMX OIBIT NPaKTHYECKOW paboThl W rOCYJapCTBEHHYIO JIMLEH3UIO Ha
MpaBO OKasaHWsl yCIyr B dTod ob6nactu. Peanusanus aJMHHHCTPaTHBHBIX MEp H
SKCIUTyaTallWsi ~ CPENCTB  3allliThl  JOKHA  OCYIIECTBIATBCA — MPOGECCHOHANBHO
[TOJIrOTOBJIEHHBIMHU CIEIIHATUCTaMHU Y IIpaBJICHHU.

5.17. O6s3aTeIbHOCT KOHTPOJIA

I[Ipenmonaraer 00s3aTEIbHOCTS M CBOEBPEMEHHOCTH BBISBICHUS M IIPECEUCHHUS
[IOIIBITOK HapyIIeHHs yCTAHOBJIEHHBIX [IPaBUII, Obecredenys 6e30MacHOCTH HHPOpMALHH,
HAa OCHOBE WHCIOJB3YEMBIX CHCTEM K CpPEe[CTB 3allUTBl HMH(OpMALWH, TpH
COBEpINIEHCTBOBAHMA KPUTEPHEB M METOJIOB OLEHKHM 3(G(EKTHBHOCTH I3THX CHCTEM H
CpeACTB.

KOHTpOIIb 3 JeATeTbHOCTRIO JI000I0 IOJIb30BATENS, KaX/I0I0 CPe/ICTBA 3alMThI !
B OTHOIIEHUU JTI000r0 00beKTa 3alUThl JOJDKEH OCYIIECTBIATECS HAa OCHOBE IPUMEHEHHS
CPE/ICTB OIEPATHBHOTO KOHTPOJS M PpErucTpald U JODKeH OXBaThlBaTh Kak
HeCaHKI[MOHUPOBAHHEIE, TAK U CAHKI[MOHUPOBAHHbIE IEHCTBHS MOJIb30BaTENCH.

Kpome Toro, ahdexTusHas cucreMa obecrnedenus HHGOPMAIMOHHON 6€30ITaCHOCTH
TpefyeT Haju4usi afeKBaTHOM U BceoOBeMIIOIEH MHPOPMALUK O TEKyIIEM COCTOSHHH
[IPOLIECCOB, CBA3AaHHBIX C JABWKEHHEM HHGOpMAlM¥ ¥ CBEIEHWH O COOIIONEHHH
YCTAaHOBJIEHHBIX HOPMATHBHBIX TPeOOBAHMH, a TakKe NOTIONHUTENbHON HH(OpMAIHH,
VMeIoIeil OTHONIEHHEe K NMPHHATHIO pemeHuid. MHpopManus NO/KHA OBITE HAAEKHOH,
CBOEBPEMEHHOI, TOCTYITHOH U IIPaBUIIBEHO OQOPMIIEHHOM.

HemocTaTKu cucTeMbl obecredeHust HHGOOPMAallMOHHOM 0€30I1aCHOCTH, BBISIBIICHHbBIC
COTpYyJHHKAMH YTpaBlIeHHs, JOKHBI HEMEMICHHO [OBOJMTBECA O  CBEIACHHUA
PYKOBOIMTENS YTIPaBIeHHS U ONEPATHBHO YCTPAHATHCS. BOIPOCE, KOTOpHIE KaxXyTCs
HEe3HAYUTEIHHBIMH, KOIZa OTHENbHBIE IIPOLECCHl pacCMAaTPHUBAIOTCS H30JIMPOBAaHHO, IPH
PAacCMOTPEHUH WX Hapsay C JAPYTMMH acleKTaMH MOTYT yKa3aTh Ha OTpHLATEbHBIC
TeH/EHIMH, TPO3SIHe IepepacTH B KpyIHblE HEIOCTATKHM, €CTH OHM He OyayT
CBOEBPEMEHHO YCTPaHEHBI.

6. Mepsb! obecriedeHUst HHPOPMALHOHHON O€30I1aCHOCTH

Bce Mepsl obecriedenusi Ge30MacHOCTH MH(GOPMAIMOHHBIX CHCTEM YIpaBICHHS
IOIPa3IeIISIOTCS Ha:

6.1. 3akoHomarenbHBIE (IPABOBBIE) MEPHI 3aLIUTHI

K npaBoBBEIM MepaM 3alllUThl OTHOCATCS IEHCTBYIONME B CTPaHE 3aKOHBI, YKa3bl U
HOPMATHBHBIE aKTBI, DETNIAMEHTHPYIOLIMe IpaBuia obpameHus ¢ HHpOpMaImew,
3aKpeIUIIONAE NpaBa ¥ OGS3aHHOCTH YYaCTHHKOB WH(OPMALMOHHBIX OTHOIICHHH B
npolecce uX 00pabOTKH U HCIOIB30BaHKsA, & TAKKE YCTaHABIMBAIOIIKE OTBETCTBEHHOCTD
3a HapyIIeHUs 3TUX IpaBuil. IIpaBoBbie MEPHI 3AIIUTH HOCAT B OCHOBHOM YIIpeX JAroIL U,
npodunaKTHUecKui XapakTep # TpeOyIOT IOCTOSHHOW pa3bsCHUTEIbHOU paboTel ¢
MOJIb30BATENSIMH U OOCIY)XHMBAIOIIMM  IIEPCOHAIOM  HH(POPMALIMOHHBIX  CHCTEM
VYupasneHus.




6.2. MopalbHO-3THYECKHE MEPBI 3aLUTHI

K MOpalpHO-3THYECKHM MepaM OTHOCATCS HOPMBI IIOBEICHHS, KOTOPBIE
TPAJWIMOHHO  CJIOXWIKCh WIM  CKIafbIBalOTCA IO  Mepe  PacIpoCTPaHEHMS
HHPOPMALMOHHEIX TEXHOJIOTHH B 00LIecTBe. DTH HOPMBI OOJNBIIEH YacThIO HE SBIAIOTCS
00s3aTebHBIMY, KaK 3aKOHOJATEIbHO yTBEPI)KICHHBIE HOPMAaTHBHBIE aKThI, OIHAKO, UX
HECOOIIOIEHHE MOKET MPHUBECTH K IaJCHUI0 aBTOPUTETA, IPECTHIKA YEI0BEKa, IPYIIITBI
JuI Wik YIpaBlieHds B IeoM. MopallbHO-3THYeCKHe HOPMBI ObIBalOT KaK HEMHCAaHbIE,
TaKk M IHMCaHBle, TO €CThb OGMOpPMIEHHBIE B HEKOTOPHIH CBOJ (ycTaB) MpaBMJI HIIH
npenmucanuii. MopalbHO-3TUYIECKHE Mephl 3al[UTHl ABJIAIOTCS NPOMHIAKTHIECKHMH H
TpebYyIOT IOCTOSHHOM paboThl IO CO3JaHHMIO 3J0POBOrO MOPAJbHOrO KiMMara B
KOJIJIEKTUBE.

6.3. TexHOJIOrHYECKHE MEPHI 3AIUTHI

K maHHOMY BHIY Mep 3aIlUTHI OTHOCSATCS Pa3HOTO POJia TEXHOJIOIMYECKUE PEIICHUS
W TpHEMBI, OCHOBAaHHbIE Ha WCIIOJF30BAaHHHM HEKOTOPHIX BHJIOB H30BITOYHOCTH
(CTpYKTypHO#, (YHKIMOHATbHOH, WHGOOPMAIlMOHHOH, BpEMEHHOH ¥ T.IL) H
HaIpaB/ICHHbIE Ha yMEHBIICHHE BO3MOXXHOCTH COBEPIUIEHMS COTPYJHHKaMH OUIMOOK X
HapyIIECHHUH B paMKaX IPeI0CTaBICHHBIX UM IIPaB U ITOJIHOMOYHH.

6.4. OpraHuzanvoHHbIE (aAMHUHUACTPATUBHEIE) MEPHI 3AIUTHI

Opranu3aiioHHble  (aIMUHHCTPAaTUBHBIE) MEpBI  3alMTEl - 9TO  MEpEHI
OPraHM3alMOHHOIO XapaKTepa, perIaMeHTHpPYIOIIHe IPOIecCh (YHKIHOHHPOBAHUS
cucTeMbl 00paboTKM HHGMOOpPMAIMK, MCIOIB30BAHHE €€ pPECypcoB, eSTEIbHOCTb
06CITy)KMBAIOLIEr0 TEpCOHaa, a Takoke IOPSJOK B3aMMOIEHCTBHS IOJIB30BATENEd C
CHCTEMOM TakuM 00pa3oM, 4TOOBI B HaMOOJNBIIEH CTENEHH 3aTPyIHHTh MM HCKIIOYHUTH
BO3MOXKHOCTH PEaIU3al[iy yIpo3 06e30MacHOCTH WX CHU3UTH pasMep MOTePh B CIydae Ux
peaiu3aluu.

6.5. ®opMupOBaHHE IIOJUTUKU O€3011aCHOCTH

['naBHas 1elb AaIMHHHCTPATHBHBIX Mep, IPEeANPHHUMAaeMbIX Ha BBHICIIEM
VIIPaBIEHYECKOM YpOBHE - CHOPMHPOBATh IONHTHKY B 00nactd obecreyeHus
GesomacHocTH HMH(GOpMalMy (OTPaKAIOLIYI0 MOAXOABI K 3amuTe HHGOpMAlMH) H
06ecreunTs ee BLIIOIHEHNE, BEIJIENAA HEOOX0JUMBIE PECYPCHI U KOHTPOJIUPYS COCTOSHHE
Iell.

C mpakTHYecKOM TOYKH 3pEHUs IONUTHKY B obOnacTH obecriedeHUs 0e30I1aCHOCTH
uadopManuu B YIpasieHuH IenecoobpasHo pa3dute Ha aBa ypoBHiA. K BepxHemy
YPOBHIO OTHOCATCS PEIICHNs PYKOBOJICTBA, 3aTParuBarOIKe AEATEIBHOCTE Y IPaBIeHUs B
menoM. IloNMMTHKA BepXHEro YpOBHSA [JOJDKHA YETKO OYEPTHTh Cdepy BIMAHHA H
OTpaHWYEeHHs [IPH ONpefielIeHUH Lielel Ge30macHoCcTd HHPOPMALUY, OTIPEAEIUTE KaKUMK
pecypcaMu  (MaTepHalbHBIMH, CTPYKTYDHBIMH, OpPTaHM3alMOHHBIMH) OHHM OyayT
JNOCTUTHYTEI, M HalTH pasyMHBIH KOMIIPOMHCC MEXIy IPHEMIEMBIM YPOBHEM
0e30MacHOCTH ¥ (YyHKI[MOHAIBHOCTBIO.

[TonWTHKa HUXKHETO YPOBHS, OIpenenseT NpOLEAyphl, W IpaBHiia JOCTHXKEHHS
ueself ¥ peleHns 3a1ad 6e30MacHOCTH HH(POPMAIUK | JeTalu3upyeT (periaMeHTHpYeT)
3TH MIpaBHJIa:

— KaKOBBI POJIM M OOS3aHHOCTH JIOJDKHOCTHBIX JIMII, OTBEYAIOIIKe 32 IPOBEICHHE
TIOJTUTHKH 0€30IacHOCTH MH(OPMALIHH;



— KTO HMeeT IIpaBa JOCTyna K HHGOPMAIlMH, KTO M IIPHU KAKUX YCIOBUSIX MOXET
YUTATh ¥ MOAUMUIIMPOBATE UH(GOPMALIAY H T.1I.

TTonuTHKa HMXKHETO YPOBHS JI0JKHA:

— IpegycMaTpUBaTh peraMeHT WH(OPMALMOHHBIX OTHOLICHHH, HCKIIFOYAOIINX
BO3MOXXHOCTE IIPOM3BOJIBHEIX, MOHOIIOJIBHBIX WJIM HECAHKI[MOHHPOBAHHBIX IEHCTBUH B
OTHOIICHHH HH()OPMaLMOHHEIX PECYPCOB;

— OIpENeNSTh KOATUIIMOHHEIE U MepapXUdecKue IIPUHIIUIIEI X METOBI Pa3elIeHNs
CEKPETOB M pa3rpaHUYeHHUs JOCTyIa K HHQOPMAaIluy; '

— BBIOMpATH IIPOrPaMMHO-TEXHUYECKHE (ammapaTHble) CPeICTBa IIPOTHBOIEHCTBHIA
HCJ, ayreHTHUKanuy, aBTOpPH3allMM, HWIACHTUOUKAMH W JIPYTUX 3aIlUTHBIX
MEXaHHU3MOB, OOECIEUHBAIOIINX TapaHTUH pealu3ald IIpaB M OTBETCTBEHHOCTH
cyObeKTOB HH(GOPMALlMOHHBIX OTHOIIIEHHUH.

6.6. PernamenTanust 1OCTyIla B IIOMELLEHHUS

KoMrioHeHTs HWHGOPMAIMOHHBIX CHCTEM AOJDKHBI Pa3MEIarhCs B ITOMEIICHHAX,
HAXONAIIUXCS IIOJ OXpaHOH WM HaONIOJeHHEM, HCKIIOYaloluM BO3MOXKHOCTB
GECKOHTPOIBHOTO IPOHHKHOBEHUS B ITOMEIEHHS IIOCTOPOHHHX JIXI] ¥ 00eCIIeUMBaIOIIUM
(GHU3AYECKYI0 COXPAaHHOCTh HAaXOMAIIMXCS B IIOMEIIEHHH 3allMIIaeMbIX pPECypcOB
(moxymentoB, APM u T.1.). Y0OpKka Takux IOMEIIEHHH HO/DKHA ITPOU3BOIMUTHECS B
IIPUCYTCTBUHA OTBETCTBEHHOIO0 COTPYAHHKA, 3a KOTOPBIM 3akKpelljicHbl JaHHbBIS
KOMIIOHEHTEI, C COONIIOeHHeM Mep, MCKIIOYaOIMX MOCTYI IIOCTOPOHHHUX JIMIl K
3aIUIIaeMbIM HH()OPMAIIHOHHEIM pecypcam.

Bce mocropoHHME M@ JOIYCKAlOTCA B IOMEIIEHHS C KOMIIOHEHTaMH
UHGOPMALMOHHON CHCTEMBI TONIBKO B IIPHCYTCTBUU COTPYAHUKOB Y IIPaBJICHHUS.

ITo oxoH9aHuH pabodero MHs, MOMEIIEHUS, B KOTOPHIX Pa3MeIaloTCs KOMIIOHEHTBI
HH()OPMALIMOHHEBIX CUCTEM YIIPABJIEHHUS, JOIDKHEI 3alIMPaThCS Ha KII0Y, 110 BO3MOXXHOCTH
OIIeYaTHIBATHCS.

B ciydae ocHaleHHs [TOMEIIEHHH CpefcTBaMH OXPaHHOM CHTHAJH3AllUH, a TaKKe
aBTOMATH3HPOBAHHONW CHCTEMOM IIpHeMa M PETHCTpallid CHUTHAIOB OT 3THX CPEJCTB,
IpreM-ciada TaKuX MOMEIeHUH 110 OXpaHy OCYLIECTBIAETCS Ha OCHOBaHHH CIIEI[HAIIEHO
pa3zpabaTeIiBaeMON UHCTPYKIIUH.

6.7. PernameHTanus JOIycKa COTPYAHHKOB K HMCIIONB30BaHUIO MH()OPMAIIHOHHEIX
pecypcoB

B paMkax paspelluTeNIbHOH CHCTeMBI (MaTpHLBI) JOCTYyIa YCTaHABIUBAECTCS: KTO,
KOMY, Kakyio MH(OpMAaIUIO M Ul KaKOro BHJA JOCTYIIda MOXET IPEIOCTaBUTh U IPH
KaKNX yCIIOBUSX. .

Jlomyck mosip3oBaTenei k pabore ¢ HHGOPMAIMOHHBIMU CHCTEMaMH U JJOCTYII K X
pecypcaM JIOJDKEH OBITH CTpPOro periamMeHTHpoBaH. JlloOble H3MeHeHHs cocTaBa H
[IOJTHOMOYMM IIOJIB30BaTelel IIOJICHCTEM JOJDKHBI IIPOU3BOAUTHECH YCTaHOBIICHHBIM
MIOPSAIKOM.

YpoBeHb IOJHOMOYMM Ka)KIOTO II0JIb30BaTENs OIpenessieTcss HHIAWBHIYaIbHO,
coOIro1ast cieryromnue TpeOOBaHus:

— KaXOBIH COTPYOHHK IIOJIB3yeTCA TOJBKO NPEANHCAHHBIMH €My IIpaBaMM IIO
OTHOIUEHHIO K WH()OPMALUK, ¢ KOTOPHIMU eMy HeoOxoauma paboTa B COOTBETCTBHH C
JOJDKHOCTHEIMH 00s3aHHOCTSIMHU. PacimpeHre npas JOCTYIIA U NPeJOCTaBIeHHEe JOCTyTIa



K JOIOJIHUTEBHEIM MH(MOPMALMOHHBIX pecypcaM, B 00A3aTE€IBHOM IOPSJAKE, AOIDKHO
COIIACOBBIBATHCA C aIMUHUCTPATOPOM Oe30macHOCTH HHGOpMALIUH;

— PYKOBOAUTENb YIIpaBIIeHWs HMeeT IpaBa Ha IPOCMOTP HHGOpPMAIMH CBOHMX
TIOJUMHEHHBIX TOJIBKO B YCTAaHOBIIEHHBIX IIpeJejiaX B COOTBETCTBUH CO CBOMMH
JOJDKHOCTHBIMH O053aHHOCTSIMH.

Bce corpyanuku VYmnpaBneHHs W OOCIyXHBalOLIMH IIEPCOHAN, MODKHBI HECTH
IIepCOHAJIbHYI0O OTBETCTBEHHOCTH 3a HapylIeHWs YCTAHOBIIEHHOTO IOpsAKa 00paboTKH
uH(GOpMALlMK, TPaBUJI XpPAHEHHUS, WUCIIOJNB30BAHUSA M IIepeflay¥ HaXOIAIIMXCS B HX
PacIopsDKEHUH 3alUIIAEMBIX PECYPCOB CHCTeMEl. Ka)caplii cOTpyaHHK (IIpH IMpHeMe Ha
paboTy) IOKeH IOIAMUCHIBAaTH 00S3aTeNbCTBO O COONMIOAEHWM M OTBETCTBEHHOCTH 3a
HapyIleHHe YCTaHOBIIEHHBIX TpeOOBaHuii 110 COXpaHeHUI0 HHopMauu Y IpaBIeHus.

Ob6pabotka [1/lH B KOMIOHEHTax MH(DOPMAIIMOHHBIX CHCTEM YTIpaBICHHUS JOJDKHA
IIPOU3BOIUTHCS B COOTBETCTBUHU C YTBEPKIEHHBIMU TEXHOJIOIHYECKUMH HHCTPYKIIHSIMH.

6.8. PermamMeHTarus mpoleccoB oOCITyKHUBaHUS U OCYIIECTBICHUS MOAU(PUKALIN
anrapaTHBIX U IPOrpaMMHBIX PECYPCOB

B nemix mopmepxaHus pexuMa HHGOPMAITMOHHOH OE€30IIacHOCTH ammapaTHO-
IporpaMMHas KOHQUIypallyisi aBTOMATH3MPOBAHHBIX paboYmX MeCT COTPYIHHKOB
VnpaBneHus, ¢ KOTOPBIX BO3MOXXEH JOCTYI K pecypcaM HHGOPMAIIMOHHON CHCTEMEI,
JOJDKHA ~ COOTBETCTBOBATh  KPYry  BO3JIOXKEHHBIX Ha  J@HHBIX  IIOJIb30BaTesiei
(YHKIMOHABHEIX 00s3aHHOCTEH.

B xoMmoHeHTax MHQOPMAITMOHHOM CHCTEMBI B Ha pabouMX MecTaxX IoJb30BaTeNei
TOJDKHBI YCTaHABIMBATHCS M UCIIONIB30BATHCS JIMIIEH3UOHHEIE ITPOTPaMMHBIE CPEICTBA.

6.9. ObecneuyeHrne u KOHTPOJIb (PU3MUECKOM IIEIOCTHOCTH (HEM3MEHHOCTH
KOH(Urypalluy) arrapaTHEIX pecypcoB

ObopynoBanre HHGOPMALIMOHHBIX CHUCTEM, HCIIONIb3yeMoe [UIsi JOCTyna |
XpaHeHHs MH(MOpMAIMU, K KOTOPOMY JOCTYIl OOCIYy)XHBAIOLIEro IIepcoHalia B IPOIECCe
9KCILTyaTalluy He TpeOyeTcs, ocye HalaJo9HbIX, PEMOHTHBIX M HHEIX pa0oT, CBA3aHHBIX
C IOCTYTIOM K €ro KOMIIOHEHTaM JIOJKHO 3aKpbIBAThCH.

6.10. Ilogbop m moaroToBka nepcoHana, o0ydyeHHue MMoIb30BaTeeH

ITonp30BaTeny WHPOPMAIIHOHHBIX CHCTEM YTIpaBlIeHHS, & Takke PYKOBOMAIIUN U
OOCITy)KMBAIOIIMKM MEepCOHAN JOJDKHBI OBITH O3HAKOMJIEHBI CO CBOMM YPOBHEM
IIOJIHOMOYHUH, a TaK)Ke OpraHU3allMOHHO-PACTIOPSAUTEIbHON, HOPMAaTUBHOM, TEXHUUECKOH
U OKCIUTyaTallUOHHOM JOKyMEHTAallMeH, ompenensromeii TpeOOBaHHS M IOPSIOK
00paboTku nHGOpMALIUU B YTIPABICHUH.

Obecneyenune Ge30macHOCTH MH(GOPMAaLMU BO3MOXHO TOJIBKO IOCIE BBIPAOOTKU y
IIOJIb30BATENIe OIMpeneIeHHOW KyJIbTYphl paboThl, T.e. HOPM, O00s3aTeNbHBIX ML
UCIIOJIHEHUSI BCEMH, KTO paboTaer ¢ MHGOPMAIMOHHBEIMU pecypcamMu YrpasieHus. K
TaKMM HOpPMaM MOJXXHO OTHECTH 3allpellleHue JIFOOBIX YMBIIUICHHBIX WA HEYMBIIIICHHBIX
JeHCTBUE, KOTOpble HaApyIIaloT HOPMAaJIbHYIO pab0oTy KOMIIOHEHTOB HH(OPMALMOHHBIX
CHCTEM, BBI3BIBAIOT JIOIIOJHUTEIBHBIE 3aTpaThl pPecypcoB, HapyIIalOT LEIO0CTHOCTb
XpaHUMOH u o6pabarbiBaeMOd uHGpOpPMALMM, HAPYLIAOT WHTEPECH 3aKOHHBIX
TI0JIb30BATElIEH, BIIaIeIbIEB MIM COOCTBEHHUKOB.

Bce momp3oBaTenu HUHGOPMAIIMOHHBIX CHCTEM JOJDKHBI OBITH O3HAKOMIIEHBI C
OpPraHU3aIOHHO - PAaCIOPSIUTENBHBIMUA JOKYMEHTaMH IO obecreueHuto 0e30MmacHOCTH
uapopmarun (I1JJn) VYmnpapnenus, B dYacTH, HX Kacaromleics, OODKHBI 3HaTh H




HEYKOCHHUTEJIBHO BBINOJIHATh HHCTPYKIIMU U 3HATH 00IIHE 00SI3aHHOCTH 10 00eCIeyeHnIo
6ezomacHocTH MHpOpManuu. JloBeneHue TpeGOBaHMI yKa3aHHBIX JOKYMEHTOB 0 JIMII,
JOIYIIEHHBIX K 00paboTke 3auruinaeMod WHQOpMAIWH, IODKHO OCYILIECTBISATHCS IO
POCITKCE.

6.11. OTBeTCTBEHHOCTh 3a HapyLICHHs YCTAHOBICHHOIO MOPA/KA II0JIE30BaHUSA
pecypcaMu HHGOPMALMOHHOM CHCTEMBI

Mepa OTBETCTBEHHOCTH I€pcOHaNa 3a JeHCTBUSA, COBEpIIEHHbIE B HapyIllICHHE
YCTaHOBJIEHHBIX IIpaBHUJI obecredeHus OesonacHoit paboTsl ¢ uH(opMamumei, I0KHA
OIIPE/IENATECS HAHECEHHBIM yIIepOOM, HaTWYHEM 3JI0r0 YMBICIA W JPYTUMH (DaKTopaMu
110 YCMOTPEHHIO PYKOBOJCTBa YIIpaBIeHHS.

Jis peanu3alii IPUHIUINA IIEPCOHAIBHONH OTBETCTBEHHOCTH IIOJIB30BaTejel 3a
CBOHM JIEHCTBUS HEOOXOIUMBL:

— UHIMBUIYyalbHas MICHTH(QUKALUSA II0JIb30BaTelledl ¥ HHULUHPOBAHHBIX HMMH
IIPOLIECCOB, T.€. yCTaHOBIeHHWEe 3a HUMM uaeHTHukaropa (login, Username), Ha Gase
KOTOPOTro OyZeT OCYLIECTBIATECSA pa3TpaHMYCHHE JOCTYIIA B COOTBETCTBHHU C IIPHHIIUIIOM
000CHOBaHHOCTH JOCTYIIA;

— IIpOBEpKa IOJIMHHOCTH I10JIb30BaTesel (ayTeHTH(UKAIHS ) Ha OCHOBE I1apoJieii;

— peakuus Ha IIONBITKM HECAaHKIMOHMPOBAHHOTO MOCTYyNa (CHIHAIX3alus,
OJIOKMpOBKA U T.1I.).

6.12. CpexcrBa obecniedeHus 6e30nacHOCTH HHOOPMAIIHH

s obecriedennss MHGOPMAIMOHHON 0€30IMaCHOCTH HCIIOJIB3YIOTCS CIIEAYIOIINE
CpeZCTBa 3aIlUTHI:

dusnueckue cpecTBa 3aAIIUTEI

®Duspyeckue Mephl 3alllUTBl OCHOBAaHBl Ha IIPUMEHEHWHM pa3HOro poja
MEXaHHYECKUX, JIIEKTPOHHBIX MM 3JIEKTPOHHO-MEXaHHYECKUX YCTPOHCTB B COOPYIKEHHUHA,
CIENHMAIBHO IIPEIHA3HAYEHHBIX U CO3JaHus (PU3NYECKUX MPENATCTBUN Ha BO3MOXKHBIX
IyTSX IIPOHUKHOBEHHMS M JIOCTYNla NOTEHUUAJIBHBIX HAapYIIUTelled K KOMIIOHEHTaM
CHCTEMBI M 3allMINAeMOH HH(POPMAIMM, a TakKe TEeXHHYECKHX CPEICTB BU3YAIBHOIO
HaOIIONCHUSI, CBS3U U OXPAHHOM CUTHATU3AIINH.

Jns obecnedenus uzudeckoll 0e30ImaCHOCTH KOMIIOHEHTOB HH(OPMAIMOHHBIX
CHCTEM HEOOXOOMMO OCYIIECTBISTH DS OPraHU3aI[MOHHBIX M  TEXHHYECKUX
MEPONPHUATHH, BKJIIOYAIONIMX: IPOBEPKY OOOpYIOBaHHUS, IpeIHA3HAYEHHOIO IS
obpaboTku HH(pOpMAIHH, HA:

— HaJu4He CIIeIHaTbHO BHEJPEHHBIX 3aKJIaHBIX YCTPOHCTB;

— BBEJICHHE [ONOJHUTEIBHBIX OrpPaHWYEHWH 110 JOCTYIy B IIOMEIIeHHUs,
IIpeJHa3Ha4YeHHbIe I XpaHeHus U 00paboTku uHpopMaLum;

— obopynoBaHue cucteM HH(OpPMATH3AIMK YCTPOMCTBAMH 3aIIMTEl OT CcOOEB
JIIEKTPONUTAHUS U ITIOMeX B JIMHUSX CBS3U.

TexHuveckue cpeicTBa 3alIUTHI

Texnuyeckue (anmmapaTHO-IpOrpaMMHBIE) MEpBl  3allUThl  OCHOBAaHBI  Ha
UCIIONB30BAHUM DPA3IMYHBIX 3JIEKTPOHHBIX YCTPOHCTB M CIIEHMAIBHBIX IPOrpaMM U
BEINIOJIHSIOIIUX (CaMOCTOSTEIBHO HJIH B KOMIUIEKCE ¢ APYTHMH CpPeACTBaMH) (QyHKIHH
3aIIUTH (MOSHTHQUKAIMIO U ayTeHTUGUKALIMIO TI0JIE30BaTeNel, pasrpaHiHueHue JOCTyIIa
K pecypcaM, perucTpanuro coObITHH, Kpunrorpapuueckoe 3aKpeITHe HHOOPMAIIUH | T.1. ).




C yuwerom Bcex TpeOoBaHMH U TNPUHOUNOB oOecredeHuss 6e30mMacHOCTH
HH(OPMAIIUH 10 BCEM HAMpPaBICHUSM 3alIUTHl B COCTAB CHCTEMBI 3aIlUTHI JOJDKHBI OBITH
BKJIFOYEHBI CJIEAYIOIINE CPEICTBA:

— CpeJACTBa pa3rpaHHYEHHUs JOCTYIA K JaHHBIM;

— CpelCTBa PEerHCTpalliy JOCTyIa K KOMIIOHEHTaM HMH()OPMAIHOHHOM CHCTEMBI U
KOHTPOJIS 32 HCIIOIB30BaHHEeM HHpOpMALIHH;

— CpejicTBa  pearupoBaHMs Ha  HapyOIeHHS  pexuMma  HUHGOPMAIMOHHOM
0e30I1acHOCTH.

Ha TexHu4eckue cpefcTBa 3aIllUTHl BO3JAraeTcs pellleHHe CIEeIYHOIIUX OCHOBHBIX
3ajad:

— HACHTU(QHUKAIUA U ayTeHTU(HKAWs IIONb30BaTeNlell IpH IIOMOIIM HMEH WU
CHEeIMAIbHEIX allllapaTHEIX CPEJICTB;

— perjamMeHTalyus MW YIOpaBlI€HHEe JOCTYIIOM IIOJb30BaTellell B IIOMEIICHHs, K
(GHU3UUECKUM U JIOTHYECKUM YCTPOHCTBaM;

— 3alUTa OT IPOHHKHOBEHWS KOMIIBIOTEPHBEIX BHPYCOB M pPa3pyLIUTEIIBHOTO
BO3/IEMCTBUS BPEIOHOCHBIX IIPOTPaMM;

— pEerucTpamus BceX AEHCTBUN IOJIB30BaTENs B 3aIIUINEHHOM JKypHAlle, HATHYHE
HECKOJIKMX YPOBHEH perucTpanuy;

— 3allliTa [JaHHBIX CHCTEMBI 3allUThl Ha (halJIOBOM CepBepe OT MJOCTyIa
IOJIb30BaTeNIel, B YbH JOJDKHOCTHBIE OOS3aHHOCTH He BXOOUT paboTa ¢ MH(OpMAaIuH,
HaXOJSIIEHCs Ha HEM.

CpencTBa UIeHTH(QHUKAIMY U ayTeHTU(UKAIIUY [T0JIb30BaTeNeH

B mensx mnpeporBpallleHus paboTel ¢ pecypcaMd HHGOPMAIMOHHBIX CHCTEM
ITOCTOPOHHHUX JIAI] HEOOXOOMMO O0OEeCIeuruTsh BO3MOXKHOCTH PACIO3HABAaHHUSA KayKIOTO
JIETAJIBHOTO MOJB30BaTeNs (Wau rpynn mnosnb3oBateneit). Uit uaeHTHUQHKAMUA MOTYT
IIPUMEHSTECS Pa3IMYHOrO pojia YCTpPOWCTBa: MarHUTHBIE KapTOYKH, KIIHOYH, KIIIOYeBhIe
BCTaBKH, IUCKETHI U T.II.

Aytentuduxanus (OATBepXKJACHUE MOJIMHHOCTH) IOJIB30BaTeIed TaKkKe MOXKET
OCYIIECTBIISITHCS:

— MyTeM TMPOBEPKH HAIWYUSA Y TII0Jb30BaTeNled KakuxX-Tu0o cIielUalbHbIX
YCTPOUCTB (MarHUTHBIX KapTO4eK, KIII04ei, KIII0OUYeBhIX BCTABOK U T.1.);

— IyTeM IIPOBEPKH 3HAHUS UMHU I1apoei;

— IIyTeM IIPOBEPKH YHUKAJIBHBIX (HU3UIECKUX XapaKTepUCTHK U IIapaMeTPOB CaMUX
TI0JTh30BATENEH TIPU TIOMOIIH CIIeLAATBHBIX OMOMETPHYECKUX YCTPOUCTB.

Cpencra pa3rpaHU4eHHs JoCcTyna

30HBI OTBETCTBEHHOCTHM H 3aJauyd KOHKPETHBIX TEXHHYECKHX CpPEeJCTB 3aIlUThI
YCTaHABIMBAIOTCS HCXOIS M3 MX BO3MOXKHOCTEH M SKCIUIyaTal[HOHHBIX XapaKTepHCTUK,
OMMKMCaHHBIX B IOKyMEeHTAIlMH Ha JaHHBIE CPeCTBa.

TexHWYEeCKHe CpEeICTBA pasrpaHUYeHHs JOCTYIa JODKHBI 110 BO3MOXKHOCTH OBITH
COCTaBHOM 4acThIO €AMHOM CHCTEMBI KOHTPOJIS JOCTYIIA:

— Ha KOHTPOJIUPYEMYIO TEPPHTOPHIO;

— B OTJEIbHBIE IOMEIICHHUS;

— K KOMIIOHEHTaM HH(})OpPMAaIlMOHHOW Cpelbl ¥ 3JeMeHTaM CUCcTeMbl 3amuThl 11/H
(busuueckuit TOCTYII);




— K uHDOPMALMOHHBIM pecypcaM (JOKyMEHTaM, HOCHTEIsM HH(QOpMAIHH,
daiinam, HabopaM JaHHEIX, apXKUBaM, CIIpaBKaM U T.11.);

— K aKTHBHBIM pecypcaM (IIPUKJIAIHBIM IPOrpaMMaM, 3afauam | T.I1.);

— K OIEpaIHOHHOM CHCTeMe, CHCTEMHBIM IIporpaMMaM U IporpaMmaM 3alyThl.

CpencrBa obecriedeHUst 1 KOHTPOJISA I1€JIOCTHOCTH

Cpencrtsa ofecredeHusl I[EJIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpeJCTBa
DE3EPBHOTO  KOMMPOBAaHWS, I[POrpaMMbl  AQHTHBUPYCHOM  3alllMTHI,  IPOTPaMMEI
BOCCTAHOBJIEHHMSI IIEJIOCTHOCTH OIEPallMOHHOM cpensl U 6a3 JaHHBIX.

CpemctBa  KOHTpOJIL — LIEJIOCTHOCTH  MH(OPMALMOHHBIX ~ PECYpCOB  CHUCTEM
MpefHa3sHaYeHbl I CBOEBPEMEHHOrO OOHApyXeHHS MOAMGMHKAIMH WM HCKAKEHHS
pecypcoB cucTeMbl. OHH IIO3BOIIOT 0O€CIeYMTH IMPAaBHIIBHOCTE (DYHKIHOHUPOBAHHS
CUCTEMBI 3aIlUTHI U LIeJIOCTHOCTh XpaHUMOM U 00pabaTbiBaeMoii HH(OpMAaIHH.

KOHTpOJIb LENOCTHOCTH MHGOPMALMU U CPEJCTB 3aIllUTHI, C LENBI0 00ecredeHus
HEeH3MEHHOCTH MH(POPMAIIMOHHON CPEeIbl, ONpe/ielIsIeMOH TIPeyCMOTPEHHO! TEXHOJIOTHEN
06pabOoTKH, W 3aIIUTHl OT HECAHKI[MOHHPOBAHHON MOAH(HUKAMKM WH(OPMALMH TOJDKEH
obecrieyuBaTHCS:

— CpelIcTBaMH pasrpaHWYeHHs [OCTyna (B TIIOMEIIEHHs, K JOKyMeHTaM, K
HOCHTENSM HH(OPMALIUH, K CEpBEPaM, JTOTHYECKHM YCTPOHCTBAM U T.IL.);

— CpeacTBaMHM BIIEKTPOHHOM IOJIUCH;

— CpelCcTBaMH IOJCUeTa KOHTPOJIBHBIX CYMM (VIS MCIIOJIB3yEMOrO IPOrpaMMHOTO
obecrieyeHus).

CpezncTBa OIepaTUBHOIO KOHTPOJIS U PETUCTPALUK COOBITHI 6e30IacHOCTH

CpezncTBa OOBEKTHBHOIO KOHTPONSI JOJDKHBI OOeCIednBaTh OOHApYXeHHE U
perucTpalyio BeceX cobbITHi (neiicTBuit mons3oBarterneif, moneirok HCJI u T.11.), KOTOpBIE
MOIyT IIOBJ€Yb 3a co00# HapymeHue Oe30IaCHOCTH M IIPHBECTH K BO3HUKHOBEHHMIO
KPH3HCHBIX CHMTyallui. AHauu3 COOpaHHOW CpeACTBAMHM PErHCTpalud HHGOpMALHH
TI03BOJISET BBIABUTH (DAKTHI COBEPIIIEHUS HApyIEHNH, UX XapaKTep, MoJICKa3aTh METO €T0
pacclefioBaHHs ¥ COcOOBI TOWCKa HapyIIWTeNls W HCIpaBjieHusi cuTyauud. Cpencrsa
KOHTPOJISL ¥ PETMCTPALIMHU JOJDKHBI IIPEIOCTABNIATE BO3MOXHOCTH:

— BeIeHUS U aHaJK3a KYPHAJIOB PETHCTPALUK COOBITHH O€30MacHOCTH (CHCTEMHBIX
XKYpHaJIOB);

— TONyYeHHMs TBEpPAOW KOmMW (I€YaTH) OKypHaJa pPEerucTpalud COOBITHHA
0e30I1acCHOCTH;

— YIOpPSNOYEHHs JKYPHANOB, a TAaK)K€ YCTaHOBIIEHHs OrpaHWYEHHH Ha CPOK MX
XpaHEHNS;

— OIepaTHBHOTO OIOBEINEHUS] aIMUHUCTpaTopa 0e30macHOCTH HMH(pOPMALUH O
HapPYIIEHUSX.

I[Ipu perucTpamwé cOOBITHI G€30IaCHOCTH B JKypHAIE NOJDKHA (HHKCHPOBATHCS
clleayromas HHpopMaLys:

— JaTa ¥ BpeMs COOBITHS;

— uneHTH(hHUKATOp CyOBEKTa, OCYIIECTBISIONIEr0 PETUCTPUPYEMOe NeHCTBHE;

— JHelicTBHe (THII IOCTYTIa).



6.13. KoHTpob 3 pEeKTUBHOCTU CHCTEMBI 3aIIATHI

KoHnTpons 3¢h@deKTHBHOCTH 3amUTEl WHOOPMALMUA OCYIUECTBISAETCS C IEJIBIO
CBOEBPEMEHHOI'O BBIABICHHMS U TIPENOTBpAICHUS YyTEeYKH WHGPOPMALUK 3a CYET
HECAaHKIIMOHMPOBAHHOI'O JOCTYIIa, a TaKKe MpeIyIpeskIeHnus BO3ZMOXHBIX CIElHATBHEIX
BO3/IEHCTBUY, HAIpaBICHHBIX HAa YHHYTO)XKeHHe HWH(OpMAIHH, paspylleHHE CPEICTB
uHpopMaTu3ay. KOHTpPOIE MOXET MPOBOAMTHCS IPHBIEKAEMBIMH [UIs 3TOM LEIn
OpraHU3alUsIMHU, UMEIOIUMH JIMLEH3HUIO HA 3TOT BH/I JIE€ATEIbHOCTH.

Ouenka >ddexTHBHOCTH Mep  3alIUTEl  HH(OPMAIMH  IPOBOJUTCS  C
UCIIOJIb30BAHUEM TEXHHUYECKUX M IIPOrPAMMHEBIX CpPEICTB KOHTPOJS HA IIPEIMET
COOTBETCTBHUS YCTAHOBJIEHHBIM TPeOOBAHHIM.



TIpunoxenue Ne 16
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cyObeKmos8 nepCcoHalbHbIX OAHHBIX




Per.Ne_ or_ . .20 B Vnpasnenue o6pa3oBaHus
agMUHHCTpauu ropoja Kosposa

oT

(.1.0. 3asBHTENSA)

(HAHMEHOBAHHE H PEKBH3HTHI IOKYMEHTA,
YAOCTOBEPAIOLIETO JIHYHOCTD 3aABHTEA,
CBEJICHHA O JIaT¢ BbIJa4H H BEIJABIIEM OpraHe)

3anaBJieHHe

YmpaBneHue oOpa3oBaHUs aAMHHHCTpalMd ropoga KoBpoBa oOCyIIecTBIISET
00pabOTKy MOUX IIEPCOHAIBHBIX TAHHBIX HA OCHOBAHWH:

(vkasame ceedenua, noomeepoicoaiouue pakm obpabomKku NePCOHANbHBIX OAHHBIX ONEPAMOpPoM)

IIpomnry mpemoCTaBUTE MHE CIEAYHOIIYI0 HH(QOpPMAIMIO, Kacarolryrocs o0paboTKu
MOMX IepCOHAIBHBIX JaHHbBIX:

1) nonrBepxieHue haxTa 00pabOTKY NTePCOHANBHBIX JAaHHBIX YIIPaBICHHEM;

2) IpaBOBBIE OCHOBAHUS U 1€ 00pabOTKH MepCOHATBHBIX JaHHbIX;

3) menu ¥ IpUMeHsieMble CIoco0B! 00pabOTKK MePCOHAIBHBIX JaHHBIX;

4) Ha¥MMEHOBaHHE M MECTO HaxXOXIeHHs YIpaBIeHHS, CBEJeHHA O Junax (3a
HCKIIFOUEHHEM DPaOOTHUKOB YTIpaBlIeHUs), KOTOpPBIE HMEIOT OOCTYI K II€PCOHAIBHBIM
JaHHBIM MJIH KOTOPBIM MOIYT OBITH PACKpBITHI NEPCOHAJIBHBIE JaHHBIE HA OCHOBAHHH
JIOr0BOPa € OIIEPATOPOM MJIH Ha ocHOBaHUHU DenepanibHOro 3akoHa oT 27.07.2006 Ne 152-
@3 «O nepcoHANBHBIX JaHHBIXY;

5) obpabareiBaeMble INepcoOHaIbHBIE NaHHBIE, OTHOCSAIIUECS K COOTBETCTBYIOIIEMY
CyOBeKTYy NepcoHaIbHbIX JaHHBIX, UCTOYHUK UX ITOTy9eHHUS;

6) cpoxu 06paboTKH NePCOHATBHBIX JaHHBIX, B TOM YHCJIE CPOKU X XpaHEHHS,

7) TOpANOK  OCYLIECTBIEHUS CYOBEKTOM IEPCOHANBHBIX JaHHBIX  IIpaB,
npeaycMoTpeHHbIX PenepanbHbM 3akoHOM OT 27.07.2006 Ne 152-03 «O nepcoHanbHBIX
TaHHBIX»);

8) umHpopmanuio 00 OCYIIECTBICHHONH WM O MpeArnojaraeéMoil TpaHCTpaHUYHOMH
nepeaaye IaHHBIX;

9) HauMeHOBaHUE WM (DaMHIIUIO, UM, OTYECTBO M AJPEC JIMIA, OCYIIECTBIISIOIIETO
00paboTKy mepCOHANBHBIX JaHHBIX II0 TOPYyYeHHI0 YIIpaBleHHs, eciu obpaboTka
nopy4eHa Wiy OyzeT nopy4eHa TakoMy JIHILY;

10) unuble cBemeHus, npexycmorpeHHble PenmepanpHbiM 3akoHOM oT 27.07.2006
Ne 152-03 «O nepcoHalbHBIX JaHHBIXY» WU APYTUMH (GefepalbHbBIMU 3aKOHAMHU.

« »




Per.Ne ___or__. .20 B Vnpasnenue o6pazoBanus
anMuHHCTpalwu ropoaa Kosposa
oT

(.1.0. 3anBuTENA)

(HAHMEHOBAHHE H PEKBH3MTHI IOKYMEHTA,
YAOCTOBEPAOLLErO IHYHOCTh 3aABHTE A,
CBCJICHHA O JaTC BBIJa4H H BEIIABIIEM OpraHe)

3asBJieHHEe
VYrpasinenue o0pazoBaHMsA aJMHHHCTpaluu ropoxa KoBpoBa OCYIIECTBIISET

006paboTKy MOMX IEPCOHAIBHBIX JaHHBIX HA OCHOBAHHH:

(ykasame ceedenus, nodmeepacoaioujue axm obpabomku nepcoHanbHLIX OaHHBIX ONEPAMOPOM)

IIpomry yHW4YTOXHUTH oOpabareiBaemble Bamu MOM mepCOHAIbHBIE JaHHEIE:

(Ykazame yHuumooicaemsle NepCoHanbuble OanHble)

B CBSI3H C TE€M, YTO

(YKazame npUYUKY YHUMMOMNCEHUS NEPCOHATBHBIX DGHHBIX (OaHHbIE AGNAIOMCA HENOTHBIMU, YCMAPesUIUMY, HEMOYHBIMIY,

HE3AKOHHO NONYYEHHBIMU, He AGAAI0MCS HeobxodumbIMU N 3ai6neHHOol yenu 06pabomx)

« »




Per.Ne  or . .20 B Vnpasnenue o0pazoBanus
agMuHucTpanuu ropoga Kosposa
oT

(¢.1.0. 3aaBuTENA)

(HAMMEHOBAHHE H PEKBH3HTEI 1OKYMEHTA,

YAOCTOBEPAIOLICTO JIHMHOCTD 3aABHTENSA

3asBieHHe

Ynpasnenne o0pa3oBaHUS aJAMMHHCTpanuu ropoga KoBpoBa OCyIIeCTBISET

06paboTKy MOMX IePCOHAIBHBIX JAHHBIX HA OCHOBaHUH:

(ykazamo ceedenusn, noomeepacoaioujue gpakm o6pabomru nepcoHanbHbIX JAHHBIX ONEPAMOopPoM)

IIpomry yrounuts oOpabaTbiBaeMbele Bamu MOM IepcOHANBHBIE [JaHHBIE B

COOTBETCTBHH CO CBEOCHHUSIMMU:

(ykasame ymoyHenHvle NepConanvible OGHHbIE 3aAGUMENA)

B CBA3H C TEM, YTO

(Ykazamb npUYUHY YIMOUHEHUS REPCOHATbHBIX OaHHbIX (OaHHble AGTAIMCA HENOTHBIMY, ycmapesuiumuy, HemoyHeIMy u m.n.))

« »




Per.Ne_ _or__. .20 B Vnpasnenue o6paszosanus
anmMuHHCTpaluu ropoga Kosposa

oT

(.m.0. 3aaBuTENR)

(HaMMEHOBAHHE M PCKBU3HTBI IOKYMEHTA,
YAOCTOBEPAIOIETO THYHOCTS 3AABHTEI,
CBEJICHHA O JaTe BBLIA4H H BBIAABIICM OpraHe)

3asiBieHHE

YHpaBJIeHI/Ie OGpaSOBaHI'Iﬂ aIMHHHCTpallUi Tropoaa KOBpOBa OCYLIECTBIIACT

o6pa60TKy MOUX II€PCOHAJIbHBIX AaHHBIX HAa OCHOBaHHWHU:

(yrasamo ceedenus, nodmeepicoaioujue haxm o6pabomxu NepCoOHAnNsHLIX OGHHBIX ONEPAMOPOM)

ITporuy 3a6mokupoBats obpabaThiBaeMble BaMu Mou IiepcoHabHEIE JaHHEIE:

(ykazamv Gnokupyemoie nepcoRanbrble OanHeie)

Ha CpOK:

(vkaszame cpok 6nokuposanus)

B CBs3H C TEM, UTO

(yKazamov RPUYUHY YHUYIMONCEHUA NEPCOHANbHBIX OAHHBIX (OaHHbIE ABNAIOMCA HENOTHBIMY, YCMAPEGUIUMY, HEMOYHbIMY,

HE3AKOHHO NOMYYEHHBIMU, He AGNAOMCA HeobGX00UMBIMU ONIA 3aABNeHHOU yenu 0bpabomKuy)

« »




