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MpunoxeHune

CnpaBka o Kybke CTF Poccun 2024

MpoBefeHMe COpPeBHOBaHWI MnaHUpyeTca C 26 OKTA6pa no 15 pgekabps. Ydactue
becnnatHoe. TypHUP BKIKOYaeT ClefytoLLne aTanbl:

1 OHnaiiH-3Tan B (hopmate Task-Based - Hauvano 26 okta6ps B 12:00, okOHYaHWe 27 OKTS6ps B
12:00 - y4acTBYIOT BCe AOMYLLEHHbIE M 3aperncTpmMpoBaHHble KomaHabl Ha PerncTpaumnoHHon
Mnatdopme;

2. Opnaiin-atan B popmate Attack-Defense - 14 geka6bpsi ¢ 09:00 go 19:30:

2.1 yyactBytoT 20 (gBaguatb) KomaHg, no 10 (gecAtb) KomaHg AKagemmyeckoro u
CMeLlaHHOro 3a4eToB, MpoLUeALwnx no utoram 1arana,

2.2 ydactBytoT 10 (gecatb) KomaHg LLIKonbHOro 3a4érta, npowlefwnx no mtoram 1 stana.
Mobeantenb fgaHHoro atana nony4yaet Kybok CTF Poccum LLIKONbHOrO 3a4eTa;

3. OhhnaitH-3atan (hHanbHbIN), hopMaT AepXkuTcs B cekpete - 15 aekabps ¢ 09:00 go 20:00 -
y4dacTBytOT 4 (YeTblpe) KomaHabl (Mo 2 KomaHabl AkagemMnyeckoro n CMeLlaHHOro 3a4eToB),
npowegwune no utoram 2 atana. MobeguTens Kaxaoro m3 3aveta AaHHOrO artana nosnyyaer
Ky6ok CTF Poccuu COOTBETCTBYHOLLIErO 3a4eTa.

MopaBefeHne utoroB CopeBHOBaHW GyaeT NPOBOAMTLCS NyTeM 06bABNeHMs MobeauTens
HEMocpeACTBEHHO MNoOCMe ero onpedeneHns u He nosgHee 20 pgekabpsi 2024 r. Ha Caitte
CopeBHoBaHuiA. 06K Npr3oBoi hoHA - 750 000 pyb6neil.

Mo nToram BTOpOro atana B puHan Kybka BbIXoAAT 4 KOMaHAbl. Ha faHHbI MOMEHT opmat
(hMHana AepXUTCa B TaliHE U U3BECTEH TOMbKO TexHU4Yeckoi rpynne Kybka. B paspaboTke aTana
MPUHUMAKOT yyacTue npeacTaBuTen KomaHgbl 13 ton-10 muposoro peintnHra CTFtime, 3agava
KOTOpbIX — €03[aTb abCOMOTHO HOBbIM (POPMAT B UCTOPUMN POCCUNCKUX COPEBHOBAHWIA.

CopeBHOBaHWUSI HanpaBfieHbl Ha onpeaeneHne camoin cunbHoit CTF KoMaHabl B Poccnn u
NPefoCTaBNAT  BO3MOXHOCTb  KOMaHAam-nobeanTensM pasHbiX YPOBHeW CpasuTbCA C
CUNbHeAW MU KoMaHgamMu Poccun. B aToM rogy OyfyT BbISBMEHbI Slyyllne KOMaHAbl B Tpex
HOMUHAaLMAX:

— NlydLasn WKOMbHas KOMaHza,
— NlydLWasn cTyfeHyeckas (akagemmyeckas) KoMaHaa,

— Nydllaa KoMaHga Mono4blX CnewnannucTos fo 27 NeT.
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O copeBHoBaHuAx cepun CTF

CopeBHoBaHua cepun CTF B Poccum npoBoaATCcA No MexxayHapoAHbIM npasunam Capture
the Flag (CTF). OHK npoxogaT B (hopMe Urpbl, COPEBHYSACH B KOTOPOI KOMaH/bl NprobpeTatoT U
LEMOHCTPUPYIOT HaBbIKW U YMEHUSA B 06/1aCTK 3aLLNTbI MHOPMALMM U UHPOPMATUKMN.

OCHOBHOI LieNb0 COPeBHOBaHMI ABNSETCA 06MeH OMbITOM U 3HaHUSAMMW B clhepe 3aluTbl
MH(OopMaLnMK, NPOGECCUOHANbHBIA POCT U pasBUTME KY/NbTypbl MPOrpaMMUPOBaHUA U
MPOEKTUPOBAHUSA CUCTEM Y CTYLEHTOB M MOJOAbIX YUEHbIX, NHTEPECYIOLLUXCA U 3aHUMAKOLLNXCSH
6e30NacHOCTbI0 UHPOPMALMOHHbLIX CUCTEM.

CopeBHOBaHMA Yalle BCEro npoxoAsdT B fBa 3Tana — MepBblid 3Tan (OTGOPOYHBINA)
MPOXoAUT B CeTU VIHTepHeT 6e3 OorpaHWYyeHWs 4ucna y4vacTBYHOLUMX KOMaHfj, BTOPOM 3Tan
(monygumHan n QuHan) NPOXOAUT C OYHbIM Y4yacTMEM NYYLINX KOMaHZA, BblOpaHHbIX MO
pe3ynbTaTam 3tana otbopa.

Ha BTOpoM 3Tane KomaHAam npefoCTaBNAKTCA WAEHTUYHbIE CEpBepbl, Ha KOTOPbIX
paboTaloT ceTeBble CEPBUCHI C 3apaHee MOArOTOB/IEHHLIMU YA3BMMOCTAMWU. Ha MOMEHT Havana
Urpbl CepBepa KOMaH/ NAEHTUYHBI. 3ajayun Y4aCTHUKOB: NOALEPXKMBATb CBOM CEpBUCHI B paboyem
COCTOAIHMM, NPeA0TBpaLLan NOMbITKM BTOPXEHWS, NPOBOAWTL ataku Ha cepBepa ApYyrux KoMaHz ¢
Llenblo «3axsata (pnaros». KomaHgam He06Xo4nMMO 06HapY>XWUTb YA3BUMOCTM Ha CBOEM CepBepe U
MONbITaTbCA 3aKPbITh UX, HE HAPYLUMB paboTOCNOCOOHOCTY CEPBUCOB. B TO Xe BpemMs, UCMosb3ys
3HaHWUA 0 Ha[EeHHbIX YA3BMMOCTAX, CTAHOBUTCA BO3MOXHbIM NMPOBECTU aTaku Ha cepeepa Apyrunx
KoMaHg. [Mpu nNpoBefeHMM aTak Ha cepBep, KOMaHAa LO/HKHA 060MTM MexaHW3M 6e30MnacHOCTU
cepBuca M «3axBaTWTb (ar» (HEKOTOPYK MNPMBATHYH WMHHOPMaLUI0), accoLMUpPOBaHHbIA C
AaHHbIM CepBUCOM. 3a OTMNPaBKY MOMYyYeHHbIX «(hNaroB» Ha CepBep XKIOPU KOMaH/bl NOAyYaloT
6annbl.

Bo Bpems urpbl XHOpWU NPOBEPSAET Yy BCEX KOMaH KOPPEKTHOE (YHKLMOHWPOBaHMe
CepBUCOB, YCTaHaB/MBAeT HOBble (Dfiarv U NPOBepseT HaMUMe yXKe YCTAHOB/IEHHbIX, a TakXke
OTC/NIeXXMBAET, HA KakuWe CepBUCHbI OblNN MPOBefeHbl aTaku, NPUHMMAs 3axBayeHHble (narn ot
KOMaHS.

Bannbl HAUNCNAKTCA KOMaHE:

— 32 KOPPEeKTHOEe (PYHKLUNOHMPOBaHWE COBCTBEHHbLIX CEPBUCOB;

— 3a 3axBarT (PnaroB ¢ CEPBUCOB APYTUX KOMaHS;
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— 3@ BbIMOIHEHWNE LOMNONHUTE/bHBIX 3aJaHui;

— 0COObIM peLLleHNEM XIOPU.

BmecTe ¢ copeBHOBaHUSAMM NPOBOAATCA 00y4arolme ceMuHapbl U Apyrue TeMatuyeckume
MeponpuAThA, a TakXe 3a4YnTbIBAKOTCA LOKNaAbl, NOCBALEHHbIE Pa3IMYHbLIM BONPOCaM 3aluThbl
MH(popMaummn. [oknaguymkamy BbICTYNarT Kak camy CTYLEeHTbl, NpoLlelne npeasapuTesibHbIi
KOHKYPCHbIA 0T60p A0KMNaA0B, Tak U NPUrialleHHble Typy MH(hOPMaLMOHHOW 6e30MacHOCTH.

Llenb: HapaluvBaHme 4enioBeveckoro rnoTeHumana Ans yvyactusa B rno6anbHON NonMTuKe B
obnactu WKT (HauynpoekT «LlndposBas 3KOHOMMKa»), C OCOObIM YNOpPOM Ha YfyulleHue
Knbep6e30nacHOCTM 1 yyYacTua B CYLLECTBYHOLLUX MHCTUTYTaxX yrnpasneHns VHTepHeT.

Oxnpaemble pesynbTarhbl:

— YKpensieHne KoopAnHaLmMm 1 yCTon4ymBoro HaLMoHanbHOro 1 pernoHanbHoro NogxoL0B
K Knbepbe3onacHoCTH;

— lMopfepxKa NUHCTUTYLMOHANIbHBIX Y OpPraHn3aunoHHbIX MEXaHU3MOB Ha HalMOHaIbHOM
N PerMoHaibHOM YPOBHAX AN5 3P ¢EeKTUBHOrO OCYLLECTB/IEHNA CTpaTernn KnbepbesonacHoCTy;

— ®dopMUpoBaHME KaApoBOro MoTeHuMana Ans peanusaumm 3afavy B HaLMNpPOeKTe
«LnpoBas 3KOHOMUKE.

B pamkax CTF aBWXeHMS BbICTpPaMBaeTCs NATUYPOBHEBas CUCTEMa, FAe NepBblil YPOBEHb
— 3TO MeXAyHapofHble COPeBHOBaHMS, BTOPOM — BCEPOCCUICKUE, TPeTU — COpPEBHOBAHUSA
(hefilepanbHOro YPOBHSA, YeTBePTbIA YPOBEHb — 3TO COPEBHOBaHUSA Ha YPOBHe CyObLEKTOB, NATbIN
YPOBEHb — 3TO /IOKa/IbHble COPEBHOBAHMA Ha YPOBHE OTAE/IbHbIX YYeOHbIX 3aBeAeHWIA.

OpraHusatopamm CTF copeBHOBaHWiA B POCCMM BbICTYNAOT:

— LWKOMbHbIE M pernoHasibHble COpeBHOBaHMA MpoBoAAT BY3bl COBMECTHO C
Accoumauuein pykosoguTenen cnyx6 WHMOOPMaLMOHHOW 6e30MacHOCTM MpU  MOAAEPXKKe
ALMUHUCTPaUUN CYOBEKTOB;

— MexayHapofHble MeXBY30BCKMe COpeBHOBaHMA Mo 3awmute uHpopmaumm RUCTF wn
MeXxayHapofHble copeBHoBaHMA RUCTF npoBoAMT KOMaHZa U3 Ypanbckoro defepasnbHOro
yHUBepcuTeTa 1 Accoumnaumns pyKoBoanTenein cnyx6 nHhopmaLnoHHON 6e30MacHOCTH;

— Ky60k CTF u JleTHIo10 WwKony Poccumn npoBogmT Accounauns pykoBoguTeneii cnyxo6
MHOPMaLMOHHOWN 6e3onacHOCTY Npu nogaep>xke MmnHob6opoHbl Poccun, MuHobpHayku Poccuu,

MuHkomceBasn Poccumn, UMW PAH, degepanbHOil CnyXObl N0 TEXHUYECKOMY U 3KCMOPTHOMY
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KoHTponto (PCTIOK Poccun), PefepasibHOro Y4ebHo-MeTo4MUYECKOr0 06beanHeHns (PYMO) no
obpa3oBaHMO B 061aCTU MHMOPMALMOHHON 6e30MacHOCTU BbICILIMX Y4YebHbIX 3aBefeHWi
Poccuiickoin ®egepauun 1 no cornacosaHmto ¢ ®Ch Poccum, Takke K y4yacTUHO npurnawiaroTcs
KomnaHuu pbiHka AT n NB.

B Poccun pgaHHble cCOpeBHOBaHWA NPOXoasaT yxe 19 net. B 3Tom rogy B BOCbMOW pa3
npoBoamTcs NpoekT Ky6ok CTF Poccun, Ha KOTOPbIA npurnawiatoTcs KOMaHabl nobeanTenn Bcex

ypOBHeIZ, KaK CTYyAEHYECKNX, TaK VN WUKOMbHbIX COpEBHOBaHMVI.

MpocBeTUTENBLCTBO

3afjaHnA MOCTPOEHbI TaKMM 00pa3oM, UYTO OTBET NIEXWUT He Ha NOBepxHOCTU. Cuctemy
MOXHO CPaBHWUTb C PYCCKMMW MaTpelukamu: 4To6bl JOWTW [O CamMOi MasieHbKOW, HeobXxo4Mmo
OTKPbITb ¥ AOCTaTb BCe OCTasbHble. B npouecce nrpbl y4acTHUKaMM MPOCMATPUBAETCS OFPOMHbIi
MaccuB MH(opMaLmmn, U 418 Noucka NpaBUIbLHONO OTBeTa TPebyeTcs y3HaTb BCe MpeablayLymne
Laru.

Takum 06pa3zom, CTF — 3T0 He NPOCTO Urpa, 3TO 06yYaroLLMiA NPOLIECC, BO BPEMS KOTOPOro
YYaCTHUKN yCBaMBaKOT HeoOXOAMMYK WH(OpMaUnio 6bicTpee U 3(eKTVBHee O0O6bIYHbIX

06pa3oBaTe/bHbIX MPOLECCOB.

[MaTpuoTmnyeckoe BocnuTaHue

K 3agauyam o6ecnevyeHnss MakCUMasIbHOW [OCTYMHOCTU KauyeCTBEHHOro 0O6y4YeHus U
BOCNUTaHMUSA, KY/IbTYPHOIO pa3BUTUA IMYHOCTUN pebeHKa OTHECEHO COornacHo Y. 2 rn. 3 CTpaTeruun
Hay4HO-TEXHO/IOMMYeCKoro passntusa Poccuiickoin Pepepaunn (Ykas lMpesngeHTa Poccuitckoi
depepaymm ot 28.02.2024 No 145):

— obecneyeHne YC/OBUI 418 BbISIBNEHWUA W Pa3BUTUSA TallaHT/IMBbIX AeTeld U feTeil co
CKPbITON 0fapeHHOCTHIO HE3aBMCUMO OT Cpepbl OA4apPeHHOCTU, MecTa XUTENbCTBA N «COLNaIbHO-
MMYLLECTBEHHOIO MOJIOXKEHUSI WX CEMEM», a TakKke «pa3BUTUE CUCTEMbl AOMONHUTENbHbIX
obpasoBatefibHbIX YCNyr Ha 6ecrnnaTHOM OCHOBe, MHMPACTPYKTYpbl TBOPYECKOro pasBUTUA U
BOCNUTaHUA JeTemn;

— (hopMMpoOBaHMe y NoapacTaloLero NoOKoNeHNs HPaBCTBEHHbIX LIEHHOCTEN, Ky/bTypPHO
MAEHTUYHOCTU,  KOMMYHWUKATMBHOM  KOMMETEHUWW, CMOCOBHOCTEA K  OTBETCTBEHHOMY

camMmoornpeaeneHunio;
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— [OnoSIHUTeNbHOe 06pa3oBaHMe MpuU3BaHO o0b6ecrneynBaTh afanTauuio AeTel B XU3HU
oblecTBa, a Takke CnocobCTBOBaTb MPOMeCCMOHaNbHOW OpueHTauum pebeHKa, BbISBNSATL U
OCYLLECTBNATL NOAAEPXKKY [eTei, NPOABMBLUMX BblAatowmecs crnocobHOCTU B MH(OPMALMOHHbIX
TEXHO/IOT USAX.

B pamkax MeponpuATUiA opraHu3atopaMu Yy[ensetcs 0cob60e BHMMaHWe BOMpocam
MaTpuoTMYECKOro BOCNUTAHWA MOMOA0M0 NMOKONEHNS U BOCMUTAHUA YyBCTBA OTBETCTBEHHOCTU 3a
byayuiee Poccum, a Takxke POPMUPOBAHUIO ITUHECKUX HOPM 6€30MacHOro UCM0b30BaHNIO HOBbLIX
NHDOPMALMOHHO-KOMMYHUKAUNOHHBIX ~ TEXHOMOrMA  BO  WCMOJSIHEHWE  TOCYAapCTBEHHON
nporpammbl "MaTpmMoTMYeckoe BoCnNUTaHMe rpaxgaH Poccuiickoin ®Pefepaumm Ha 2021 — 2024
rogpl".

[aHHble MeponpuATAA NPOBOAATCA BO UCMONHeHWe «[1PUOPUTETHBLIX NPOG/EM HAayUHbIX
nccnefoBaHnii B 06nacTu  obecrneyveHnss  MHMOPMALMOHHON  6e30NacHOCTM  POCCMIACKON
depepayunn», yTBepKaeHHbIX CoBeToM besonacHocTu Poccuitickoin depepaumm 7 mapta 2008 T.
M Hanpas/IeHHbIX Ha:

— unccnefoBaHWe npob6seM MCNofb30BaHWA B 00pa3oBaTe/lbHOM MpOoLecce AenoBbIX Y
crneumanbHbIX UCCef0BaTeIbCKUX UTP MO MHPOPMaLMOHHON 6e30nacHOCTMY;

— uccnegosaHve npobnem obecneyeHUss NOAroTOBKN Kagpos rno npobneme 6e3onacHOCTU
KPUTUYECKM  BAXKHbIX  UH(POPMALMOHHO-TENIEKOMMYHUKAUMOHHbLIX — cUCTEM,  pa3paboTka
(KoppeKT1poBKa) NporpaMm NoAroToBKY KagapoB B 06/1aCTV TEXHUYECKON 3aLMTbl MH(OpMaLnm ¢
YUYeTOM CreLmnnKy peLleHns aTon 3agaudn.

Bo wucnonHeHne «OCHOBHbIX HanpaBieHWA rocyfapCTBEHHOW MNOAUTUKM B 061acTu
obecneyeHns 6e30MacHOCTN aBTOMATU3NMPOBAHHBLIX CUCTEM YNpPaBNEHUSA MPON3BOACTBEHHLIMU U
TEXHO/IOMMYECKUMU NPOoLeccamy KPUTUYECKM BaXKHbIX 06bEKTOB UH(PACTPYKTYpbl Poccuiickoi
Pepepaymm» B yacTn «OCHOBHbIX 33y N0 COBEPLLUEHCTBOBAHUIO 00pa3oBaHWs, MOATOTOBKU U
MOBbILWEHNSA KBaIMPUKaLLMKN KagpoB B 06/1acTy obecrneveHns 6e30nacHOCTM aBTOMaTU3NPOBAHHbIX
CUCTEM YNpaB/ieHNA KPUTUYECKM BaXKHbIX OOBEKTOB Ha 6ase MpoguibHbIX 06pa3oBaTeNbHbIX
YUPEXEHUIA W MOBLIWEHNIO O6LEro YPOBHA KynbTypbl WH(POPMaLMOHHON 6e30MacHOCTU
rpaxaaH».

A TaKXe BO UCnonHeHMe ykasa MNMpesungeHta Poccuiickon ®eaepaumm ot 07.05.2024 N° 309

«O HaumoHanbHbIX Uensx pa3BuTus Poccuiickoi ®epepaumm Ha nepuog Ao 2030 roja v Ha
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nepcnekTuBy Ao 2036 roga», KOTOPbIA aKueHTMPYeT BHUMaHME Ha HE06XO0AMMOCTMN NOBbILLEHNS

Ka4yecTBa o6pasoBaH|/|;| N nNoaAroToBKM Kagpos B obnactn l/IHCbOpMaLI,I/IOHHOl‘/JI 6e30nacHOCTH.
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